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FOREIGN TERROMSTS IN AMERICA: FIVE
YEARS AFTER THE WORLD TRADE CENTER

TUESDAY, FEBRUARY 24, 1998

U.S. Senate,
Subcommittee on Technology, Terrorism,

AND Government Information,
Committee on the Judiciary,

Washington, DC.

The subcommittee met, pursuant to notice, at 9:07 a.m., in room
SD-226, Dirksen Senate Office Building, Hon. Jon Kyi (chairman

of the subcommittee) presiding.

Also present: Senators Grassley and Feinstein.

OPENING STATEMENT OF HON. JON KYL, A U.S. SENATOR
FROM THE STATE OF ARIZONA

Senator Kyl. This hearing on the Senate Judiciary Subcommit-
tee on Technology, Terrorism, and Government Information will

come to order. Welcome, Senator Feinstein.

This morning we have three panels of witnesses. Let me tell you
who the panels are, and then I will make a brief opening state-

ment, turn to Senator Feinstein, and then we will immediately

turn to our first panel.

That first panel is: J. Gilmore Childers, Esq., of Orrick,

Herrington & SutclifFe, New York City; Henry J. DePippo, Esq., of

Nixon, Hargrave, Devans & Doyle, in Rochester, NY; and Patrick

J. Colgan, Jr., PBL Associates, Wyckoff, NJ—all of whom had key

roles in the World Trade Center case.

The second panel is Dale L. Watson, section chief for Inter-

national Terrorism Operations of the FBI here in Washington; Wal-

ter D. Cadman, counterterrorism coordinator of the Office of Field

Operations of the INS here in Washington; and Richard Rohde,

Deputy Assistant Director of the Office of Investigations of the U.S.

Secret Service here in Washington.
The third panel consists of Benjamin Jacobson of the Peregrine

Group in Miami; Omar Ashmawy in Washington, DC; and Steven

Emerson, the Investigative Project here in Washington, DC.
On February 26, 1993, almost exactly 5 years ago, the World

Trade Center in New York was bombed. Thousands were injured,

six people lost their lives, and Americans discovered that they were
not immune to imported acts of terror. Five years and four prosecu-

tions later, as today's hearing will show, there is much we have
learned—and some things we still don't know—about that horrible

act and about terrorist operations here in America.

(1)



Among the things we have learned is that the perpetrators of the

World Trade Center bombing were from varied ethnic backgrounds

and apparently unaligned with any one terrorist group. Yet their

joint conspiracy was forged by a shared radical ideology and hatred

for the United States. And the language of hate continues to be

used for recruitment today.

We also learned that the death toll in New York could have been

much higher. Ramzi Yousef, the central figure behind the bombing,

said he had meant to collapse one of the World Trade Center's tow-

ers on top of the other, hoping to kill 250,000 people inside and in

the immediate area, but the explosion did not go according to plan.

Another of the co-conspirators was an American-educated chemi-

cal engineer, employed at a respected U.S. corporation. Investiga-

tors found the ingredients for hydrogen cyanide—which, inciden-

tally, was used in the Nazi death camps—among the conspirator's

stockpile, corroborating Yousefs version of the aborted plan to use

poison gas.

As the DCI George Tenet recently testified to Congress, terror-

ists' interests in weapons of mass destruction is on the rise. This

subcommittee will be looking at the prospects for chemical and bio-

logical terrorism—and our preparedness to deal with it—later this

spring.

The World Trade Center conspirators and their gtifiliates also

laid plans to commit other deadly attacks, both before and after the

World Trade Center bombing, which were not carried out for rea-

sons ranging from luck, to timing, to aggressive counterterrorist ef-

forts by U.S. authorities. And in the course of their conspiracy,

they violated immigration laws, used false identifications, commit-

ted financial crimes, recruited sympathizers, acquired weapons,

and, at least in the World Trade Center case, obtained potentially

lethal chemicals under false pretenses.

The purpose of our hearing today is to look back on this terrible

act of 5 years ago and ask, what have we learned in its wake? Are

terrorists still operating here? And if so, why? What are they doing

and what are we doing to stop it? And, of course, do these activities

pose a threat to the public safety of our citizens?

The World Trade Center bombing and related cases provide in-

sights into how a terrorist operation in the United States is facili-

tated and how our free and open society can provide safe haven for

terrorist conspirators. Since 1993, terrorist group support networks

have proliferated, reaching not only into major U.S. cities but

smaller towns and communities as well. Criminal enterprises fund

their activities here and abroad. These enterprises defraud Ameri-

cans of miUions of dollars, which go to support terrorist operations

and into the terrorists' own pockets.

This committee has already heard how foreign terrorist groups

use front organizations to raise money here in the United States.

In April 1996, Congress passed, with wide bipartisan support, the

Anti-Terrorism and Effective Death Penalty Act. Among other

things, the act directed the Secretary of State to designate foreign

terrorist groups for the primary purpose of seizing their assets and
outlawing new contributions or payments to them. But when the

Ust was finally published last fall, no assets were recaptured. The
IRA, which is especially active in fimdraising in the United States,



was omitted from the list for political purposes. And only recently

have regulations been put into place to go after contributors. Clear-

ly, we need to seek better means to help thwart fundraising and
other foreign terrorist activities.

Foreign terrorists gain unlawful entry into the United States by
using false and stolen documents and by employing sophisticated

alien smuggling rings. U.S. academic institutions are also at risk

of being used as a cover for terrorists, who use student campuses
to solicit money, recruit members, and espouse violent ideologies.

In this hearing, today, we will learn what law enforcement is

doing about these activities, including the Student Tracking Pilot

Program that was to go into effect in January. We will also hear
firsthand testimony about how radical Muslims are distorting the

teachings of Islam and attempting to drive a wedge between the

vast majority of Muslims of good will and the people and Govern-
ment of the United States.

Finally, our witnesses will confirm that there is a small but dan-

gerous radical element pursuing their terrorist agenda here who
pose a direct threat to Americans. And their activities seem to be
growing. Some of these terrorists are affiliated with the same
groups and state sponsors of terrorism that were involved in the

World Trade Center conspiracy. Still others have their own agenda,

quite distinct from the World Trade Center conspiracy.

The U.S. intelligence community and our law enforcement agen-

cies have had many quiet victories in defeating terrorist actions

here, which will never receive public recognition. And this sub-

committee remains committed to supporting these efforts, to keep
our citizens safe both at home and abroad.

I hope this hearing will provide some insights into the policies

and tools that we need to deny terrorist fundraising and operations

here in America.
Senator Feinstein.

STATEMENT OF HON. DIANNE FEINSTEIN, A U.S. SENATOR
FROM THE STATE OF CALIFORNIA

Senator FEINSTEIN. Thank you very much, Mr. Chairman, and
thank you very much for holding this hearing. Of course, you
touched on the World Trade Center bombing, and I think we saw
people from other nations involved there. And then, of course, we
saw people from our own Nation involved in Oklahoma City, and
those of us that have had the classified briefings understand that

we have some reason to be concerned about the numbers of people

in this country who are known or believed to be terrorists.

As you pointed out, in the 1994 crime bill we made a series of

changes to strengthen our legal ability to confront terrorists. We
extended the statute of limitations for terrorism offenses. We at-

tacked foreign counterfeiting of U.S. currency, extended U.S. crimi-

nal jurisdiction to attacks against American citizens on foreign ves-

sels, and so on. And then in the antiterrorism bill, there were a
number of other provisions added: the addition of taggants to ex-

plosives, where it is safe and feasible, to aid law enforcement in

solving bombing incidents, strengthening controls of and enforce-

ment against biological agents or pathogens, and so on.



There are also a number of glaring loopholes in our immigration

laws. As I serve on the Immigration Subcommittee, I just wanted
to spend my time touching on some of them.

I have some reservation regarding the practice of issuing visas

to terrorist-supporting countries and INS' inability to track those

who come into the country either using a student visa or using

fraudulent documents, as you pointed out, through the Visa Waiver
Pilot Program.
The Richmond Times recently reported that the mastermind of

Saddam Hussein's germ warfare arsenal, Rihab Taha, studied in

England on a student visa. And England is one of the participating

countries in the Visa Waiver Pilot Program, which means, if she

could have gotten a fraudulent passport, she could have come and
gone without a visa in the United States.

The article also says that Rihab Taha, also known as "Dr. Germ,"

that her professors at the University of East Anglia in Norwich,

England, speculate that she may have been sent to the West spe-

cifically to gain knowledge on biological weaponry.

What is even more disturbing is that this is happening in our

own backyard.
The Washington Post reported on October 31, 1991, that U.N.

weapons inspectors in Iraq discovered documents detailing an Iraqi

Government strategy to send students to the United States and
other countries to specifically study nuclear-related subjects to de-

velop their own program. Samir AJ-Araji was one of the students

who received his doctorate in nuclear engineering from Michigan

State University, and then returned to Iraq to head its nuclear

weapons program.
The Washington Institute for Near Eastern Policy found in Sep-

tember 1997 that many terrorist-supporting states are sending

their students to the United States to get training in chemistry,

physics, and engineering which could potentially contribute to their

home country's missile and nuclear, biological, and chemical weap-

ons programs.
Yet the State Department often does not do in-depth background

checks on the students, and once they are in the United States, the

INS has no ability to track the students to make certain they actu-

ally study the subjects they claim to study and to attend the

schools they said they would attend.

Between 1991 and 1996, the State Department has issued about

9,700 student visas to students from terrorist-supporting states

such as Iran, Iraq, Libya, Sudan, and Syria to attend undergradu-

ate and graduate studies in the United States.

Additionally, a survey done by the Institute of International Edu-

cation indicates that most students from terrorist-supporting coun-

tries major in the sciences, and the percentages: 71 percent from

Iran; 65 percent, Iraq; 47 percent, Libya; 53 percent, Sudan; 68

percent, Syria.

The lEE survey also estimates that 4.6 percent of students from

Iran and 10.5 percent of students from Iraq are funded by their

government to study in the United States.

Currently, the State Department does not do any special back-

ground checks for students coming from Syria or Sudan. An inter-



mediate background check is required for Iranian students and a

more extensive check for Iraqi students.

The defendants of the World Trade Center bombing are also an

example of those coming in through nonimmigrant or employment-

based visas or abusing our political asylum process and then com-

mitting crimes.

For instance, Nidal Ayyad, one of the defendants in this case,

used his position as a chemical engineer for Allied Signal to obtain

the chemicals used in the World Trade Center bombing.

There is Gazi Abu Mezer, who was arrested in a suspected ter-

rorist plot to detonate bombs in Brooklyn last year. He came in ille-

gally across the Canadian border to Washington State and at-

tempted to seek asylum, but withdrew his application and agreed

to leave the country. Once he was released on voluntary departure,

he fled Washington to Brooklyn, NY, where he was arrested for

plotting suicide-bomb attacks in Brooklyn.

After the World Trade Center bombing, Louis Freeh sent a memo
to the Deputy Attorney General on September 26, 1994, and made
the recommendation that the State Department needed to establish

a uniform system of communication on visa denials and that the

Visa Waiver Pilot Program could be used by terrorists using fraud-

ulent documents and that asylum procedures and student visas can

be abused by people trying to get into the country.

Mr. Chairman, I would like to submit the memo into the record.

Senator Kyl. It will be submitted.

Senator Feinstein. The INS then formed a Task Force on For-

eign Student Controls in 1995, in response to Freeh's memo, and

found that INS had no ability to track the students in the United

States, that INS had no idea if the students leave, drop out, trans-

fer, interrupt their education, violate their status, or commit

crimes
Mr. Chairman, under the 1996 Immigration Act, Congress re-

quires the INS to create a pilot project to track information on for-

eign students—where they are, what they are studying, if they

commit any crimes, and if they are studying the subjects they

planned to study. The act requires INS to submit a report by 2001.

The act also tightens up the asylum process by making it harder

for aliens to claim asylum fraudulently, and section 110 of the Im-

migration Act requires an entry/exit system at all ports of entry by

September 1998.

As you know, there is a move on this very committee to essen-

tially remove that.

I know there are concerns over the implementation of inter-

national student tracking systems and the entry/exit system re-

quired by the 1996 law. And I realize it takes time to build the au-

tomation systems and the infrastructure necessary to make the re-

quirements work. However, I cannot stress enough the importance

of having the ability to track international students, particularly

those from terrorist-supporting countries and having an entry/exit

system ability so we know who is coming in and out of the country.

I also believe we need to re-evaluate the Visa Waiver Pilot Pro-

gram as is. In fact, without additional controls to screen out those

traveHng from terrorist-supporting states, the Visa Waiver Pilot



Program would make us vulnerable to allowing aliens from terror-

ist countries to enter without any detection.

Let me just spend a moment on encryption.

In addition to efforts to eliminate the required implementation of

entry/exit systems, we are facing other efforts to eliminate or cur-

tail existing protections against terrorism. The ongoing encrjrption

debate is one such example. Last month, the FBI Director testified

before the Senate Select Committee on Intelligence that, "[T]he

encryption issue is one of the most important issues confronting

law enforcement and potentially has catastrophic implications for

our ability to combat every threat to national security * * * Law
enforcement remains in unanimous agreement that the widespread

use of robust non-recovery encryption ultimately will devastate our

ability to fight crime and terrorism."

Director Freeh outlined specific examples of terrorist attempts to

use encryption to attempt to thwart national security enforcement,

including encrypted files found on the laptop computer of inter-

national terrorist Ramzi Yousef that detailed the plot to blow up
11 United States-owned commercial airlines in the Far East. These
are deadly serious concerns, and they dictate a serious response.

At the same time, advocates of a more flexible encryption policy

stress that sales and jobs will be lost to foreign manufacturers who
operate in nations with more lax export policies. These, too, are se-

rious concerns. Economic growth and technology development are

critical issues to my home State of California, which leads the

world in developing high-tech products.

FBI Director Freeh called for "a balanced public policy on
encryption." The critical word is "balance." I support a balanced

policy which addresses both serious national security £ind crime en-

forcement concerned, while simultaneously setting into account and
addressing the legitimate concerns of the nigh-tech industry.

I hope that this Congress will have the courage to deal forth-

rightly with the legitimate concerns on both sides of the encr3T)tion

question and draft legislation that neither endangers national secu-

rity or the war against organized crime, nor retards U.S. competi-

tiveness in this critical field in which we have, until now, led.

And, interestingly enough, when I was home over the break, I

talked with some of the people in the Silicon Valley area, and we
discussed together the whole key recovery area, and they are work-

ing very hard to come up with some alternatives that would pro-

vide the guarantees that we both have discussed and yet move
away from the specific mandatory key recovery issue. And I believe

they are making progress, and I was heartened to hear that one

of the companies wanted to bring a proposal before the Attorney

Greneral as well.

So I very much look forward to today's witnesses, Mr. Chairman.
I am sorry to have taken so long, but I think it is very important

that we all work together to strengthen and defend our protections

against terrorism.

[The prepared statement of Senator Feinstein follows:]

Prepared Statement of Senator Dianne Feinstein

Five years ago, all Americans were shocked when a terrorist bomb exploded at

the World Trade Center in New York City, leaving five people dead, more than one



thousand wounded, and a cavernous crater 200 feet by 100 feet wide, and seven sto-

ries deep. When a group of radical fundamentalists were arrested for this barbaric

act, American concerns about foreign terrorist activity on our soil were brought

home.
, , ./. X

Little did we know then that just over two years later, an even more hornlic ter-

rorist attack would ocoir, this time prepared by home-grown domestic terrorists-the

bombing of the Murrah building in Oklahoma City.

As one would expect. Congress responded to these events: In the 1994 Crime Bill,

we made a series of dianges to strengthen our legal ability to confront terrorists,

including: extending the statute of limitations for terrorism oflFenses; attacking for-

eign counterfeiting of U.S. ourency; extending U.S. criminal jvuisdiction to attacks

against American citizens on foreign vessels; increasing sentences for crimes of

international terrorism; and, prohibiting the provision of material support to terror-

iste>

Of course, last Congress we enacted the Anti-Terrorism and Effective Death Pen-

alty Act of 1996, comprehensive legislation encompassing a plethora of anti-terror-

ism initiatives. I was proud to be the author or lead Democratic sponsor of a nvunber

of parts of this legislation, including: Provisions requiring the addition of taggants

to explosives, where it is safe and feasible, to aid law enforcement in solving bomb-

ing incidents; strengthening controls of an enforcement against biological agents, or

Eathogens; an Attorney-General study of the need for and constitutionality of pro-

ibiting the dissemination of bombmaking information for a criminal purpose

—

which has since come back with flying colors; and provisions for restitution to the

commtmity in drug cases—a measiire which I had the pleasxu-e of working on and

co-sponsoring with you, Mr. Chairman.
The terrorism bill also contained a munber of reforms which were speancally

prompted by the World Trade Center case, including: Facilitating the removal of

alien terrorists; expanding the government's ability to exclude from the United

States aliens who are involved in terrorist activities; denial of asylum to alien ter-

rorists; and streamlining the deportation of criminal aliens.

However, I was disappointed that a number of provisions which law enforcement

had requested to help them combat terrorists more effectively were dropped from

the bill, including: Law enforcement authority to implement multi-point wire-

tapping; giving the Attorney General emergency wiretap authority; making certain

terrorism offenses RICO predicates; giving law enforcement wiretap authority for

additional terrorism offenses, such as explosives violations and wrecking trains; and

my own provision to implement a prohibition on the dissemination of bombmaking
instructions for a criminal piupose.

IMMIGRATION PROVISIONS

I am also concerned that we need to strengthen further our immigration laws and

procediires to counter foreign terrorist operations. I have grave reservations regard-

ing the practice of issuing visas to terrorist supporting countries and INS' inability

to track those who come into the country either using a student visa or using fraud-

ulent documents throu^ the Visa Waiver Pilot Program Coxmtries.
^

The Richmond Times recently reported that the mastermind of Saddam Hussein s

germ warfare arsenal, Rihab Taha, studied in England on a student visa. And Eng-

land is one of the participating coxmtries in the VWPP which means, if she coiild

have gotten a fiiudulent passport, she could have come and gone without a visa

in the United States. ^ „ , , ,.

The article also says that Rihab Taha, also known as "Dr. Germ", that her profes-

sors at the University of East Anglia in Norwich, England "speculate that Taha majj

have been sent to the West specifically to gain knowledge on biological weaponry.

What is even more disturbing is that this is happening in our own backyard.

The Washington Post reported on October 31, 1991 that UN weapons inspectors

in Iraq discovered docimients detailing an Iraqi government strategy to send stu-

dents to United States and other countries to specifically studv nuclear-related sub-

jects to develop their own program. Samir Al-Araji was one of the students who re-

ceived his doctorate in nuclear engineering fix)m Michigan State University and

then returned to Iraq to head its nuclear weapons program.

Washington Institute for Near Eastern Policy found in September 1997 that many
of terrorist supporting states are sending their students to the United States to get

training in chemistry, physics and engineering which could potentially contribute to

their home countries' missile and nuclear, biological and chemical weapons pro-

grams. ,

Yet, the State Department often does not do in-depth background checks on the

students and once they are in the U.S., the INS has no ability to track the students
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to make certain they actually study the subjects they claim to study and to attend

the schools they say they would.

Between 1991-1996, the State Department has issued 9,767 students visas to stu-

dents from terrorist supporting states such as Iran (4,789), Iraq (467), Libya (104),

Sudan (1,404), Syria (3,003) to attend undergraduate and graduate studies in the

United States.

Additionally, a survey done by Institute of International Education (lEE) indicates

that most students from terrorist supporting countries msgor in the sciences: 71.9

percent of students from Iran; 65 percent of students from Iraq; 47.5 percent of stu-

dents from Libya; 53.9 percent of students ftt)m Sudan and 68.5 percent of students

from Syria.

The lEE siirvey also estimates that 4.6 percent of students from Iran and 10.5%

of students from Iraq are funded by their government to study in the U.S.

Currently State Department does not do any special background checks for stu-

dents coming from Syria or Sudan. An intermediate background check is required

for Iranian students and a more extensive checks are required for Iraqian students.

The defendants of the World Trade Center bombing are also an example of those

coming in through nonimmigrant or employment based visas or abusing our political

asylum process and then committing crimes.

For instance, Nidal Ayyad, one of the defendents in the World Trade Center

bombing used his position as a chemical engineer for Allied Signal to obtain the

chemicals used in the World Trade Center bombing.

And there is Ghazi Abu Maizar, who was arrested in a suspected terrorist plot

to detonate bombs in Brooklyn last year. Maizar came in illegally across the Cana-

dian border to Washington State and attempted to seek asylum but withdrew his

application and agreed to leave the country. Once he was released on voluntary de-

parture, Maizar fled Washington state to Brooklyn, New York where he was ar-

rested for plotting suicide-bomb attacks in Brooklyn.

After the World Trade Center bombing, Louis Freeh sent a memo to the Deputy

Attorney Genersd in 9/26/94, and made the recommendation that the State Depart-

ment needed to establish uniform system of communication on visa denials, that

VWPP could be used by terrorists using fraudulent dociiments and that asylum pro-

cedures and student visas can be abused by people trying to get into the country.

Mr. Chairman, I would Uke to submit the memo into the record.

INS formed a Task Force on Foreign Student controls in 1995, in response to

Freeh's memo and found that INS had no abihty to track the students in the U.S.,

that INS has no idea if the students leave, drop out, transfer, interrupt their edu-

cation, violate their status or commit crimes.

Mr. Chairman, under the 1996 Immigration Act, Congress requires the INS to

create a pilot project to track information on foreign students—where they are, what
they are studying, if they commit any crimes and if they are studying the subjects

they planned to study. The Act requires INS to submit a report by 2001. The Act

also tightens up the asylum process by making it harder for ahens to claim asyliun

fraudulently and Section 110 of the Immigration Act requires an entry-exit system

at all ports of entry by September of 1998.

I know there are concerns over the implementation of international student track-

ing systems and the entry-exit system reqmred by the 1996 law. And I realize it

takes time to build the automation system and the infrastructure necessary to make
the requirements work. However, I cannot stress enough the importance of having

the abihty to track international students, particularly those from terrorist support-

ing coimtries and having an entry-exit system ability so we know who is coming in

and out of the country. I also think we need to reevaluate the Visa Waiver Pilot

Program as is. In fact, without additional controls to screen out those traveling from

the terrorist supporting states, VWPP would make us vulnerable to allowing aUens

from terrorist countries to enter without any detection.

ENCRYPTION

In addition to efforts to eliminate the required implementation of entry/exit sys-

tems, we are facing other efforts to ehminate or curtail existing protections against

terrorism. The ongoing encryption debate is one such example.

Last month, FBI Director Freeh testified before the Senate Select Committee on

InteUigence that:

"[T]he encryption issue is one of the most important issues confronting

law enforcement and potentially has catastrophic impUcations for our abil-

ity to combat every threat to national security. * * * Law enforcement re-

mains in imanimous agreement that the widespread use of robust non-re-
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terrorism.

Director Freeh outlined specific examples of terrorist attempts to use encryption

to attempt to thwart national security enforcement, including encrypted files found

on the laptop computer of international terrorist Ramzi Yousef that detailed the plot

to blow up 11 U.S.-owned commercial airliners in the Far East. These are deadly

serious concerns that dictate a serious response.

At the same time, advocates of a more flexible encryption export poUcy stress that

sales and jobs will be lost to foreign manufacturers who operate in nations with

more lax export policies. These too, are serious concerns. Economic growth and tech-

nology development are critical issues to mv home state of California, which leads

the world in developing high technology products.

FBI Director Freeh called for "a balanced public policy on encryption." The critical

word is "balance." I support a balanced policy, which addresses both serious national

security and crime enforcement concerns, while simultaneously taking into account

and addressing the legitimate concerns of the high technology industry.

I hope that this Congress will have the courage to deal forthrightly with the legiti-

mate concerns on both sides of the encryption question, and draft legislation that

neither endangers national seoirity or the war against organized crime, nor retards

U.S. competitiveness in this critical field in which we have, until now, led.

I am encouraged by recent reports that high technology companies have been co-

operating with the Department of Justice to attempt to develop workable products

that ad<kess all of these concerns. I heartily encourage such cooperation and pledge

to provide whatever support I can to foster dialogue and cooperation between indus-

try, law enforcement, and national seoirity agencies to attempt to address this criti-

cal issue in a manner that recognizes the serious concerns on all sides of the issue.

So I look forward to hearing the testimony of today's witnesses, Mr. Chairman,

as we work to strengthen and defend protections against terrorism.

Senator Kyl. Thank you, Senator Feinstein.

I think it should be evident to all that the leadership on this sub-

committee is bipartisan in the best of that tradition, and Senator
Feinstein's leadership on these issues of student tracking, the exit/

entry system, the Visa Waiver Pilot Program, and the last issue

she mentioned, the issue relating to law enforcement's need to have
access to encrypted materials, is second to none in the United
States Senate. It is significantly through her efforts that this sub-

committee is able to pursue the matters that it does with the suc-

cess that I think we have.
Thank you, Senator Feinstein.

We begin this morning's hearing with a retrospective on the

World Trade Center bombing and the four prosecutions related to

that event:

The prosecution of four of the individuals most intimately in-

volved with carrying out the actual bombing of the World Trade
Center. Missing from this prosecution was Ramzi Yousef and an-

other defendant who is still at large and believed to be in Iraq;

Second, the prosecution of Sheik Rahman and others for conspir-

acy to commit assassinations and bombings of key transportation

and business sites;

Third, the prosecution of Ramzi Yousef for his role in the World
Trade Center bombing;
And, fourth, the prosecution of Ramzi Yousef for the attempted

bombing of 12 U.S. aircraft in Manila.
The facts of these cases have never been received by Congress

before in a comprehensive format, but together they constitute the

most extensive investigations and prosecutions ever concluded of

foreign terrorist operations in the United States.

We are very privileged to have as our lead witnesses three of the

individuals most responsible for these successful prosecutions. Our
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first witnesses are Gil Childers and Henry DePippo, who pros-

ecuted the World Trade Center terrorists. Also testifying on this

panel is Patrick Colgan, formerly with the FBI, whose supervision

of the investigation into Sheik Rahman's involvement in a variety

of murder and bombing plots, including the World Trade Center,

resulted in a life sentence for the sheik and the successful convic-

tions of his 11 codefendants.

This will be the first time this panel of witnesses has appeared

jointly in public to discuss the facts surrounding the World Trade

Center prosecutions. Let me say that this country is indebted to

our first panel and those who worked with them for their profes-

sionalism and for their thorough and effective efforts to bring these

terrorists to justice.

As the Director of the Central Intelligence Agency recently testi-

fied before another Senate committee, one reason why we have not

seen more terrorist attacks against Americans is that the world

knows well our ability and determination to locate and bring ter-

rorists to justice. And so on behalf of the American people and this

committee, I thank each of you for the service that you provided

to your country and your willingness to testify here today.

[World Trade Center Timeline follows:]
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Senator Kyl. Let's begin with Mr. Childers and Mr. DePippo.

Welcome.

PANEL CONSISTING OF J. GILMORE CHILDERS, ORRICK,
HERRINGTON & SUTCLIFFE, LLP, NEW YORK CITY, NY, AND
HENRY J. DePIPPO, NIXON, HARGRAVE, DEVANS & DOYLE,
ROCHESTER, NY; AND PATRICK J. COLGAN, JR., PBL ASSOCI-
ATES, WYCKOFF, NJ

STATEMENT OF J. GILMORE CHILDERS

Mr. Childers. Thank you, Senator.

As you know, Mr. DePippo and I are here to discuss the trial of

the terrorists who bombed the World Trade Center. The trial of

four of the conspirators began approximately 6 months after the

bombing itself. After the conclusion of the 6-month jury trial, each

of those defendants was found guilty on all counts on which he was
charged. Last fall, Ramzi Yousef, who was a fugitive during the

first trial, was also tried and convicted for the World Trade Center

bombing. Each defendant, including Mr. Yousef, has now been sen-

tenced to a total of 240 years' imprisonment for their participation

in the World Trade Center bombing.
The defendants' respective roles in the terrorist plot—and their

participation in the World Trade Center bombing—were recon-

structed during the course of the trial using over 1,000 exhibits and
the testimony of more than 200 witnesses. In the end, the evidence

overwhelmingly established that Ramzi Yousef, Mohammed
Salameh, Nidal Ayyad, Mahmud Abouhalima, Ahmad Ajaj, and
Abdul Rahman Yasin conspired to bomb targets in the United

States and that, as part of their terrorist scheme, they participated

in the February 26, 1993, bombing of the World Trade Center.

Ahmad Ajaj first entered the United States on September 9,

1991. He settled in Houston, TX, and filed a petition for political

asylum, claiming that the Israeli government had imprisoned and
tortured him in retaliation for his peaceful opposition to the Israeli

occupation of Palestine.

Ajaj never appeared for an INS hearing on his asylum claim,

however. Instead, Ajaj relinquished his Houston apartment and, in

April 1992, hastily left the country under an assumed name to at-

tend a terrorist training camp on the border of Afghanistan and
Pakistan.
After arriving in Pakistan, Ajaj traveled to Dubai and then to

Saudi Arabia. In Saudi Arabia, Ajaj obtained a letter of introduc-

tion to "Camp Khaldan," a terrorist training camp located in Af-

ghanistan just across the border from Peshawar, Pakistan. The let-

ter of introduction stated that the bearer, Ajaj, had come to the

"land of jihad" for training and asked the leader of the camp to pro-

vide Ajaj with training in weapons and explosives.

Also while in Pakistan, Ajaj made contact with Ramzi Yousef.

Together, Ajaj and Yousef plotted to apply their collective explo-

sives training and experience to bomb targets in the United States.

With this objective, Ajaj and Yousef studied the voluminous mate-

rials they amassed, including a series of printed bomb-making
manuals with blue covers. These blue books, as they came to be

known during the trial, like Ajaj's handwritten notes, contained
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formulae for various explosives, including the ones that were later

used by the conspirators to make the World Trade Center bomb.
Specifically, in assimilating their knowledge of explosives for use

in the United States, Yousef and Ajaj appear to have focused on

those portions of Ajaj's terrorist materials that explain how to

make a bomb using the explosive compound urea nitrate as the pri-

mary explosive—^the same compound that they, in fact, later used

as the main charge for the World Trade Center iDombing.

Formula and instructions for making a number of other explosive

also later used as boosters and detonators in the World Trade Cen-

ter bomb—such as nitroglycerin and ammonium nitrate dynamite
and lead azide—^were also contained in Ajaj's blue books.

The materials Ajaj gathered during his terrorist course of study

also included instructions on making and using false identification.

Following those instructions, Ajaj and Yousef, while overseas in

1992, collected materials such as photographs, identification cards,

bank records, education records, and medical records to create the

false identities they would later use to travel to the United States

to carry out their terrorist plot. Additionally, these materials rec-

ommended that a ground-floor location be selected as the base of

operation for an urban terrorist organization in order to facilitate

escape if it were to become necessary.

Ajaj's terrorist studies abroad also encompassed instructional

videotapes. TTie videos not only demonstrated how to make explo-

sives, but also advocated a specific bombing target: the United

States. For example, the opening scene in one of the videos, obvi-

ously intended to be inspirational, shows a van crashing into the

front of a United States embassy. Once inside the embassy, the sui-

cidal driver of the van detonates a bomb, which destroys the em-
bassy. Following that introduction, the video demonstrates how to

make a number of explosives.

In a few minutes. Senators, we will play portions of two of these

videotapes that were captured from Mr. Ajaj.

Having assimilated his explosive training and gathered his kit of

terrorist materials, Ajaj, in the company of Yousef, made plans ille-

gally to enter the United States and to bring with them this terror-

ist kit.

On August 31, 1992, Ajaj and Yousef boarded a flight from Pe-

shawar to Karachi in Psddstan. On that flight, which constituted

the first leg of their journey to New York, Ajaj and Yousef occupied

adjacent seats in the first class section of the airplane. When they

changed planes in Karachi for the second leg of their trip to New
York, however, Ajaj and Yousef split up in order to disguise the

fact that they were, in fact, traveling together. They checked in

separately and sat apart from each other in the first class section

of the flight.

Yousef, who was dressed in a loud, multicolored, three-piece silk

outfit, left Pakistan using a British passport under an assumed
name. Ajaj, who was dressed in a Western-style conservative suit

and tie, carried a valid Swedish passport. I say "valid" guardedly

because that passport had been altered by affixing Ajaj's picture on
top of the original photograph of the bearer of that passport.

Evidently expecting to pass unchallenged through the INS in-

spection area at New York's Kennedy Airport—since an individual
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bearing a valid Swedish passport does not even need a visa to enter
the United States—it was Ajaj who carried the kit of terrorist ma-
terials.

Specifically, Ajaj carried, among other things: two notebooks with
handwritten notes on explosives; the six printed bomb-making
manuals that we referred to as the blue books; four instructional

videotapes on making explosives; anti-American and anti-Israeli

materials; and documents relating to false identities.

Once Ajaj and Yousef arrived at the INS inspection area at Ken-
nedy Airport on September 1, 1992, however, things did not go
quite as they had planned. The first INS inspector that Ajaj en-
countered determined that Ajaj's Swedish passport was suspicious

and directed him to the secondary inspection area. The inspector
examined the passport and, upon discovering that it had been al-

tered, opened Ajaj's luggage and found the terrorist kit. Ajaj was
detained as a danger to the United States and was later charged
with passport fraud. Ultimately, Ajaj would enter a plea of guilty

to that charge and was sentenced—and, in fact, served—6 months'
imprisonment.
Meanwhile, at Kennedy Airport on September 1, 1992, Yousef

—

who did not have a visa—was sent directly to the secondary inspec-

tion area. Yousef had abandoned his British identity upon reaching
the United States—I should say his assumed British identity—opt-

ing instead to use an Iraqi passport and claim political asylum.
When Yousef was interviewed at the secondary inspection area, he
was arrested for entering the country without a visa.

Yousef asserted, in a sworn statement to INS officials, that he
had succeeded in boarding the flight to New York by bribing an of-

ficial in Pakistan. Additionally, rather than divulge the fact that he
was traveling with Ajaj, who was canying the terrorist kit they
had compiled, Yousef claimed to be traveling alone. Ajaj also

claimed to be traveling alone. Ajaj's lie, together with the fact that

the terrorist materials were carried by Ajaj rather than by Yousef,
resulted in Yousef being released on his own recognizance. Thus,
although Ajaj was detained and the terrorist material seized,

Yousef succeeded in entering the country to later carry out the
bombing plot.

Upon entering the United State.s, Yousef auickly began to work
with other trusted coconspirators on the bomo plot. Within days of

his arrival, Yousef had made contact with some of his codefend-

ants, including Mohammed Salameh and Abdul Rahman Yasin,
both of whom lived in Jersey City, NJ. Yousef began living with
Salameh shortly thereafter and became known to his coconspira-

tors by the alias Hashed.
Ajaj was incarcerated from that point in time he was detained

in the airport on September 2. Nevertheless, Ajaj remained in con-

tact with Yousef and other coconspirators and continued to be in-

volved in the bomb plot during this period. During his time in Fed-
eral custody, Ajaj never contacted Yousef directly. Rather, Ajaj

used a friend in Dallas as an intermediary. Specifically, Ajaj would
call Dallas from prison, and his friend would then either relay mes-
sages to Yousef or on numerous occasions actually patch three-way
calls through to Yousef, thereby rendering law enforcement efforts

to detect contact between Ajaj and Yousef far more difficult.



15

During one of those calls, and speaking, as they always did, in

guarded and sometimes coded language, Ajaj told his friend to stay

in touch with Yousef and also stated that Yousef may need to ob-

tain the terrorist kit that was seized from Ajaj at the airport.

Meanwhile, the other coconspirators proceeded with the plot. In

mid-October 1992, Salameh opened a joint bank account with an-

other codefendant, Nidal Ayyad, who worked as a chemical engi-

neer for Allied Signal Corp. Together, they deposited approximately

$8,500 into this joint account which would later be used to fund the
bombing plot. Approximately 1 week later, Salameh and Ayyad
withdrew the money from their joint account and transferred the

cash to an individual bank account opened by Salameh that very
same day.
By mid-November, Salameh and Yousef began to call a series of

chemical companies to obtain what Ajaj's blue books described as

the raw materials for urea nitrate, those materials being commer-
cially manufactured urea, which is often used as a fertilizer—and,
oddly enough, at the World Trade Center as an ice melter—and ni-

tric acid. After they succeeded in obtaining urea and nitric acid for

the main charge of the World Trade Center bomb, the conspirators

began to build boosters and detonators for that bomb, again follow-

ing the formulae described in Ajaj's blue books and handwritten
materials.
Yousef went to the City Chemical Corp. in Jersey City, NJ,

where he purchased 1,000 pounds of technical grade urea and 105
gallons of nitric acid to make urea nitrate for the bomb's main
charge. Yousef also purchased 60 gallons of sulfuric acid to make
nitroglycerin to act as a booster. He also purchased an amount of

ethyl alcohol which is used to stabilize nitroglycerin so that it could

later be transported safely. He also purchased a 25-pound bag of

sodium carbonate to neutralize acids that were used during the

mixing processes.

In mid-December, Mahmud Abouhalima, another codefendant,

who was in daily contact with Salameh and Yousef, purchased
smokeless powder to make detonators for the World Trade Center
bomb.
As the conspirators began to assemble the chemicals necessary to

carry out the plot, Salameh rented a storage shed at the Space Sta-

tion Storage Co., again, in Jersey City, NJ. All of the bomb-making
materials were delivered to the conspirators at that shed.

By the end of January 1993, Yousef had placed two more orders

with City Chemical for delivery to the shed. The purchases in-

cluded: additional quantities of urea and nitric acid to make more
urea nitrate for the bomb; more methyl alcohol for stabilizing nitro-

glycerin; and nearly 200 pounds of various metal powders, includ-

ing aluminum, magnesium, and ferric oxide, to be added to the
urea nitrate main charge to enhance that part of the bomb's de-

structive impact. Again, this scenario, use of the oxidization metals,

was contemplated and described in Ajaj's terrorist manuals.
In all, the conspirators ordered and had delivered to the shed a

total of 1,500 pounds of urea and approximately 1,700 pounds of ni-

tric acid, most of which was used to make the World Trade Center
bomb. The remaining portions were recovered at that shed during
searches during the investigation following the bombing.
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In December 1992, when the conspirators were acquiring urea,

nitric acid, and the other chemicals for the bomb's main charge, as
well as boosters and detonators, Yousef began to reach out for Ajaj.

Beginning on December 4, 1992, a few days after Yousef ordered
to the first shipment from City Chemical, Yousef placed a series of

calls to Ajaj's lawyer in New York and to Ajaj's friend in Texas. On
December 29, 1992, after Salameh and Yousef had spent 2 days
calling myriad chemical companies looking for chemicals to make
boosters, Yousef again reached out for Ajaj, demonstrating how in-

volved Ajaj continued to be in the bombing plot, even though he
was incarcerated.

Later that same day, a call from Ajaj was transferred to Yousef,
permitting the two to speaking directly. In the conversation, Ajaj

immediately brought up the terrorist kit, informing Yousef that the
court had ordered the Government to return Ajaj's belongings.

When Yousef asked if he could take possession of Ajaj's things, Ajaj

readily agreed at first. He then said it was not a good idea for

Yousef personally to obtain the materi£ils from the Grovemment be-

cause it might jeopardize Yousefs "business," which Ajaj said

would be "a pity." As Ajaj well knew, Yousefs only "business" in

the United States was to pursue the bomb plot the two conspirators

had hatched together overseas earlier that year. Ajaj then sug-

gested that Yousef send someone else to pick up the materials.

At this time, Mr. DePippo will pick up the rest of the story.

STATEMENT OF HENRY J. DePIPPO
Mr. DePippo. Mindful of the warning in Ajaj's materials that in

order to facilitate escape, terrorist operations should be conducted
out of ground-floor apartments, Abouhalima helped Salameh and
Yousef find a ground-floor apartment in late December 1992 at 40
Pamrapo Avenue in Jersey City. After Sal£imeh and Yousef moved
into the apartment, the conspirators used that apartment in Janu-
ary and February 1993 to mix the chemicals they had obt£iined

from the City Chemical Corp. and stored at the shed to create the
explosives for the World Trade Center bomb. Those explosives in-

cluded urea nitrate, nitroglycerin, ammonium nitrate dynamite,
lead azide, and others. They mixed these chemical concoctions in

a manner consistent with the formulae and other specifications in

Ajaj's blue books. The conspirators also prepared explosive mix-
tures containing smokeless powder at 40 Pamrapo. Once the explo-

sives were mixed, the conspirators transported them to the shed
and stored them until they would need them.
While the conspirators mixed the explosive at 40 Pamrapo, they

also attempted to calculate the size and t3rpe of bomb they would
need in order to achieve the desired destructive impact on the
World Trade Center. For these calculations, Abouhalima, who fre-

quently joined as coconspirators at 40 Pamrapo, studied a book
identical to one that had been seized for Ajaj entitled "Rapid De-
struction and Demolition." The book contained a formula for the
destruction of buildings.

In the course of the mixing process that took that 2-month period

over January and February 1993, the conspirators spilled chemi-
cals on the floors and on the walls at 40 Pamrapo. They spilled

chemicals on their clothing, as well as other items, thereby leaving
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telltale traces of their illegal activities. In the back bedroom of 40
Pamrapo, the conspirators mixed large quantities of urea nitrate

for the main charge of the World Trade Center bomb, using the

urea and nitric acid in a roughly one-to-one ratio as prescribed in

Ajaj's blue books.

When mixing the urea nitrate, the conspirators first dissolved

the urea in water and then added the nitric acid. The process cre-

ated harsh chemical fumes, which required the conspirators to use
surgical masks in order to protect themselves during the mixing
process, and caused some of the paint on the walls to change from
white to blue, and corroded the inside of the back bedroom's door-

knob and door hinges.

To enhance the urea nitrate mixture and to increase the World
Trade Center bomb's destructive impact, the conspirators also

added metal powders, including aluminum, again, as recommended
in the Ajaj manuals. During the mixing process, and as these met-
als were added, the urea nitrate overheated and bubbled, splatter-

ing the walls and hitting the ceiling of the back bedroom, again,

leaving signs that would later be uncovered by investigators and
used as evidence during the course of the trial.

Another explosive mixed at 40 Pamrapo was nitroglycerin, which
the conspirators used to make boosters for the World Trade Center
bomb. Again, as recommended by Ajaj's manuals, the conspirators

used alcohols to stabilize the nitroglycerin for transport and car-

bonates to neutralize acids as they mixed. Some of the nitroglycerin

was used by the conspirators to make sticks of homemade dyna-
mite, which were wrapped in duct tape and added to the bomb as

boosters. Again, during that mixing process, the conspirators

spilled nitroglycerin in the apartment and on their clothing, leav-

ing, again, revealing traces of the explosive.

The target of the bomb plot, of course, was the World Trade Cen-
ter complex, a 16-acre site located in lower Manhattan. Although
mostly known for the Twin Towers, which are 110 stories high and
1,500 feet tall, the World Trade Center consists of seven buildings,

including the Vista Hotel. Present in the World Trade Center com-
plex on any given day are 20,000 employees and approximately

80,000 additional people who are either visitors or commuters trav-

eling through the complex.
In mid-February, Nidal Ayyad, after he had also procured chemi-

cals for the operation, rented an automobile and listed Mohammed
Salameh as an additional driver. Salameh drove that rental car in

mid-February to the B-2 level of the World Trade Center complex,
where the conspirators would later place the bomb. As its name
suggests, the B-2 level is the second underground level in the com-
plex and was used at the time primarily for parking. A week later,

A5^ad exchanged the automobile for another, again listing

Salameh as one of the drivers.

Two days before the bombing, as the terrorists finalized their

preparations, they used that rental car to survey the B-2 level of

the World Trade Center complex one last time.

At the same time, Mohammed Salameh rented a yellow Ryder
Ford Econoline cargo van. At the time, he said he would need the

van until at least the end of the month.
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The day after Salameh obtained the Ryder van to house the

bomb, Ayyad contacted AGL Welding and ordered three tanks of

standard hydrogen to enhance the power of the bomb. A3ryad re-

quested that the hydrogen be delivered to the storage shed and
said he would not be returning the tanks.

That next day, on February 25, 1993, the day before the bomb-
ing, AGL Welding delivered the three hydrogen tanks ordered by
A3^ad the previous day. Salameh was there to accept delivery.

Shortly after he did, Salameh helped load the hydrogen tanks into

the Ryder van he had rented the day before and then left the stor-

age facility.

The night before the bombing, in order to distance himself from
the Ryder van, Salameh falsely reported to the police that the van
had been stolen. In making the false stolen vehicle report, however,
Salameh gave a handwritten piece of paper which incorrectly listed

the license number of the van. Without the correct information, of

course, the police could not register a stolen vehicle report for the
van.
The day before the bombing, the conspirators also loaded the

bomb into the cargo area of the Ryder van. The completed bomb
contained a urea nitrate main charge laced with aluminum powder,
magnesium powder, and ferric oxide for extra potency; ammonium
nitrate dynamite and lead azide boosters; a smokeless powder
booster and hobby fuse inside rubber tubing to prevent early deto-

nation. Further to enhance the bomb's destructive impact, the con-

spirators also placed three hydrogen tanks inside the cargo area of

the Ryder van.
The conspirators then drove the van and its deadly cargo from

Jersey City to Manhattan, eventually making their way into the

red parking lot area on the B-2 level of the World Trade Center
complex, where they parked the van. The conspirators then got out

with the bomb set to explode in the middle of a busy workday and
fled the World Trade Center complex.
At approximately 12:18 in the afternoon of February 26, the

bomb in the Ryder van exploded, killing six people inside the World
Trade Center, including a woman who was 7 months' pregnant.

The violent blast injured more than 1,000 others, who suffered in-

juries ranging from smoke inhalation to damaged organs, to

crushed limbs.

Apart from certain battles in the Civil War, it was the largest

patient-producing incident in United States history.

The blast blew a huge crater in the B-2 level and destroyed por-

tions of the B-1 level above it. A steel beam weighing approxi-

mately 3,000 pounds that was immediately adjacent to the point of

the explosion was propelled 30 feet inside of Tower One, into a
room where four of the people were killed. The Vista Hotel, located

directly above the blast area, was almost toppled. The explosion so

badly damaged the water system for the World Trade Center com-
plex that two million gallons of water gushed from severed pipes

into the subgrade levels. In addition, all of the electricity to the

World Trade Center was cut, and the remaining lines had to be
severed to avoid electrocution. Thus, as a result of the bombing,
there was no lighting, no heat, no emergency power or running
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water, and no way to communicate with the complex's numerous
tenants and visitors who were forced to evacuate the building.

Contrary to what the conspirators had hoped, not all traces of

their bomb were destroyed in the blast. Instead, critical pieces of

the Ryder van and its tires, as well as portions of the three hydro-

gen tanks, were recovered after the blast, providing devastating

proof of the terrorists' heinous crimes.

Specifically, an explosives expert concluded that each of the

pieces recovered from the crime scene that were later identified as

parts of a cargo van displayed unique damage that occurred to only

one vehicle in the sub-grade level, that is, the vehicle that housed
the bomb. Among the critical pieces of the Ryder van that were re-

covered included a section of the frame rail which contained a

unique confidential vehicle identification number, known as a VIN
number. This information identified the vehicle containing the

bomb as the Ryder van that was rented by Mohammed Salameh.
On February 27, 1993, the day after the bombing, Nidal Ayyad,

who would act as a spokesman on behalf of the terrorists, called

the Daily News. He csdled their tips line to claim responsibility on
behalf of what he termed "the Liberation Army." Specifically, in his

spoken message, which the Daily News tape recorded, Ayyad pro-

claimed:

This is the Liberation Army. We conducted the explosion at the World Trade Cen-

ter. You will get our demands by mail. This is the Liberation Army.

Consistent with Ajryad's announcement to the Daily News that

the demands of the Liberation Army would be sent by mail, the

conspirators sent a letter to the New York Times. The conspirators*

letter stated that the World Trade Center was bombed in retalia-

tion for American support of Israel, demanded changes in the

United States foreign policy in the Middle East, and threatened

that, if the demands were not met, more terrorist missions would
be carried out against military and civilian targets in the United
States. Specifically, the letter declared:

We are, the fifth battalion in the Liberation Army, declare our responsibility for

the explosion on the mentioned building. This action was done in response for the

am political, economical, and military support to Israel the state of terrorism and
to the rest of the dictator countries in the region.

If our demands are not met, all of ovu* functional groups in the army will continue

to execute ovir missions against mihtary and civilian targets in and out [of] the

United States * * * The terrorism that Israel practices (Which is supported by
America) must be faced with a similar one. The dictatorship and terrorism (also

supported by America) that some countries are practicing against their own people

must also be faced with terrorism.

The American people mxist know, that their civilians who got killed are not better

than those who are getting killed by American weapons and support.

The American people are responsible for the actions of their government and they

must question all of the crimes that their government is committing against other

people. Or they—^Americans—will be tiie targets of our operations that could dimin-

ish them.

The letter was only signed by the Liberation Army, Fifth Battal-

ion.

The conspirators also drafted a second letter, which was later re-

covered from an erased file on a computer disk seized from Ayyad's

office. In the second letter, which the conspirators apparently did

not send, they proclaimed that the World Trade Center bomb did

not do as much damage as had been intended, because their "cal-
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dilations were not very accurate this time." They warned, however,

that they would be more precise in the future and would continue

to target the World Trade Center if their demands were not met.

As the Senator pointed out, after his arrest Ramzi Yousef was a

little bit more specific. He said that the conspirators had intended

for the bomb to topple one of the towers into the other and kill a

quarter of a million people in the process.

At the same time as the conspirators were taking credit for the

World Trade Center bombing in the name of the Liberation Army,
they also sought to avoid arrest by distancing themselves from the

crime and making escape plans.

On the night of February 26, the night of the bombing, Yousef

fled on a flight from Kennedy Airport to Karachi, Pakistan. From
Karachi, Yousef proceeded to Quetta, Pakistan, located on the Af-

ghanistan border. It took nearly 2 years before he was ultimately

apprehended in Pakistan.
Following Yousefs lead, Abouhalima hastily prepared to flee as

well. The day after the bombing, he booked a one-way ticket on the

first available to the Sudan. On March 2, he flew out of JFK to the

Sudan via Jeddah, Saudi Arabia, on a one-way ticket, without his

family and without any luggage. Three weeks later, Abouhalima
was brought back to the United States after having been turned

over to the FBI by Egyptian authorities.

Yasin also purchased a ticket for a flight from JFK to Amman,
Jordan, and successfully fled the country. He remains a fugitive to

this day.
In the afternoon of February 26, Salameh—confident that the

Ryder van had been blown to pieces in the World Trade Center

complex—returned to the rental agency and requested the return

of his $400 security deposit. He was told to fill out a police report

and return after he had done so.

Salameh also himself began making plans to flee the country to

Amsterdam. Although he planned to get away, Salameh evidently

hoped to secure the return of the deposit for the Ryder van before

he left the country. Accordingly, on March 4, he returned to the

rental office to close out his contract and retrieve his deposit.

Unbeknownst to Salameh, however, FBI agents, having traced

the Ryder van to the rental agency, and having been alerted that

Salameh was coming to claim his deposit, were waiting for him.

That day, Mohammed Salameh was arrested.

In the days that followed, agents obtained and executed a series

of search warrants for various locations linked to the conspirators

and their terrorist plot and ultimately arrested Ayyad,
Abouhalima, and Ajaj. It was through this evidence, the evidence

that was obtained through those searches and from the defendants

at the times of their arrests and other investigation, that we were
able to piece together the terrorist plot during the course of the

trial.

Mr. Childers. Mr. Chairman, at this time, with your permission,

I would like to play portions of two of the videotapes that were
seized from Ahmad Ajaj when he and Ramzi Yousef entered the

country.
[Videotape shown.]
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Mr. Childers. This videotape began with this exhortation to

those who would be viewing it:

By God's permission and in his name, you should be careful. There is no other

alternative except to wage a holy war and to make a push against the enemies of

God. That would be to abide God's order when he said in the Koran, Prepare for

them with all you coiild get of power and saddles of horses to make God's enemies

and yours fear you. In Gk>d's name, hurrah to jihad. In God's name, hurrah to the

battle against our enemies—the Jews, the Christians, the Americans, and the Arab
rulers and their advisers who legitimize and strengthen the ruling of these oppres-

sors. In God's name, hurrah to paradises widened as much as the distance between
earth and sky which await the hardened believers.

The banner at the top of the screen reads—and believe me, I am
not conversant in Arabic, but I am told it reads, 'The international

Islamic resistance." It then goes on to present a further course in

the manufacture of explosive materials.

The next tape that I am about to play, Senators, is the one that

was briefly described that contains the scene of the bombing of an
American embassy. That actual scene has been grafted onto one of

these instructional videotapes from—with apologies to Fred
Dryer—what I would term a grade B movie that was made here

in the United States called "Death Before Dishonor." It is obvious

what sort of inspirational impact this type of scene grafted onto an
instructional video for bomb making would have.

[Videotape shown.]
Mr. DePippo. Then, Mr. Chairman, we would also like to show

just a few of the slides that were some of the exhibits at trial.

[Slides shown.]
Mr. DePippo. If you will, those training tapes that were in Ajaj's

materials were the call to terrorism, and this was its result. These
are just some of the shots from inside of—or some of the photo-

graphs from inside of the World Trade Center complex.

You can see here in the foreground there is a car that is de-

stroyed almost beyond recognition. To give you some perspective,

you see some agents in the foreground of the Trade Center.

Again, to give some sense of perspective, this red column here

was the red B-2 level that I described in my testimony. There was
a floor that used to adjoin all of these columns. This is about one

story in height. The crater was approximately five stories, and you
can see the rubble coming up approximately three of those stories.

This is that large metal beam that was almost directly opposite

the van that housed the explosives. It was 3,000 pounds and pro-

pelled 30 feet.

You can see as you look at this picture, this is the wall of Tower
One. You can see there is a beam here, a beam here. There is also

one that goes down this way, and there is one missing here. That
was the beam in the previous slide that was sent into the tower.

This area out here was actually where the parking garage used to

be.

From all that rubble, obviously there were critical clues, and
among them—I have just included a couple of slides to show you.

These are the various pieces of metal. You can still see the yellow

from the Ryder van on some of them that were recovered by
agents, and these are the items that they were looking for. Here,

just a small piece of what used to be one of the hydrogen cylinders

that was actually inside of the van that was recovered. And
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through various paint analyses and testimony and records from the
people from AGL Welding, we were able to show that these were
the three hydrogen—^there first were three, and that these were the
three hydrogen tanks that were ordered by the defendants.

I am not going to show you a lot of twisted metal, but this was
probably the most famous piece. This was the piece that was recov-
ered 2 days after the bombing that actually—this shiny area here
had the confidential VIN number from which we were able to trace
the van to Mohammed Salameh.
This is the room I described at 40 Pamrapo where all the mining

took place. You can see the walls. This apartment—^the conspira-
tors moved in at the end of December. It was freshly painted when
they moved in. You can see all the corrosive acids ate away at the
paint, and likewise with the doorknobs and the hinges, and it was
on this wall that little pieces of crystal of the urea nitrate, the
main charge, were recovered.

Finally, we have a copy of the actual terrorist letter that was
sent by the Liberation Army, Fift;h Battgdion.
The really, I think, frightening lessons that we learned from

prosecuting this case is the victims were just ordinary folks. They
were going about their day. They were going about their lives. They
were apolitical. And when you read this letter, you find out that
those are exactly the intended victims of the conspirators, the ter-

rorists that bombed the World Trade Center.
Senator Kyl. Thank you.
Mr. Colgan, are you ready now?
Mr. Colgan. Yes, I am.
Senator Kyl. Thank you.

STATEMENT OF PATRICK COLGAN
Mr. Colgan. Since some of the comments I would make would

be very similar to my copsinelists, I will refrain from repeating.
Some of the similarities between these two cases are there. They
are obvious. And then there are dissimilarities.

In the matter that I would like to just take a few minutes of your
time on, it is a case known at the Sheik Rahman case. Many people
refer to it as the second World Trade Center bombing matter, I

think mainly because the trial occurred in the No. 2 order, as com-
pared to the others.

The Sheik Rahman case totaled approximately 13 defendants,
initially. Two pled guilty. One of the two actually pled guilty to the
entire indictment, and the other 11 were convicted in a court of
law. Southern District of New York. It was prosecuted by three
very capable assistant U.S. attorneys under the guidance of the
U.S. attorney in the Southern District, Mary Jo White.
The investigation was handled by just about every law enforce-

ment agency you can think of, and I am afraid before this group
to start to name them because I am sure I would omit an agency's
involvement. But I can assure you that if it was not for the coordi-
nated and cohesive efforts of all law enforcement in the New York
metropolitan area and then throughout the United States and the
world, the successes at the end of this trial would not have been
enjoyed.
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The case in similarities to the World Trade Center bombing case

had also a defendant who was in jail at the time that the conspir-

acy was ongoing. Just as Mr. Ajaj was incarcerated during the

World Trade Center bombing conspiracy, an individual by the

name of Nosair was incarcerated in New York State prison during

the time that the conspiracy was ongoing in the Rahman case.

Some of you may recall that Nosair was convicted for the murder
of Rabbi Meir Kahane, a radical Jewish rabbi, back in the late

1980's, early 1990's. I forget the exact date.

What had happened was Mr. Nosair attended a lecture that

Rabbi Kahane was giving at a hotel in midtown Manhattan, and
it was a public session, and during the after-remarks, Mr. Nosair
actually walked up to Meir Kahane and murdered him in front of

many witnesses. Mr. Nosair escaped from the hotel, followed by
others, and eventually was caught outside and shot by a passing

postal police officer. He was incarcerated from that time on. During
his trial, he was not convicted of the murder of Meir Kahane, but

instead was convicted of carrying a weapon and assaulting the

postal officer. I believe he was sentenced to approximately 8 years.

It was during this time of his incarceration that Rahman came
to the United States and started to preach the tenets of Islam in

a radical manner, and perhaps comparable to figures that are des-

picable to the world, such as Jim Jones, Hitler, David Koresh, and
others, I believe Rahman could fall into that same category of lead-

ers that had their own self-motivations at heart, and nothing

—

nothing—^would stop them from achieving those goals.

So, what Rahman would do is, during his sermons to his reli-

gious followers, he would not preach the true tenets of Islam but
would preach tenets of war. For example, let me read to you just

some excerpts of a sermon that Sheik Rahman gave to his fol-

lowers.

The battalions of Islam and its divisions must be in a state of continuoiis readi-

ness. They must be precautious and hit their enemies with strength and power, in

a way \hat when they hit the front lines, the rear lines will be dispersed and scat-

tered. When you attack them at war, then you try to disperse the rear lines so that

they may take a lesson. The Almighty God loves the fighters, so you should love

the fighters as God loves them. Because it is our duty to love whomever God loves,

God loves those who fight for his sake as if they are one row, Uke the solid biiilding.

Know it is those who have the right to have something are terrorists, and they

are terrorists, and we rejoice in being terrorists. And we do not deny this charge

to ourselves. And the Koran indicates that among the causes for jihad is the pmpose
of fiightening the enemies of God who are our enemies, too. Then we must be terror-

ists, and we must terrorize ^e enemies of Islam and to frighten them and to disturb

them and to shake the earth under their feet. When we abandon the jihad for the

sake of God and abandon terrorism to the enemies of Islam, what has become of

us?
Who is the one who is fighting the Muslims and who is the one who wants to

destroy them? There are two enemies. The enemy is at the foremost of the work
against Islam, are America and the allies, who is assisting the Serbs, and who is

providing them with weapons and food. Europe and behind it is America who are

providing them with weapons, money, and food in order to completely exterminate

the Muslims.
And fi:x)m among the solutions that distance us fix»m the Islamic solution are to

make demonstrations to the United States, the enemy of God and the enemy of

Muslims. We resort to it, and we outcry in fi:x)nt of it, and they, too, do not pay at-

tention to us. Even the Western media didn't talk about those who demonstrated
and those who outcried, and they do not pay attention to these matters. Also among
the bad solutions is to write to Congress, appealing and asking for help in humilia-

tion and supplication to interfere in our problems and to solve them. It is
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humiliating and intimidating that we write to the Presidents in America and other
countries. We belittle and humiliate ourselves in ftx)nt of them and ask our enemies
to interfere and to solve our problems.

These are a few sentences and excerpts from a sermon given to

his followers by Sheik Rahman. Who were his followers? All the
gentlemen identified by my copanelists, and the 13 members of the
Sheik Rahman trial. These were the people in attendance at many,
many of Sheik Rahman's sermons who were incited to perform acts
against this country at the direction of their leader.

Now, the thing that made Sheik Rahman different, and where he
violated surely our freedom of speech, was the fact that in the
Sheik Rahman case we did have a cooperating witness and prior
informant who was willing to meet with Sheik Rahman in private,

meet with others who were very close to Sheik Rahman, and record
conversations wherein Sheik Rahman would take his religious
views and then privately discuss authorizations for activities on the
parts of his subordinates.
That was the crux of the Sheik Rahman case. It was a case to-

tally different in the courts than was the World Trade Center case.
The Sheik Rahman case involved coconspirators, witnesses, and
tapes. The trial lasted almost 1 year. It was a case that went 4
days a week, and then on Fridays it was preparation for the next
4 days.
The jurors were available for almost 12 months. They heard tes-

timony that was longer than any other trial in the United States
except for one. I believe there was one other case longer than the
World Trade Center case.

They returned a verdict in early October 1995, and convicted all

11 remaining defendants of almost all of the charges in the original

indictment. The work, again, was a joint effort on the part of a tre-

mendous group of prosecutors, legal scholars, and law enforcement
people, other than the FBI, other than Federal agencies. It could
not have been done without the cohesive effort of all.

I would like to show a short tape that to me is compelling be-
cause it was done after the trial was completed and the convictions
known. The tape is a copy of an "Inside Edition" expose, a short
segment. It is only about 5 or 6 minutes. But it shows
simulationwise what would have happened if Sheik Rahman and
his followers were able to complete their plan, their plan being
blown up almost simultaneously the George Washington Bridge,
the Lincoln Tunnel, the Holland Tunnel, the Federal Building and
the United Nations, and other New York City landmarks. Their in-

tent, where perhaps the World Trade Center had failed in their
eyes, was to do a crime such as these to send their message to

America to quit supporting their enemies.
[Videotape shown.]
Mr. COLGAN. I think that video does sum up what could have

happened, and thank Grod, didn't. The few clips that you did ob-
serve of the FBI law enforcement safe house was the location
where fuel was brought in by the defendants for the intent of mix-
ing it with urea nitrate, which was brought in by some of the de-
fendants. Other defendants brought in detonators and weapons. So
this case went as far as it could given the dimension that was
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known to us and had to be stopped before any of those items left

that warehouse that fortunately law enforcement was controlling.

Therefore, the Sheik Rahman case in court was a totally different

prosecution than the World Trade Center bombing matter. And,
again, I think we are all thankful for the different types of prosecu-

tions but the same results.

Senator Kyl. Well, let me say on behalf of the entire committee,
again, I thank this panel, each of you, not only for your testimony
here today to help enlighten us on this fifth anniversary of the

World Trade Center bombing, but also in the work that you per-

formed to bring these people to justice.

We are also joined by Senator Grassley, and what I think we will

do, in view of the fact that we have two other panels, is to have
a 5-minute questioning period for each of it, see how that goes. Ob-
viously, Senator Feinstein and I were just talking, and we could

ask you questions all day about not only this case, the details of

it, but also some of the implications with respect to future terrorist

activities and what we do about it here in this country. But let me
begin with a few questions.

Mr. Colgan, the last point you made I think is critical because
it also illustrates the difficult decisions that law enforcement has
to make sometimes. When you have evidence that a criminal activ-

ity is being planned and you have some capability of monitoring
that, you have got to decide when to pull the plug, in effect, when
to stop the activity and try to make the case, even though that

makes making the case more difficult.

Could you just very briefly describe the decisionmaking process

here? How far along were these people in their plans to blow up
these five different parts of the New York area? And how was that

critical decision made, to go in, make the arrests, and then try to

make the case?
Mr. Colgan. The critical decision always hinges—always—on de-

struction of life and/or property. That is the catalyst all law en-

forcement has to factor in when msiking its decisions. Obviously
sometimes law enforcement moves too quickly and the legal process

is stjonied afterward by those efforts, but the whole process is to

protect life and property.

In this particular instance, law enforcement and in conjunction

with the prosecutors, we felt we had developed the conspiracy to

a point where it was a prosecutable conspiracy without endanger-
ing the welfare of the general public, keeping in mind that ware-
house building was in a commercial/residential area. It did contain

some products that, if mixed or put together, could accidentally ex-

plode at the wrong time or at the wrong place.

So, those concerns were also there, given the dimensions of the

plan in the first place, but also the concerns for the immediate
neighborhood that this building was located in.

Senator Kyl. So, some of the chemicals had actually been mixed,
the bombs were being made, and the plans were pretty far along
in their formulation. Would that be a layman's summary?
Mr. Colgan. Correct. That would be a very correct summary.
Senator Kyl. OK; there are so many questions involving Ramzi

Yousef and the others, Ajaj and the others, on the World Trade
Center case. Just to get our timing right here, either for Mr.
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Childers or Mr. DePippo, was Ajaj in jail this entire time, including

the time of the explosion, the World Trade Center bombing? I

didn't calculate the months that he served.

Mr. DePippo. Yes, Senator. He was in jail from the time he en-

tered the country essentially imtil a week after the bombing.

Senator Kyl. And whatever happened to the blue books, the

manuals on how to make the explosives?

Mr. DePippo. They were initially seized by the INS. They were
transferred to the FBI for study and analysis. They ultimately

made their way into the courtroom, and I believe are still with the

prosecutor.

Senator Kyl. So, they were not returned to either Ajaj or Yousef
Mr. DePippo. No; they were not.

Senator Kyl. And that presumably is the reason why Yousef had
to continue to call Ajaj to get his expertise in how to proceed; is

that correct?

Mr. DePippo. Among other reasons, yes.

Senator Kyl. What happens when a call is made and then they

patch through to a third party in terms of law enforcement's ability

to track that second call? You made reference to the fact that it

made it more difficult for you to track the second call.

Mr. DePippo. The way the calls are tracked through the Federal

prison system, you can input, for example, a number that is dialed

and then get all the hits, if you will, to that number. So when Ajaj

would call his friend, if his friend's number was input, that number
would come out in the Bureau of Prisons on a computer printout.

What the friend then did, though, is patch that call back up to

New Jersey to Ramzi Yousef so that Ramzi Yousefs number is not

at all triggered in any data base maintained by the Bureau of Pris-

ons. And that is how he was able to defeat that system, if you will.

Senator Kyl. Now, these calls are registered, but they are not

monitored; is that correct? Or is this a question that

Mr. DePippo. They are tape recorded.

Senator Kyl. They are tape recorded.

Mr. DePippo. And there is standard policy, they are tape re-

corded, and there is notice given that they are being tape recorded,

which is why in some of the earlier calls you had Ajaj cautioning

people on the other end that, in fact, they were being tape recorded

and that they should speak in very guarded language.

Senator Kyl. OK
Mr. Childers. If I may. Senator, one other thing. Given the way

the system works, if you don't know what number you are looking

for, even though on some shelf somewhere, for a limited period of

time, there will be a recording of a possibly incriminating conversa-

tion, if you don't have the phone number with which to initially

look for it, you are never going to find your way to that conversa-

tion.

Senator Kyl. Does that particular issue have any relevance to

concerns that the FBI has expressed regarding the ability to tap

certain digital telephone conversations in the future, do you know?
Do any of you know?
Mr. COLGAN. Well, with digital

Senator Kyl. So-called conference calling problem.
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Mr. COLGAN [continuing]. With digital technology, that was the

thrust here before Congress a number of years ago by predecessors

of mine. In the case that we are talking about right now, the only

way law enforcement could have realized there was a three-way

call here was to first, as Mr. Childers said, find the phone number
that was called, go to that phone number, subpoena records for

that particular phone number—in this case, the Texas number

—

and then reviewing manually calls from that number to an3rwhere

else that were done in the same time frame as the call from prison.

So, it is a very laborious process, and the ability to track these is

in place. The new digital technology would probably not change
that particular tracking aspect. But we would need what you have
given us to continue to do that job.

Senator Kyl. In terms of legal authority on a tap, can you get

authority, a blanket authority, in effect, to try to be involved in any
communication resulting from the second connection even though
you have originally simply gone in with authority to tap a particu-

lar phone? In other words, say you are tapping the phone in jail,

and you have legal authority to do that. Does that authority extend

to the conferencing of a third party by the second party?

Mr. COLGAN. I will defer to the legal scholars.

Senator Kyl. Well, if we are way off base here, we will get into

that later if nobody can comment.
Mr. Childers. I will give you a short answer, and then I will say

we are straying off base. But, Senator, in the prison scenario you
have just stated, given the fact that it is clearly stated in the pris-

on—prisoners are actually given printed notices that all conversa-

tions will be taped and monitored. I don't think—as long as that

open line is on, I don't think there is a legal problem in that re-

spect because that person is still responsible for the call.

Once you get outside the prison scenario, then things begin to

change.
Senator Kyl. We will maybe take it up later. Let me just ask one

final question of the two of you. Based upon your extensive knowl-

edge of this case, as well as your investigation of Sheik Rahman,
have you formed an opinion as to whether there may have been

any state sponsorship behind these actions?

Mr. Childers. Your Honor, with respect to the actual trial for

the bombing of the World Trade Center itself, there was no evi-

dence adduced of any state sponsorship. During the course of the

Sheik Rahman trial, I think maybe Mr. Colgan can address what,

if any, evidence was adduced there.

Mr. Colgan. It was obviously a point of view that law enforce-

ment was always interested in and concerned about. There was
never any factual evidence that, in fact, there was state-sponsored

support here.

I will add, in the Sheik Rahman case, it was somewhat of a

United Nations endeavor inasmuch if you looked at the back-

grounds of all 13 defendants that were convicted, you had people

that were from the Middle East, Egypt in particular, Sudan, one

of Hispanic background, and some that were naturalized American
citizens, and citizens who were bom here. So, it would be very hard
to isolate one particular foreign country and say they sponsored

this.
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Senator Kyl. I think, in concluding my remarks, that is an inter-

esting point that we are going to want to dwell on a little bit later,

too, because we do have essentially two problems here with foreign
terrorists. One is the so-called state-sponsored terrorism, not al-

ways difficult to establish, but also the situation where there is no
state involved but a group that simply decides to conduct an activ-
ity, and that group can be motivated by all sorts of different moti-
vations and have no particular relationship with a given country.

I will be reading into the record the CIA summary of a recently
issued fatwa, a charge by clerics to conduct terrorist activities in
connection with action that the United States may be taking soon
with respect to Iraq. And it illustrates the fact that it doesn't nec-
essarily nave to be state-sponsored in order to have the same dev-
astating results.

Senator Feinstein.

Senator Feinstein. Thank you, Mr. Chairman.
I want to just follow your line of questioning for a minute, but

before I do, let me just extend my warm congratulations to the
three of you for a job well done. I think it is a spectacular prosecu-
tion, so congratulations.
Let me go back to the phone calls from prison. Mr. Ajaj has a

false passport, and he has bombmaking information. All the signals
have to go out that here we have a terrorist. He is convicted, and
he goes to prison.

Are there any special prison practices with respect to the number
of calls he can make? How frequent were his calls? How many calls

did he make? When you know you have someone that is likely to
be a terrorist, is that reasonable cause for a tap to be able to follow
those conversations while they are happening?
Mr. Childers. With respect to Mr. Ajaj, again, while someone is

in a Federal prison—the same is not true of all State prisons. Some
States tap their inmate phone calls; some do not. But all Federal
prisoners, all phone calls except phone calls to attorneys, are, in
fact, taped. So there is no need to seek title III wiretapping orders
for conversations
Senator Feinstein. Excuse me. Are they translated immediately?
Mr. Childers. No.
Senator Feinstein. So, they are just taped and stored?
Mr. Childers. That is correct.

Mr. DePippo. And then taped over again.
Senator Feinstein. Which doesn't do much good in terms of try-

ing to find out what he is actually about.
Mr. Childers. That is very correct. In fact, the phone calls that

were ultimately introduced into evidence at the World Trade Cen-
ter trial between Mr. Ajaj and his intermediary to Mr. Yousef were
never translated. And, in fact, some of them were never discovered
until the first World Trade Center prosecution had actually begun.
Because of the three-way patching, we had not even located some
of these phone calls until 2 or even 3 months into the trial. We
then had to have them translated from the Arabic into English and
then mount, to a certain extent, a legal battle to get them admitted
into evidence since they had only been discovered after the com-
mencement of the trial.

Senator Feinstein. How many calls were made in his case?
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Mr. Childers. I can tell you approximately how many we know
of. Another aspect of the taping system, since funding is not unlim-
ited—^and this is not a hit-up at Congress for additional funding for

BOP. But, obviously, the tapes used to record these calls are lim-
ited. So, after a certain period of time, they are reused. So, these
calls are only preserved

Senator Feinstein. And not translated?
Mr. Childers. That is correct. They are not translated unless

there is a specific request for them to be translated. And, typically,

that does not happen unless there is some heightened awareness
or heightened interest by other members of law enforcement on the
phone calls of a particular inmate.
Senator Feinstein. So, how many calls did he introduce?
Mr. Childers. We introduced approximately 20 calls that we

were able to identify. Now, we had lost a number of calls because
of the timeframe involved and the fact that some of those tapes had
been reused already. But we did introduce evidence of approxi-
mately 20 calls, and we introduced evidence and phone records of
more calls than that, but as I said, ones that we were not able to
capture because of the timeframe problem.
Senator Feinstein. Is someone who comes into the prison system

under the circumstances that Mr. Ajaj did allowed any number of
phone calls?

Mr. DePippo. Yes, I guess to fully answer that question, as far
as the Bureau of Prisons was concerned, he was in there for pass-
port fraud. There was no special monitoring of Mr. Ajaj during that
time period. Even though he was speaking in a foreign language,
no one was simultaneously translating the calls. And so, from the
Bureau of Prisons standpoint, there was no reason to have height-
ened scrutiny for somebody who is in for passport fraud.
Senator Feinstein. But he had the blue books. I assume the

books were looked at. I don't know whether he had the tapes or
not.

Mr. DePippo. He had the books and the videotapes. Ironically
enough, at the time he had directed his attorneys to feverishly en-
gage in a legal battle to try to get those materials returned to him
and, in fact, had the court order that those materiads would be re-

turned to him.
Senator Feinstein. But it signaled no potential danger to any-

body that reviewed any of that material?
Mr. DePippo. It did not at the time.

Mr. Childers. In terms of the Bureau of Prisons.
Mr. DePippo. Right.

Mr. Childers. TTie FBI was obviously very aware of it, and, in
fact, Mr. Ajaj, as Mr. DePippo said, pled guilty to passport fraud
and received a 6-month sentence. At the time of the sentencing, the
U.S. Attorney's Office for the Eastern District of New York, the as-
sistant U.S. attorney handling that case requested an upward de-
parture under the terrorist provision in the sentencing guidelines.
The judge denied the upward departure. Although she stated on
the record that she was very skeptical of what he could possibly be
holding these manuals for, she thought that the Government had
not at that point in time produced enough evidence to warrant an

51-593 98-2
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upward departure from the otherwise normal sentence for a pass-

port fraud.

Senator Feinstein. So, if I understand it, if somebody is stopped

coming into this country and has incriminating material, that in-

criminating material alone does not signal any special handling of

the individual.

Mr. Childers. It did not, from a Bureau of Prisons perspective,

it did not with respect to Mr. Ajaj. I certainly do not pretend to

know all the ins and outs of what would happen in those situations

today as opposed to in 1992.

Senator Feinstein. We should find that out.

Senator Kyl. Absolutely.

Mr. Childers. One thing I would point out, for instance, when
Ramzi Yousef was sentenced on January 8 of this year, the judge

who conducted the trial, Kevin Duffy, included in his remarks a
number of conditions that he requested, since he does not have the

power to order the Bureau of Prisons to abide by his instructions,

but he requested that Mr. Yousef not be allowed to use the tele-

phone at all unless and until he could verify that the person he
was, in fact, talking to was a blood relative and that he would not

be allowed any phone calls until that were to take place. So, at

least, with respect to Mr. Yousef, maybe that demonstrates an
awareness that the use of the phones by prison inmates is some-

thing that needs further attention.

Senator Feinstein. And do you know the other—^well, the other

defendants who were convicted, are there any special statements

that go with their files to prison authorities so that not only are

they taped but it is translated immediately?
Mr. Childers. I hesitate to say that they are translated imme-

diately, but I do know that with the defendants involved in these

series of prosecutions, the Bureau of Prisons—the individual facili-

ties that house them are all well aware of what they were con-

victed for, and their phone calls as well as visitors and other things

are given very special attention.

Senator FEINSTEIN. Thank you very much. Thanks, Mr. Chair-

man.
Senator Kyl. Thank you.

Senator Grassley.
Senator Grassley. A couple things before I have a couple ques-

tions for this panel. No. 1 is, I won't be able to be present at the

second panel, and I want permission to submit some questions in

writing. No. 2, would be to visit with my two colleagues about the

General Accounting Office reports that were issued in September
and December examining our Grovemment's action to combat ter-

rorism. Based on those reports and some investigating that I have

done, we are starting to learn some things about our Grovemment's

efforts to counteract terrorism.

First of all, we don't know how much money is being spent to

combat terrorism. That concerns me that we don't know the exact

amoimt. Now, we have spent at least $7 billion in 1997. But that

is for unclassified programs.
There are, at least, 44 agencies that are tripping over each other

for roles and missions and money in the counterterrorism arena,
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and one of the operational players of all agencies even happens to

be the IRS. ^^ . ^

Now, at the same time, the General Accounting Office is admon-

ishing us that: "There is no interagency mechanism to centrally

manage funding requirements and requests to ensure an efficient,

focused, government-wide application of Federal funds designed to

combat terrorism." And that is the end of that quote from GAO.
The point that I would like to make to my colleagues is that if

we don t have anyone managing the counterterrorism programs for

the Federal Government, then obviously we can't avoid duplication

and redundancy among agencies as they compete for roles and mis-

sions and, most importantly, for the money. And if we had that sort

of competition without some sort of managing, I don't think our ef-

fort is going to be as effective as it ought to be.

One very good example of this would be the FBI's desire for a

new HAZMAT lab to analyze biological, chemical, nuclear, and en-

vironmental toxins. Meanwhile, the Government already has lab-

oratories that do these types of lab analysis, for instance, DOD,
EPA, Department of Energy, CDC, and I could even list others.

And most of these have decades of experience in the field, and the

FBI is attempting to duplicate their capabilities.

The handling of the anthrax captured in Nevada is a good exam-

ple of how it is done and how it should be done. The anthrax went

to the Army lab in Maryland and was handled to preserve the fo-

rensic evidence, like fingerprints, and it is not clear why the FBI
then needs to have the same capability.

I raise this point as much for my colleagues as I would for the

witnesses because 17 years ago I know that the Congress, with the

best of intentions, set out to build our national defense, and did,

but we did at the same time spend a lot of money wastefuUy. And
I don't want to see us repeat the mistakes that we made then in

the war on terrorism, and particularly, I don't want us to be fight-

ing the war on terrorism with a hollow army.

So, I think that somehow through these hearings and actions we
take afterward, not just with this committee but there is more than

on^ committee involved, we need to get a handle on the threat and

risk assessments that are facing us, and we need to base our re-

quirements on fundings on those assessments. And then, I think,

without a doubt we don't have that yet, and I think the General

Accounting Office has credibility and has made that clear. We don^t

have interagency coordination, and until that happens, we don't

know if we have an effective counterterrorism program. And I hope

that that will be a concern to all of us.

For the panel, I would ask you that a large part of the Anti-Ter-

rorism Act of 1996 was enacted to help us facilitate the prosecution

of terrorists, and so from your very unique experience and long pe-

riod of time working on this one case and being very successful

—

and we thank you for it—has the act accomplished our goal? And
if not, what else do we need to be doing to assist these prosecu-

tions?

Mr. DePippo. I think, at least in partial answer, it has gone a

long way. Keep in mind at the time this case was charged, indicted,

and went to trial, there was no criminal statute on the books that

directly related to domestic terrorism. We prosecuted these defend-
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ants under statutes that relates to the destruction of buildings

used in interstate commerce, the destruction of automobiles used in

interstate conunerce, and the like. Those were the statutes that

were available to us to prosecute these defendants, and, of course,

there was no death pensdty at the time.

Obviously, in the wake of the World Trade Center bombing, Con-

gress took action and enacted specific laws, specific criminal laws,

that deal with domestic terrorism.

Senator Grassley. Do any of the others want to contribute to the

question?
Mr. COLGAN. I would support Mr. DePippo's statement, Senator,

and also add that in the Sheik Rahman prosecution, one of the

charges was sedition. I don't believe that charge has been brought

before a court many times in the last 100 years. So we needed the

bill that was subsequently passed by Congress.

If I just may take a moment to address your concerns about co-

operation amongst counterterrorism agencies

Senator Grassley. And also the GAO's concern.

Mr. CoLGAN. I grant you that, but I just want to offer, as far as

my background goes in law enforcement, 27 years, surely when I

started one agency would not even speak to another agency. I am
talking about law enforcement. And over the course of time,

through various very good and supportive positions by managers in

law enforcement and various U.S. attorneys and police commis-

sioners, we now have what is at least a great start for a joint inves-

tigative community out there. And as I started with my remarks,

the World Trade Center case, I believe, and surely the Sheik

Rahman case would not have been brought into the U.S. attorney's

office or the courts were it not for the joint efforts of law enforce-

ment, not one agency but many.
So I believe the counterterrorism joint effort is coming. Is it per-

fect? No, of course not. But there is a much more cohesive effort

out there today than I had ever seen in my earlier years.

Senator GRASSLEY. But there is not a coordinating group with

authority, a coordinating body with authority. That is what the

General Accounting Office

Mr. COLGAN. I am not familiar with that report.

Mr. Childers. I think two things, if I may. Senator. First of all,

I think that is correct. There is no formalized structure, and that

I think is probably what the GAO was getting at. I can assure you,

however, while I am no longer with the Government, I was a pros-

ecutor for 16 years, and for the last 5 of those dealt almost exclu-

sively with some of these terrorist issues.

There is a tremendous amount of—I hesitate to even call it

"unstructured" formal cooperation, because it is relatively struc-

tured although not terribly formalized in any sort of Venn diagram.

But the observation of the General Accounting Office is accurate in

that respect.

I would offer one more observation, and I don't mean to begin a

battle that I was not here to carry forward at all, but I would make
one observation, again, as a former prosecutor for 16 years. With
respect to the FBFs request for their HAZMAT lab, I think there

is, notwithstanding the best efforts of either the—any of the mili-

tary laboratories which are exceptional, or the Centers for Disease
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Control or EPA or even the Nuclear Regulatory Agencjr's labora-

tories, there is no substitute for the handling of evidence to make
sure that it can find its way into a courtroom than by having it

handled by people who day in and day out have been trained and
live with the constrictions that are required in terms of maintain-
ing a chain of custody of that evidence to get it into a courtroom.
As it is, even with the best intentions of law enforcement in any

case—^be it a huge terrorist prosecution or a simple capture of

someone for sale of a small amount of drugs—^the criminal justice

and the court system put up a number of constitutional barriers,

which I am not denigrating, but that make it difficult to get that
evidence into trial. And I think if you start to take things that you
hope will find their way into evidence in a court of law and put
them in the hands of people who are not trained and who do not
have to live in that culture, I think you run a greater risk of more
evidence being excluded.
Senator Grassley. Thank you all. I will submit my other ques-

tions both to this panel and the other panel in writing.

Senator Kyl. Thank you, Senator Grassley, and I want to thank
all members of the panel. We have had you up here almost 2 hours,
so we will let you go. But I think an3rthing else that you would like

to submit for the record and certainly in answers to questions, we
will look forward to those comments.

Also, Senator Hatch would like to seek unanimous consent to

submit a statement for the record and questions for the witnesses,
and without objection, they will be received. Unfortunately, he can't

be here today, but I appreciate his support for our hearing here
today.

[The prepared statement of Senator Hatch follows:]

Prepared Statement of Hon. Orrin G. Hatch, a U.S. Senator From the State
OF Utah

I thank Senator Kyl for holding today's hearing on one of the most critical issues

facing our nation: the threat of terrorism on our shores. This hearing is focussed
on the issue of how foreign terrorists infiltrated, planned, and executed the bombing
at the World Trade Center. I hope that this hearing will assist the Committee in

improving our oversight of anti-terrorist law enforcement efforts, as well as point
out where current federal law is inadequate to combat terrorist operations.

I am proud that, in the 5 years since the World Trade Center incident, the Con-
gress has made progress in the fight against terrorism. In 1996, we enacted the

Antiterrorism and Effective Death Penalty Act, which included several significant

provisions designed to deter, capture, and punish terrorists threatening our citizens.

The 1996 act included a comprehensive plan to prohibit fundraising for foreign

terrorist organizations, provisions to remove and exclude foreign terrorists from re-

siding in the United States, and a host of other improvements to our federal re-

sponse to terrorist threats.

When the Congress considered anti-terrorism legislation in the aftermath of the
World Trade Center and Oklahoma City bombings, one area where we discovered
one clear weakness was in the law governing biological weapons. At that time, it

was a crime to use human pathogens as a biological weapon, but it was not illegal

for persons with no legitimate reason to possess these legal agents to do so. I intro-

duced legislation, which was subsequently included in the 1996 antiterrorism bill,

making it a crime to attempt or conspire to develop or possess biological agents for

use as a weapon.
It appears that the FBI recently utilized this new law enforcement tool given to

them by the Congress. I am encoiiraged to see the FBI is taking preemptive action

where there is evidence of a potential use of biological agents.

Law enforcement must be vigilant against potential use of biological agents, and
the congress likewise miist exercise effective oversight of our nation's capability to
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combat the threat of biological terrorism. Today's hearing is a crucial part of that

oversight, and I again thaiJt Senator Kyi for his leadership on this issue.

[The questions of Senator Hatch are located in the appendix.]

Senator Kyl. Thanks to all of you, and, again, congratulations for

a job very well done.

Mr. Childers. Thank you.

Mr. DePippo. Thank you.

Mr. COLGAN. Thank you.

Senator Kyl. While the first panel is exiting, let me call the sec-

ond panel to the dais, please: Dale Watson of the Federal Bureau
of Investigation, Walter Cadman of the Immigration and Natu-
ralization Service, and Richard Rohde of the Office of Investiga-

tions of the U.S. Secret Service.

The focus of our second panel is to provide information about the

nature and extent of current foreign terrorist activities in America,

with a particular focus on the criminal enterprises in which foreign

terrorists engage.
We begin our second panel with Dale Watson, chief of the Inter-

national Terrorism Operations Section of the FBI. In this capacity,

he is responsible for the direction and support of all of the FBI and
joint terrorism task force international counterterrorism investiga-

tions and planning. Mr. Watson will begin his testimony of an over-

view of the last of the World Trade Center-related cases, often re-

ferred to as the Manila Eiirliner case, one of the most fascinating

aspects of this entire episode, I might note. Mr. Watson will then

discuss the FBI's assessment of the current activities of foreign ter-

rorist organizations operating here, the threats that these organi-

zations pose to the United States, and the legal difficulties in pur-

suing these cases.

I think as we did with the first panel, we will have each of the

panelists make their comments and then open the floor to ques-

tions from the members of the committee unless either of you feel

constrained to interrupt any of the individual witnesses.

Mr. Watson, thank you very much for being here.

PANEL CONSISTING OF DALE L. WATSON, SECTION CHIEF,
INTERNATIONAL TERRORISM OPERATIONS SECTION, FED-
ERAL BUREAU OF INVESTIGATION, WASHINGTON, DC; WAL-
TER D. CADMAN, COUNTERTERRORISM COORDINATOR, OF-

FICE OF FIELD OPERATIONS, IMMIGRATION AND NATU-
RALIZATION SERVICE, WASHINGTON, DC; AND RICHARD A.

ROHDE, DEPUTY ASSISTANT DIRECTOR, OFFICE OF INVES-
TIGATIONS, U.S. SECRET SERVICE, WASHINGTON, DC

STATEMENT OF DALE L. WATSON
Mr. Watson. Thank you. Senator Kyl. Thank you for this oppor-

tunity to come up and discuss the terrorism issue today.

I have submitted for the record an opening statement that I will

try to summarize here in just a few minutes to be brief and high-

light the comments that are submitted for the record.

As we all know, in 2 days is the fiff;h anniversary of the World

Trade Center. That threat clearly brought home to the American

public that an international terrorism event could occur in the

United States on U.S. soil. In addition to that, the Oklahoma City
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bombing in April 1995 also reinforced that and helped the U.S.

Government, especially law enforcement agencies, to adopt an ag-

gressive and enhanced effort against the terrorism threat.

Senator Kyl. Bring your mike down just a bit, please. Thanks.

Mr. Watson. How is that?

Senator Kyl. Get it pretty close to you. That will help us. Thank
you.
Mr. Watson. I am happy to say that our No. 1 priority obviously

is the prevention of a terrorist act in the United States or against

U.S. citizens ov^seas, but I am happy to reveal that since the

World Trade Center there have been no significant international

terrorist event occurring in the United States since the 5-year plan.

What I briefly want to talk about this morning is I want to cover

four areas: first of all, the lessons we have learned since the World

Trade Center, particularly with a short briefing on the Manila air

case; the second area is the threat posed today on terrorism within

the United States; the third is the FBI response since the World

Trade Center, what we are doing and what we have done since the

World Trade Center occurred and the Oklahoma City bombing; and

then, last, the fourth area will be the steps that we need in the fu-

ture to enhance us and to continue on this path of counterterrorism

in the United States. So let me go forward from here.

First of all, I would Uke to discuss what we view as basically the

three lessons that were learned since the World Trade Center from

the law enforcement FBI perspective. First of all—and I think it

has been discussed here this morning—is the danger posed by

loosely affiliated groups, not necessarily as you said, Senator—and

I agree with you 100 percent—not state-sponsored, not organized

groups in the traditional HizboUah-type Egyptian Al-G process,

but loosely affiliated groups. And certainly you can see that in the

Ramzi Yousef type organization, the blind sheik organization.

These were people cross-cultural, brought together, came together

for one common purpose, and that was to attack the United States

and its citizens. So we have learned a lot. And we also learned

from that process about the loosely affiliated groups. We learned

the difficulty they are for law enforcement—very difficult to pene-

trate, very difficult to get a handle on how many loosely affiliated

groups are in the United States, because they are loosely affiliated

and do not talk generally outside the small knit groups that have

been formed up. So that is the first lesson learned of the danger

posed by the loosely affiliated group.

The second lesson learned is that terrorists use technology in the

advancement of their programs and their events. We see this today

in the United States through the efforts by terrorist organizations,

and particularly in the Internet, to raise funds, to proselytize, to

recruit. We even see Hizbollah and Hamas who have home pages

on the Internet. We also saw during the blind sheik's trial the so-

licitation of funds on the Internet for his defense legal fees that

were occurring.

Certainly, probably the one that drove it home the most was
Ramzi Yousefs use of technology, and I will talk about that in the

Manila air case, and how we were able to obtain his laptop com-

puter and decrypt what he had on that and figure out exactly what
his plans were for American airliners.
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Also, the use by the terrorists of technology also is a double-

edged sword in the fact that they also are vulnerable and that pre-

sents £in opportunity for law enforcement. Let me explain the Ma-
nila air case briefly.

As has already been stated, after the World Trade Center Yousef
fled to Pakistan. He continued on his travels and ended up in Ma-
nila. He did not at any time cease his activities to conduct terrorist

activities against the United States. While in Manila, he devised a

plan to attack U.S. air carriers flying from the Pacific Rim back to-

ward the United States, and his plan was to blow up those air-

liners as they traveled. He tested his program or tested his plan

back in December 1994, when a Philippine airliner bound from Ma-
nila to Cebu and then on to Tokyo—^Yousef boarded that plane in

Manila to Cebu, and on board the plane he constructed a crudely

made bombing device that was put under the seat. And when he
arrived in Cebu, he got off and the plane continued on. And during

the flight from Cebu to Tokyo, that is where the bomb exploded

and killed a Japanese businessman. That occurred on December
11, 1994.
He came back after realizing that he needed to have a little more

power to bring down these airliners, and he and two of his co-

conspirators met at this rented apartment they had in Manila in

January 1995, and the two individuals who have since been con-

victed—an individual by the name of Murad and Wali Khan—were
also part of this conspiracy and part of his activity in Manila.

A lucky break occurred or a fortunate break occurred for law en-

forcement on January 7, 1995, while they were mixing chemicals

to advance their airline—attacking U.S. airliners. A fire broke out

and the apartment caught on fire. The three of them ran outside,

and Yousef, while he was outside, realized that he had left his

laptop computer inside. So he sent Murad back inside to get his

laptop computer and was subsequently arrested by the Filipino na-

tional police. That led us on this track that led to the

encryption
Senator Kyl. Excuse me, but why did they arrest him?
Mr. Watson. There was a chemical activity substance, and the

Filipinos arrested him based upon the illegal chemicals and sub-

stance being mixed.
To continue this story a little further, we got the laptop, and we

were able to decrypt what was in that laptop computer, and I will

go over what he was planning on doing and how he had attempted

to carry out this.

As we mentioned, Yousef—here is a picture of him. Go ahead,

Brian, with the next slide. His intentions were to take Casio-type

stop watches. He would remove the alarm system and have two
wires running to a 9-volt battery of which he would make a bridge

loop to some chemicals that had dried out in cotton, and then the

material that was soaked in cotton was very flammable. On top of

that, he would place a nitroglycerin-type device that, once the

chemicals—once the alarm of the Casio watch went off, that would
ignite the cotton and cause the nitroglycerin to explode.

These are just pictures of actual stuff" that was recovered. He in-

tended to set off these bombs by having his conspirators go aboard
connecting flights like the Japanese businessman flight that was
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occurring. What he would do was in order to get the cotton on

board, he would take children's dolls and have them stuffed with

cotton. The cotton was already soaked with the highly flammable

stuff. It was dried out. In addition to that, he would take—in order

to get the 9-volt batteries on board the plane, this is not a venr

good picture, but you can see a child's police car, battery operated.

So he would take that along, and that would be a method to get

his wires and his battery through the airport security in addition

to the children's toys.

The third ingredient that he needed was the accelerant, very

similar to nitroglycerin, and what he would do would be putting

that in contact Tens solution cases, et cetera. Once he and his co-

conspirators would get on board the plane, they would go to the

bathroom, take out these parts, mix these chemicals up, and set

the alarm on the stop watch of the Casio watch for a certain time

on the next leg of the flight. His plan was for these things to go

off, charge up the cotton, set the cotton up as highly flammable,

and cause the accelerant to explode. That was his plan. He planned

on doing that not only with his other coconspirators but others in-

volved in the case. And what prevented that was the actual fire in

the apartment, and we were able to decrypt his operation.

A very interesting individual, very hard-core, as you well know,

and the other Senators well know, and they did not mention this

in the first panel, but at the time that he was sentenced, someone
asked him—and it was picked up by several people—to comment,
and he said, and I quote him, 'Tes, I am a terrorist, and I am
proud of it." So he was not only the World Trade Center, he moves
to Manila, cooks up this stuff, but after the Manila incident, when
he escapes, he escapes back to Pakistan. We know while he is in

Pakistan that he is also surveilling U.S. diplomats and U.S. citi-

zens in order to carry out terrorist acts.

Back to the loose-knit group, very, very dangerous group of indi-

viduals that we saw.
Real briefly, the third lesson learned from the World Trade Cen-

ter and probably the Oklahoma—maybe not so much from the

Oklahoma City bombing case—is that action causes reactions. Our
successes in the area of counterterrorism certainly triggers terror-

ism groups and organizations and loosely affiliated groups to strike

back at what our successes have been. Without specifically tying in

the Luxor November 1997 terrorist attack in Egypt, wherein 64 in-

dividuals were killed, we see that with messages and looking at

that in conjunction with the Egyptians as certainly a method or the

message is left behind indicating that they were very much inter-

ested in attacking Americans—no Americans were killed in that at-

tack—and they were very much interested in getting Sheik

Rahman released from prison in the United States.

We receive on a regular basis threats from terrorist groups,

loosely affiliated as well as established groups, about if you don't

release the blind sheik or if something happens to him, we are

going to retaliate against Americans. So our success in that case

has also led us into an area to expect certain things in retaliation.

The second area I want to talk about real briefly is the threat

today due to the classification—or the unclassified portion of this.

I will skim over most of this, but I will tell you that state sponsors
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of terrorism are the countries that you all know and so designated

by the State Department are in the United States, obviously, with

missions in the United Nations as well as most of them with inter-

est sections here in Washington, DC.
The second area is obviously the structured groups. We have a

presence of Hamas, Hizbollah, the Egyptian Al-G terrorist groups

in the United States. So that is also a concern of the FBI and law

enforcement.
The third is—and we have already mentioned, you have already

mentioned this this morning, I think Senator Feinstein did—about

the students within the United States. We have a large population

of students, not only the ones you mentioned, Iran, Iraq, Syria, et

cetera, who are studying the hard sciences, but they are here, they

switch schools, they study, et cetera, and we spend a lot of time

tracking that and trying to determine exactly what is going on with

that.

Then the third group that we talk about as a threat in the

United States is the loosely affiliated groups, which we have al-

ready discussed, and I won't go back over that.

The third area that I mentioned in the introduction is what the

FBI response has been since the World Trade Center, and there

have been six specific ways that we have responded since that pe-

riod of time. A lot has to do with funding by the Congress, which

we are very appreciative of, and I will mention some of those brief-

ly-

The first is through the foresight of Congress and the executive

branch—and it has been mentioned previously this morning—the

Anti-Terrorism and Effective Death Penalty Act of 1996. There

were many provisions in that that assisted us, but one I would like

to point out is section 302, which was the designation of foreign

terrorist organizations in the United States certified by the Sec-

retary of State in conjunction with the Attorney General and the

Secretary of Treasury. As you well know, on October 8, 1997, 30

terrorist organizations were certified, and of those provisions for

the certification is our ability to cease fundraising of those terrorist

organizations in the United States.

I would like to point out, though, that these are very difficult and

time-consuming, resource-consuming matters if you start looking at

the funding aspects of terrorist organizations. Certainly we are

going forward with that.

In addition to that, as you have heard, in the Manila air case

and in the World Trade Center and the blind sheik investigations,

these are not necessarily high-cost, high-dollar operations that cre-

ate and cause a lot of money. We do know that Ramzi Yousef was
not able to get a larger bomb that he wanted to because he ran out

of funds, but we are not talking about hundreds of thousands of

dollars to finance these acts of terrorism, as seen in the Oklahoma
City bombing, for instance, and even in the World Trade and the

Manila air case.

The second FBI response since the World Trade Center which we
have been fortunate enough to receive additional funds from Con-

gress is that we created a counterterrorism center within the FBI,

which opened in 1996, and within that counterterrorism center, we
draw in the cooperation of, at present, 18 Federal agencies that are
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physically located within the FBI headquarters and within the
counterterrorism center. Within my section of the International
Terrorism Section, we have representatives from most—well, of the
18, we have across-the-board representation of Federal agencies.
My colleagues from INS, Secret Service, DIA, across the board
without naming every organization, that work closely with us, that
tie in information, particularly in areas where we are always very
focused upon criminal violations and obtaining evidence and ob-
taining witnesses. We have a representative there from DIA who
is very much interested in obtaining information about force protec-
tion, and things that come up on our scope in the FBI as it pertains
to force protection that we don't necessarily pick up on. We have
a DIA representative right there that is able to see that material
and says, oh, this is rather important for the military, we need to

get that out. So that is a tremendous plus.

I do want to talk about our close ties not only with the Federal
agencies within the counterterrorism system but our close ties now
with the Central Intelligence Agency. We work very closely with
the counterterrorism center out at Langley. We exchange informa-
tion on a daily basis. They are probably my closest working partner
within the intelligence community about sharing information for

obvious reasons that I won't go into. So we have closed the loop on
that, and if you hear stories about the FBI, particularly in the area
of counterterrorism, not working together with the CLA, I can tell

you in the area of international terrorism that is not the case, be-
cause we have closed the loop on that and we have brought the
forces to bear not only in the United States as it pertains to infor-

mation picked up outside the country, but information that is

picked up within the country through FBI investigations and
through our joint terrorism task force. We funnel back to make
sure if it is a direct threat against American interest or to friendly
third countries that would get that information out. So that has
been of tremendous value since the World Trade Center, our con-
tinuing progression of cooperation with the agency.
The third area since the World Trade Center bombing that the

FBI has responded to is we have expanded our threat warning sys-
tem, I won't go into a long, detailed explanation about that, but we
have the capability of expanding that and immediately notifying 35
Federal agencies simultaneously of any t5npe of threat within the
United States. That also goes out to our legal attaches' offices

throughout the world and to our field offices. So that has been a
tremendous plus.

The second area under threat warning is we have the capability
to send out unclassified threat warning information to all State
and local law enforcement agencies in the United States, and we
send that out, what we call the NLET system. If you really want
to know what that stands for, that stands for the National Law En-
forcement Telecommunications System. So we can, through the sec-

tion, send out a threat that will go to every law enforcement offi-

cial, department. State and local, within the United States.
Then continuing the expansion of the threat warning system is

we have the corporate method to notify 25,000 U.S. corporations if

the time or need arises through an Internet system that we have
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set up. So those are another area within the threat warning sys-

tem.
The fourth area that we have done, and rather quickly, through

congressional additional fundings, is we have been able to expand
our legal programs. This has been very beneficial to us. We now
have 33 in place. We are requesting some additional locations to be

opened, and I am sure that will be open for discussion with Mem-
bers of Congress. Very beneficial to us, especially in the area of

counterterrorism, especially in areas that we need to be, in Paki-

stan, or we need to be in Delhi, or we need to be in the Middle

East, and in those areas of the country, and we need not to try to

infringe upon anyone else's rights or with the agency about collec-

tion of foreign intelligence, but we need to be there if U.S. citizens

are attacked or if we have smother terrorist incident in the United
States to be able to collect evidence, information, as it pertains to

those crimes. That is a very positive thing that we have done since

the World Trade Center.
The fifth thing is the expansion of our joint terrorism task forces.

We now have 16 joint terrorism task forces throughout the United
States located within our field offices. I will just briefly mention
two that have already been mentioned—well, one particularly, the

New York Joint Terrorism Task Force conducted the World Trade
Center and the Sheik Rahman trial on trying to blow up the monu-
ments in New York City. If you heard those individuals talk, they

are exactly right. That is a meshing of Federal agencies as well as

State and local, you know, avoiding the constant—or not constant,

the possibility of a turf war where you work together on a daily

basis, you show up, you know how to proceed. The World Trade
Center is an excellent example.
The other one that is an excellent example is, July 1997, the pre-

vention of the subway bombing that was potentially to occur in

Brooklyn where the individual has already been discussed. So that

is the fifth area.

The sixth area—and I will briefly mention this—is our increased

effort in the area of proliferation of chemical, biological, and nu-

clear materials. At the request of the AG, which Congress funded,

we received an increase of 175 agents to work in the area of what
we call weapons of mass destruction. It has been mentioned here

—

I will confirm that—that the caseload has tripled since 1996. What
we had going in 1996 is tripled in 1997. I think one of the ques-

tions was the types of those investigations. I would like to say

those are all classified cases. We would be happy to discuss some
of those that are not ongoing criminal matters at this time in a

closed hearing.
In addition to that, the sarin gas attack in Tokyo, as well as the

incident most recently in Las Vegas, has certainly reinforced our

desire and efforts in the area of weapons of mass destruction. It

was pointed out that this is no longer just hearsay or it could po-

tentially happen, especially the Tokyo attack. So what we have

done on that is we have provided first-responder training. We work
closely with the five other Government agencies involved in this:

Department of Defense, DOE, Pubhc Health Service, EPA, and
FEMA. Through continued ftinding by the Congress, this is estab-

lished, and we are well down the road and doing better in that area
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of first responders and notification and the procedures to be used
in case there is ever an attack.

The last area that I mentioned was fixture needs. What do we
need in the ftiture to do a better job? The first issue, which is in

the prepared statement and probably is too detailed of a subject to

talk about here, I will just quickly mention this in passing. It is

the encryption problem. That is a problem. It needs to get fixed.

It needs to get fixed sooner rather than later. It does impact upon
our ability to conduct terrorism investigation. It will impact and
has impacted upon the drug-trafiicking cases, the organized crime
cases. And I know there is a balance here that has to be struck be-

tween public safety and interest of law enforcement.
We urge that that discussion and those procedures go forward.

We need to have this problem fixed. In support of that, the current
proposal by the House Permanent Select Committee on Intelligence

feels like, we feel like that meets our needs. We urge you to take
a look at that. But we would like to see if we could get that fixed.

In conclusion, I would like to say certainly the World Trade Cen-
ter bombing was a watershed event. It was not—after the initial

burst, it was not for the American public to run scared, go behind
closed doors, and say terrorists are at our doors. What we have
learned from that and what methods we have applied to increase
funding by Congress and increase personnel and joint cooperation
with our fellow law enforcement partners, we have moved forward.
And I can tell you that we are in a much better position today to

attack the terrorist problem and to respond to a situation like that
than we were 5 years ago.

As the United States is the only major power left in the world,
we will always have individuals who feel powerless, who cannot
do—or change the foreign policy of the United States, but they can
certainly plan to take terrorist actions against U.S. citizens, U.S.
interests abroad, and hopefully we have enough trip wires out
there that we can prevent those.

Senator Kyi, that completes my statement. I look forward to an-
swering any questions.
[The prepared statement of Mr. Watson follows:]

Prepared Statement of Dale L. Watson

FOREIGN terrorists IN AMERICA: FIVE YEARS AFTER THE WORLD TRADE CENTER

Good momine, Chairman Kyi and members of the subconmiittee. I am pleased to

participate in mis panel as we assess the international terrorist threat confronting
the United States five years after the bombing of the World Trade Center.
For many of us in tiiis room, the threat of international terrorism was literally

brought home by the World Trade Center bombing on February 26, 1993. Much has
changed in the world since that event. In many ways, the world has become even
more dangerous for Americans. But in the aftermath of the World Trade Center
bombing and the attack on the Murrah Federal Center building in Okl£ihoma City,

the United States Government has adopted measures to enhance its response to ter-

rorism. These efforts have helped to restore a sense of security Americans felt before
the attack on the World Trade Center. Although we should not allow oxirselves to
be Ixilled into a false sense of security or underestimate the nature of the threat that
confronts us, I believe its is important to note that in the five years since the Trade
Center bombing, no significant act of foreign-directed terrorism has occurred on
American soil.

This morning, I would like to very briefly discuss some things we have leeuned
in the past five years. Then, I will elaborate on the international terrorist threat
currently confronting the United States. I will close by discussing the FBI's response
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to this threat, and steps that could be taken to further enhance our response to the

challenges international terrorism pose to the United States.

Lessons learned

We have learned several important lessons since the World Trade Center bomb-
ing. Ill focus here on three broad trends we have identified.

One of these is that loosely affiliated groups of Uke-minded extremists—like the

one assembled by Ramzi Yousef for the plot against the World Trade Center—pose
a real and significant threat to our secxirity and a particular challenge to law en-

forcement. These transnational groups often form on a temporsuy, ad hoc basis.

Their memberships are generally unknown to law enforcement. These groups are

not always beholaen to, or dependent on, traditional State sponsors, such as Iraq,

Iran, or Sudan for support. Thev are free to operate on their own terms and exploit

the mobility that technology and a fluid command structure offers.

However, this flexibility and self-reliance can be a double edged sword. After his

capture in 1995, Ramzi Yousef conceded to investigators that a lack of funding

forced his group's hand in plotting the destruction of the World Trade Center. Run-
ning short of money, the plotters could not assemble a bomb as large as they had
originally intended. The timing of the attack was also rushed by a lack of finances.

Incredibly, the plotters' desire to recoup the deposit fee for the rental truck used

to transport the bomb helped lead investigators to them. As I will discuss in a mo-
ment, efforts to disrupt the fund-raising operations of organizations that finance ter-

rorism may prove especially disruptive to the activities of these loosely affiliated ter-

rorist groups.
During tne past five years, we also have found that an increasing nimiber of ter-

rorist organizations possess a command of technology and have the expertise to use

it for fund-raising, recruiting, and even operational planning. Several organizations

with significant terrorist components maintain a regular presence on the Internet.

For example, Hamas, Hizballah, and at least one Latin American group Maintain

their own homepages that include propaganda material and recruiting information.

During the trial of Shaykh Omar Abdel Rahman, on charges relating to the foiled

Riots to assassinate the President of Egypt and bomb major landmarks throughout

few York, supporters used the Internet to solicit funds for his defense. These and
more operational uses of technology, that I am not at liberty to comment upon here,

clearly demonstrate that today's terrorists feel comfortable using advanced tech-

nology to support their destructive ambitions.

The misuse of technology underscores the wide range of tools and capabilities

available to modem terrorists. The exploits of Ramzi Yousef, from the time he exe-

cuted the World Trade Center bombing in February 1993 until his capture in Paki-

stan in February 1995, illustrate the integral role technology plays in international

terrorism and the role it can play in assisting investigators to track down terrorists.

Within days of the explosion at the World Trade Center that left six innocent vic-

tims dead and approximately one thousand wounded, Ramzi Yousef made his way
to Pakistan. Eventually, he and several associates moved on to the Philippines and
rented a unit at the Dona Josefa apartment complex in Manila, which they used

as a safehouse and an improvised bomb factory. On December 11, 1994, Yousef

placed a small explosive on a Philippines airliner enroute to Tokyo via Cebu. A Jap-

anese businessman was killed when the device exploded under his seat. Subsequent

investigation determined that the plotters has used the device to test a new bomb
design. As we later discovered, Yousef was planning to place more powerful devices

on U.S. airliners.

While mixing chemicals at the Dona, Josefa apartment on January 7, 1995, a fire

broke out forcing Yousef and two co-conspirators, Abdel Hakim Murad and Wali

Khan, to flee into the street. Concerned that he had left his laptop computer in the

apartment, Yousef sent Murad back into the unit to retrieve it. Philippines police

arrested Abdel Hakim Murad and were able to recover the computer intact. Wali

Khan was arrested days later. Yousef successfully fled the Philippines and ulti-

mately made his way back to Pakistan.

By decryping Yousefs computer files, investigators uncovered the details of a plot

to destroy numerous U.S. air carriers in a simultaneous operation. Codenamed
"Bojinka," The plot involved using a timing device made from an altered databank

watch. Flight schedules and a decrypted letter found on the compute indicate that

five participants were to simultaneously plant devices on flights to the United

States. After the bombings, four of the participants were to return to Karachi, Paki-

stan. The fifth was to return to Doha, Qatar.

Meanwhile, back in Pakistan, Yousefs luck finally was running out. A plot to kid-

nap and kill U.S. diplomats and foreign officials in Pakistan was foiled by a cooper-

ating witness who revealed the plan to U.S. embassy personnel. On February 7,
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1995, The FBI arrested Yousef in Islamabad and rendered him back to the United
States.

Approximately two months later, Abdel Hakim Miirad was rendered from the

Philippines after his arrest at the Dona Josefa apartments. In December, Wali Khan
also was rendered to the United States. Eventually, Khan and Murad were con-

victed and sentenced to life in prison for their participation in the plot to bomb U.S.

airliners. Yousef has now been convicted of both the plot to bomb airliners and for

masterminding the bombing of the World Trade Center.

If we doubt the level of commitment that drives rogue terrorists to strike at their

perceived enemies, just weeks ago Ramzi Yousef provided a glimpse into the

mindset of a terrorist. When sentenced to life in Federal prison without possibility

of parole, Yousef boasted of his destructive exploits, saying, "Yes, I am a terrorist

and proud of it."

As this case illustrates, the threat of international terrorism demands continued

vigilance. Today's terrorists have learned from the successes and mistakes of terror-

ists that went before them. The terrorists of tomorrow will have an even more dizzy-

ing array of weapons and technologies available to them.
One of the more challenging aspects of this threat stems from the third aspect

of modem international terrorism I would like to discuss. That is the inter-related

nature of certain terrorist incidents. As recent events have shown, this "web of ter-

rorism" perpetuates violence upon violence and poses a particular challenge to na-

tions like the United States that take a firm stand against terrorism.

There is an indication that the November 1997 attack on foreign tourists in

Luxor, Egypt, was apparently an example of this type of interwoven violence. The
ambush appears to have been carried out in an attempt to pressure the United
States into releasing Shaykh Rahman, who is serving a life sentence in Federal pris-

on for his part in planning attacks against the President of Egypt and several sites

in New York City.

Since his imprisorunent in 1995, followers of the Shaykh have issued several

threats warning of violence in retaliation for his continued imprisonment. The FBI
continues to monitor these threats very closely.

Terrorism is perpetrated by individuals with a strong commitment to the causes

in which they believe. An action in one location often brings reaction in another,

although not necessarily a coordinated one. The web-Uke nature of terrorism under-

scores the need for vigilance in counteracting terrorist groups. Unfortunately, Amer-
ican successes can spur reprisals. As the United States develops a stronger inves-

tigative and prosecutorial response to terrorism, we may witness more attempts at

reprisals both here and abroad.

Presence offoreign terrorist groups in the United States

Today, due to the foresight of the Congress and Executive Branch in the after-

math of the World Trade Center and Oklahoma City Bombings, the FBI has an en-

hanced capability to track the activities of foreign terrorist organizations maintain-

ing a presence in the United States.

There are obvious operational considerations that limit what we can discuss in an
open forum about the presence of terrorist groups in the United States. I can tell

you that the FBI has identified a significant and growing organizational presence

here.
Palestinian Hamas, Iranian-backed Hizballah, and Egyptian-based Al-Gama' at Al

Islamiyya each has established an active presence in the United States. The activi-

ties of the American wings of these organizations generally revolve around fund-

raising and low-level intelligence gathering.
In addition, there are stLU significant numbers of Iranian students attending U.S.

Universities and technical institutions. In 1997, 419 student visas were issued to

new and returning Iranian students. A significant number of these individuals are

hardcore members of the Pro-Iranian student organization known as the Anjoman
Islamie, which is comprised almost exclusively of fanatical, anti-American, Iranian

Shi'ite Muslims. The Iranian Government reUes heavily on these students studying

in the United States for low-level intelligence and technical expertise. However, the

Anjoman Islamie also provides a significant resource base which allows the Govern-
ment of Iran to maintain the capability to mount operations against the United
States, if it so decided.

Response to terrorism

In the face of these potential threats, the U.S. Government has significantly en-

hanced its response to International Terrorism in the five years since the World
Trade Center Bombing. There are five traditional offensive ways through which the

Government fights terrorism: Diplomacy, sanctions, covert operations, military op-
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tions, and law enforcement action. Some of the measxires in place span more than

one of these areas. For example, the Antiterrorism and Effective Death Penalty Act

(AEDPA) of 1996 includes boUi diplomatic and law enforpement provisions.

Enactment of the AEDPA has enhanced the ability of the U.S. Government to re-

spond to terrorist threats. As I mentioned, this act includes a wide range of

counterterrorism provisions. For example, section 302 of the act authorizes the Sec-

retary of State, in coiyunction with the Attorney General and Secretary of the

Treasury, to designate as foreign terrorist organizations (FTOs) groups that meet
certain specified criteria. This designation means that fiinds raised in the United

States by FTOs can be blocked by US financial institutions.

The act provides law enforcement with a potentially powerful tool among other

things, it gives us a means to disrupt the ability of terrorist organizations to fund

their destructive activities.

However, it would be overly optimistic to consider this act a panacea to the prob-

lem of international terrorism. Financial investigations are by their nature person-

nel-intensive and time-consuming. Investigations into the financial operations of

clandestine organizations on the shadowy fringes of transnational politics can be

particularly complex. It will take time for the AEDPA to have significant impact on

the 30 groups designated as foreign terrorist organizations.

I encourage the Congress to give the AEDPA time to work. As with many meas-

iires of this type, its most powerful impact may stem from its deterrent effect. As
investigators build successful cases and prosecutors develop sound prosecutorial

strategies to enforce the provisions of the AEDPA, targeted groups may decide that

fund-raising activities in the United States are not worth the risks.

As you are aware, recent congressional appropriations have helped strengthen

and expand the FBI's counterterrorism capabilities. To enhance its mission, the FBI
centralized many specialized operational and analytical functions in the domestic

counterterrorism center.

Established in 1996, the FBI Counterterrorism Center combats terrorism on three

fronts: International terrorism operations both within the United States and in sup-

port of extraterritorial investigations, domestic terrorism operations, and counter-

measures relating to both international and domestic terrorism.

The FBI Counterterrorism Center represents a new direction in the FBI's re-

sponse to terrorism. Eighteen Federal agencies maintain a regular presence in the

center and participate in its daily operations. These agencies include the Central In-

telligence Agency, the Defense Intelligence Agency, and the United States Secret

Service, among others. This multi-agency arrangement provides an unprecedented

opportunity for information sharing and real-time inteUigence analysis.

This sense of cooperation also has led to other important changes. During the past

several years, the FBI and CIA have developed a closer working relationship. This

has strengthened the ability of each agency to respond to terrorist threats, and has

improved the abihty of the U.S. Government to respond to terrorist attacks that do

occur. . .

Because warning is critical to the prevention of terrorist acts, the FBI also is in

the process of expanding the terrorist threat warning system first implemented in

1989. The system reaches all aspects of the law enforcement and intelligence com-

munities. Currently, more than 35 Federal agencies involved in the U.S. Govern-

ment's counterterrorism effort receive information via secure teletype through this

system. The messages also are transmitted to all 56 FBI field offices and 33 foreign

liaison posts. n ii^ j
If threat information requires nationwide unclassified dissemination to all Fed-

eral, State, and local law enforcement agencies, the FBI transmits messages via the

National Law Enforcement Telecommunications System. In addition, the terrorist

threat warning system allows for the dissemination of unclassified terrorism warn-

ings to the U.S. corporate community as well as the public at large, via the Internet,

press releases, and press conferences.

The FBI's counterterrorism capabilities also have been enhanced by the expansion

of our legal attache—or legat offices—around the world. These small offices can

have a significant impact on the FBI's ability to track terrorist threats and bring

investigative resources to bear on cases where quick response is critical. As I've

mentioned, the FBI currently has 33 legat offices. Many of these have opened within

the past 5 years in areas of the world where identifiable threats to our national in-

terests exist. ij m_ J /-.

We cannot escape the disquieting reahty—as evidenced by the World Trade Cen-

ter bombing—that in the late 20th century, crime and terrorism are carried out on

an international scale. The law enforcement response must match the threat. By ex-

panding oiu- first line of defense, we improve the ability of the United States to pre-

vent attacks and respond quickly to those that do occur. Given the nature of the
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evolving terrorist threat and the destructive capabilities now available to terrorists,

the American people deserve nothing less.

Terrorism is increasingly an indiscriminate crime. The World Trade Center bomb-

ers exhibited little concern about who their victims would be. Their primary interest

seemed simply to ensure a high number of casualties. Likewise, though Shaykh
Omar Abdel Rahman and his plotters targeted specific facilities, such as the U.N.

headquarters and a federal building housing the FBI's New York City field office

—

in addition to other sites throughout the city—they evidently gave little thought to

their potential victims. Again, the nature of the planned attacks indicate that the

primary goal was to cause as much destruction and as many casualties as possible.

How a free society responds to such threats is a question that the Congress has

addressed in years past and undoubtedly will continue to confront for years to come.

During the past five years, the United States has made great strides in strengthen-

ing its counterterrorism capabilities. But, there is more to be done.

Future needs

I would like to close by talking briefly about steps we can take to further

strengthen our abilities to prevent and investigate terrorist activity.

One of the most important of these steps involves the adoption of a balanced pub-

Uc policy on encryption. Court authorizea electronic surveillance (wiretaps) and the

execution of lawful search and seizure warrants are two of the most critically impor-

tant law enforcement investigative techniques used to fight crime and prevent ter-

rorism. Law enforcement remains in unanimous agreement that the continued wide-

spread availability and ever increasing use of strong, non-recoverable encryption

products will soon nullify our effective use of these important investigative tech-

niques and will ultimately devastate o\ir ability to effectively fight crime, prevent

acts of terrorism and protect the public safety and national security of the United

States.

Most encryption products manufactiu-ed today for use by the general pubhc are

non-recoverable. This means that they do not include features that provide for time-

ly law enforcement access to the plaintext of encrypted criminally related and law-

fully seized communications and computer files. Other than some form of a key-re-

covery system or feature, there is no viable technical solution to this problem for

law enforcement. Non-recoverable or uncrackable enciyption is now and with ever

increasing regularity, allowing violent criminals and terrorists to communicate

about their criminal intentions with impunity and to store evidence of their crimes

on computer, impervious to lawful search and seizure.

In many of our important investigations today, effective law enforcement is being

frustrated by criminsds and terrorists using commercially available, non-recoverable

encryption products. Examples include the Aldrich Ames spy case; the Ramzi Yousef

international terrorist case, which involved a plot to blow up 11 U.S. commercial

aircraft in the Far East; and numerous international drug trafficking investigations,

to include those along the Southwest border of the United States.

It is for this reason that law enforcement is urgently calling for our Nation's pol-

icy makers to adopt a balanced pubUc policy on encryption. Several bills have been

introduced in Congress that address certain aspects of the encryption issue. Unfor-

tunately, most of these legislative proposals, with the exception of a proposal adopt-

ed by the House Permanent Select Committee on InteUigence, fail to adequately ad-

dress law enforcement's needs in this area and would promote the widespread avail-

ability and use of non-recoverable encryption products regardless of the adverse im-

pact on public safety, effective law enforcement, and national security.

Law enforcement believes that we are now at a historical crossroad on this issue.

If public poUcy makers act wisely, the safety of all Americans will be enhanced for

decades to come. But if narrow interests prevail, law enforcement will soon be un-

able to provide the level of protection that the American people properly expect and

deserve. We do not think it is too late to deal effectively with this issue and I would

encourage the subcommittee to look closely at the action taken bv the House Perma-

nent Select Committee on InteUigence in their efforts to adopt a balanced encryption

policy.

Another area of vital interest to the FBI is the proliferation of chemical, biological,

and nuclear materials within the criminal and terrorist communities. These weap-

ons of mass destruction represent perhaps the most serious potential threat facing

the United States today. In response to this threat, the FBI has significantly ex-

panded its investigative capabilities in this area.

Prior to the World Trade Center and Oklahoma, City bombings, the FBI had dedi-

cated a very small staff to weapons of mass destruction (WMD) investigations.

Those two investigations, which required thousands of FBI agent and support per-

sonnel, prompted the Attorney General to request an increase of 175 field agents
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to the WMD program, which the Congress subsequently supported. To coordinate

the activities of these personnel, the FBI has created two WMD units at FBI head-

quarters: One to addr^s operations, cases, and threats, which tripled in 1997 over

1996 figures, and another to implement our countermeasures program, which co-

ordinates exercises, deployments, and the first responder training initiative.

A successful WMD terrorist attack coiild prove catastrophic and wotild require a

unified response fix)m various agencies at the Federal, State, and local levels. To im-

prove response capabilities on a national scale, the FBI is working closely with five

other Federal agencies—^the Department of Defense, the Department of Energy, the

PubUc Health Service, the Environmental Protection Agency, and the Federal Emer-

gency Management Agency—that make up the nucleus of the response to WMD inci-

dents. The FBI also maintains extensive Uaison with members of the intelligence

community, including the CIA, the National Security Agency, and others involved

in WMD and counterproUferation matters.

As the 1995 Sarin attack on the Tokyo subways demonstrated, imconventional

weapons are no longer purely the domains of military arsenals. In the hands of ter-

rorists, they can pose a grave risk to our citizens and ovu- Nation's interests. Again,

Congress and the Executive branch should be commended for their foresight in re-

sponding to this threat. Given the potentially grave consequences of inaction, I en-

courage continued support of the FBI's initiative to confront the WMD threat

through proactive investigations and cross-agency training.

Cooperation amoxig law enforcement and inteUigence agencies at all levels rep-

resents an important component of a comprehensive response to terrorism. This co-

operation assumes its most tangible operational form in the joint terrorism task

forces that exist in 16 cities across the Nation. These task forces are partioilarly

well-suited to responding to international terrorism because they combine the inter-

national investigative resources of the FBI and other Federal agencies with the

street-level expertise of local law enforcement agencies. This cop-to-cop cooperation

has proven highly successful in preventing several potential terrorist attacks. Per-

haps the most notable cases have come from New York City, where the city's joint

terrorism task force has been instrumental in thwarting two high-profile inter-

national terrorism Plots—^the series of bombings planned by Shaykh Rahman in

1993, and the July 1997 attempted bombing of the New York City Subway.

These plots were prevented. Today, the conspirators who planned them either sit

in federal prisons, or are awaiting trial thanks, in large part, to the comprehensive

investigative work performed by the joint terrorism task force.

Given the success of the joint terrorism task force concept, the FBI plans to de-

velop additional task forces in cities around the country. By integrating the inves-

tigative abilities of the FBI and local Law Enforcement Agencies these task forces

represent an effective response to the threats posed to individual American commu-
nities by international terrorists.

Conclusion

The bombing of the World Trade Center was a watershed event. It taught us in

a painful but unmistakable way that international terrorism can and does occur in

the United States. This case also demonstrated the ability of American intelligence

and Law enforcement agencies to track and apprehend the prepetrators of such

atrocities. Today, Ramzi Yousef and most of his co-plotters are sitting in Federal

prison, deprived of the freedom they so recklessly exploited. The World Trade Cen-

ter bombing heralded a new ERA—But not one of increased numbers of Foreign-

Directed Terrorist Acts in the United States. Rather, it has led to a renewed and

enhanced focus on responding to the international terrorist threat confronting the

To adequately understand the International Terrorist threat cvurently facing the

United States, we must appreciate the unique position America occupies in the

World today. As the sole super power, the policies of the United States are viewed

with inten-se interest by nations around the world. To individuals and groups who
feel powerless to effect their own destinies through legal means, the breadth of in-

fluence and power wielded by the United States represents a stunning contrast

—

and an attractive target for their frustrations.

The FBI has developed a broad-based response to the many external threats that

conft-ont the United States today. Due to the measures I've discussed and several

other initiatives, we are much better prepared to address the international terrorist

threat than we were five years ago. With the continued support of Congress and

the Executive branch, and in cooperation with the InteUigence and Law Enforce-

ment Communities, we will continue to enhance our ability to protect the American

people from the treat of international terrorism.
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Senator Kyl. Thank you very much, Mr. Watson.
Our next witness is Walter Cadman, the counterterrorism coordi-

nator, field operations of INS. Mr. Cadman will discuss the unlaw-

ful practices of foreign terrorists in penetrating U.S. borders, in-

cluding alien smuggling and document fraud. One important aspect

of Mr. Cadman's testimony will be an update on the current sta-

tus—or nonstatus—of the student visa tracking program, which
was mandated to begin in January of this year, a primary purpose

of which is to provide law enforcement with an important

counterterrorism tool to track aliens who enter the United States

on student visas who may have a terrorist or criminal agenda.

Mr. Cadman, welcome, and thank you.

STATEMENT OF WALTER D. CADMAN
Mr. Cadman. Good morning, Mr. Chairman, and good morning,

Senator Feinstein. I appreciate the opportunity to share with you
INS' role in preventing terrorist activities inside the United States.

Like Mr. Watson, I have submitted a detailed statement for the

record, and what I will provide to you now is a relatively brief sum-
mary of those remarks.

I would like to outline for you the tools that INS has at its dis-

posal to combat terrorism, the challenges we face, and the results

of our efforts to date.

INS' front-line effort in preventing terrorists from getting into

the United States is at our borders and ports. We play an increas-

ing but less obvious role in detaining and removing aliens with ter-

rorist ties once they are already here.

Through legislation passed by Congress, INS was given specific

new authorities to prosecute, exclude, arrest, and remove aliens in-

volved in terrorism. These laws have substantially enhanced INS'

authority to target aliens supporting or directly involved in terror-

ist activities. The new laws also created the Alien Terrorist Re-

moval Court in which the Government may use classified informa-

tion to prove that an alien is deportable under the terrorist charge.

These new tools clarified the congressional expectation that INS
must play a larger and increasingly critical role in

counterterrorism.
To this end, INS has established a new Office of

Counterterrorism whose purpose is to coordinate counterterrorism

efforts within INS and between INS and other law enforcement

and intelligence agencies.

In our efforts to screen the nearly 500 million persons who arrive

yearly at over 200 ports of entry, we are obliged to balance the

twin goals of facilitating legitimate travel and providing com-
prehensive enforcement. At U.S. entry ports in 1996, INS inspec-

tors identified 622,749 inadmissible aliens. Between the ports, we
have been able to substantially beef up prevention efforts at our
borderline, in defense against the illegal entry of aliens and against

terrorists seeking to enter the country surreptitiously.

I cannot vouchsafe that our borders are sealed, but I can state

that the window of opportunity for such entries is now more lim-

ited than it has ever been.

Alien smuggling is a growing multibillion-dollar business that

some authorities describe as the crime of the 21st century. The fees
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for just one migrant can range as high as $50,000. Terrorist organi-

zations sometimes use estabUshed crime syndicates to smuggle

their leaders and members. They can also purchase the services of

the very best counterfeiters and Uthographers. Terrorists use false

documents to bypass the visa process and to avoid scrutiny of their

identities, their affiliations, or their right to enter the United

States
INS' Operation Global Reach was launched to combat migrant

trafficking by crime syndicates and terrorist organizations, among
others, in June 1997. To complement overseas enforcement efforts,

INS is now spending approximately $18 million on our carrier con-

sultant program to train airline and other carrier personnel to

identify bogus or altered documents.
Congressional funds have helped improve INS' computer infra-

structure and databases. These databases include the National

Automated Immigration Lookout System, known as NAILS, and its

component, the TIPOFF system, which is a classified database of

individuals identified as involved in terrorism, which is run by the

State Department. For instance, Mousa Mohammed Abu Marzook
was intercepted at JFK International Airport as the result of a

lookout based on his leadership of a terrorist organization. Marzook
was excluded and deported from the United States on May 5, 1997.

In other programs, the Visa Waiver Pilot Program, which began

in 1988, permits nationals from 26 designated countries to visit the

United States for up to 90 days without obtaining a non-immigrant

visa. In 1996, over 12 million visitors entered under the VWPP.
Since its inception, the VWPP has been debated because of its

dual nature of facilitation and enforcement. On the facilitative side,

the VWPP encourages the entry of millions of visitors to the United

States every year, providing significant economic benefits to the

United States On the enforcement side, the VWPP has contributed

to the general problem of document fraud encountered by immigra-

tion officers. Document fraud in the VWPP will continue to be

problematic as long as there are security concerns about the integ-

rity of the documents produced and the security of the issuance

process with those documents.
The World Trade Center bombing was a wake-up call to many

in law enforcement. INS has increased our ability to prevent illegal

entry at and between ports of entry and, by doing so have nar-

rowed the window of opportunity for terrorists. At the same time,

we have also expanded our capacities to respond to the terrorists'

challenge within our borders. Just as Al Capone was ultimately

jailed for tax evasion and not for any organized crime charges, INS
violations help fill out the Federal arsenal of tools to combat terror-

ism.
Terrorist group members and their associates almost of necessity

must violate U.S. immigration and nationality laws to effect entry

into—or to remain in—our country; this is their Achilles heel. They

misrepresent themselves in applying for visas or other benefits;

they use false identity documents; they submit frivolous asylum ap-

plications; and they engage in sham marriages—to name a few vio-

lations.

The nearly 2,000 INS special agents nationwide, working very

closely with the FBI and other agencies, for instance, through the
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joint terrorism task forces, conduct investigations into these mat-

ters. I would like to give the subcommittee a few examples.

Just a month ago, after being confronted with his membership in

a State Department-designated terrorist organization, a member of

the Mujahedeen-e-Khalq departed the United States rather than

face detention and removal proceedings.

About 6 weeks ago, an East European hijacker who had entered

the United States by concealing his conviction for air piracy was

removed to his country of nationality.

Last August, two brothers believed to be members of a terrorist

organization were arrested and charged with engaging in marriage

fraud to obtain their green cards. Their cases are still pending in

court.

Attached to my written testimony for the record, I have provided

the subcommittee with additional highlights of recent cases.

The most effective means in combating terrorism within the

United States is through a multiagency approach. In fiscal year

1997, INS deployed 24 full-time agents and seven support positions

to the various JTTF's. Other agents are assigned as needed. INS

has requested 15 additional special agent positions and 1 addi-

tional support position for our fiscal year 1999 budget.

In addition, INS has assigned three special agents and one intel-

ligence analyst to the FBI's International Terrorism Section at

their headquarters, and two INS special agents are assigned full-

time to the CIA's Counterterrorism Center.

Among the challenges we face:

INS needs improvement in the quality and timeliness of the in-

formation we enter into our databases. We are sensitive to the con-

cerns expressed by Congress and others, particularly in two areas:

The entry of individuEils from countries designated as state spon-

sors or supporters of terrorism, and nonimmigrants who come to

the United States to study or engage in sensitive technologies. We
believe that the experience INS has gained in implementing quality

assurance procedures elsewhere will be useful in improving the in-

formation we gather and input in these areas.

The second area needing improvement is with regard to the in-

formation exchange protocols. These need to be strengthened be-

tween INS and other agencies that possess information on foreign

terrorists. This is critical for three reasons: we need it to enhance

the reliability of our databases; we need it to ensure that INS has

the evidence necessary to sustain charges against terrorists based

on other agency information; and, third, we need it to avoid grant-

ing entry to or bestowing benefits upon alien terrorists because we
don't know about the information collected and maintained by

other agencies.

Statistics. Analysis of several of our indices reflects that INS has

removed 98 aliens on terrorism charges from fiscal year 1995

through the first quarter of fiscal year 1998. This is not the full

picture because INS frequently charges individuals believed to be

terrorists or aligned with terrorist organizations on other charges.

Regrettably, our statistical systems don't provide a ready manner
of capturing that data.
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Anecdotal information confirms that the INS has removed 12 ter-

rorists in addition to the 98 I just made reference to, and, finally,

we have approximately 48 cases currently pending.

To recap, the experts make clear that terrorism will continue to

be a threat to the safety and security of the United States for the

foreseeable future. INS has come a long way in honing our

counterterrorism efforts in cooperation with, and as a partner of,

the other Federal agencies. We acknowledge our need to improve

our infrastructure in order to overcome the challenges we face, and
we are committed to systematic strengthening of our effectiveness

in this area.

I will do my best, when the moment comes, to respond to any
questions you have, including those relating particularly to stu-

dents.

[The prepared statement of Mr. Cadman follows:]

Prepared Statement of Walter D. Cadman

Good morning, Mr. Chairman and distinguished members of the Subcommittee.

I appreciate this opportunity to share with you the crucial role that the Immigration

and Naturalization Service (INS) plays in preventing terrorists' activities inside the

United States. INS's front-line effort in preventing terrorists from getting into the

United States is at out land and sea borders and at airports. Although not nearly

as obvious to the pubUc as our border enforcement role, we are playing an increas-

ingly significant role in efforts to identify, detain, and remove individuals once they

are already here.

As you know, the bombing of the World Trade Center was a wake-up call to the

law enforcement and intelligence commimity. INS moved from working in an ad-hoc

manner with other members of the law enforcement and intelligence communities

to a more formalized partnership. ENS is invaluable to the government's efforts

against international terrorism and foreign terrorists who attempt to cross or are

found within our borders. INS is the government agency responsible for controlling

the entry of aliens into the United States, and detaining and removing aliens who
have entered contrary to our laws. With this substantial authority, we can help our

partners in the counterterrorism battle to prevent, prosecute, remove and keep out

these threats to the nation.

INS was given specific new authorities through legislation passed by Congress in

the last several years. For example, the Immigration Act of 1990 gave INS authority

to exclude, arrest and deport ahens involved in a variety of terrorist activities. The
INS counterterrorism authority again was enhanced in 1996 through enactment of

the Antiterrorism and Effective Death Penalty Act (AEDPA) and the Illegal Immi-

gration Reform and Immigrant Responsibihty Act (IIRIRA). Both laws amended the

Immigration and Nationality Act (INA) to provide specific criminal and administra-

tive removal provisions directly concerning alien terrorists and their supporters.

These new tools also clarified the Congressional ejcpectation that INS must play a

larger and increasingly critical role in counterterrorism activities.

To this end, INS has established a new office within the Services specifically for

Counterterrorism. The purpose is to coordinate counterterrorism efforts within INS,

and between INS and other law enforcement agencies and the intelligence commu-
nity. In that capacity, we plan to: coordinate the Service's investigative efforts; over-

see the leads we are given; and serve as an advocate for officers in the field to en-

sure they have access to the tools and information they need to do their jobs. And
finally, it is our intention to ensvire that this office makes clear to other agencies

oiu- authorities and capacities so that they more fully utilize our expertise.

Today I will outline for you the tools we have at our disposal to address this criti-

cal task and the tools we need, as well as give an overview of the resxilts of our

efforts to date. You will hear much about our heightened awareness and more effec-

tive programs as a part of the larger Federal efforts. But, I must add two cautionary

notes: first, we recognize that the United States, its citizens, businesses and endeav-

ors are at increasing risk, worldwide. Terrorism experts predict that the tide has

not yet turned. Second, there is much yet to be done by the INS, and we are aware

of this. We are committed to fiirther and systematic strengthening of INS's effective-

ness in the counterterrorism arena.
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One of the dilemmas for this agency is that, as a country, we advocate the free

and open exchange of ideas, commodities, and, within the context of law, peoples.

In our eflForts to screen the nearly 500 million persons who arrive yearly at over

200 ports of entry, we are obliged to balance the twin goals of facilitating legitimate

travel and comprehensive enforcement. It sometimes occurs that, despite our best

efforts—and those of many other Federal inspectional and enforcement agencies

—

individuals enter who are later revealed to be terrorists or otherwise inimical to the

national seoirity or pubUc safety. We are workingdiligentlv with the FBI and other

agencies, through Joint Terrorism Task Forces (JTTFs) and similar programs, to de-

velop a post-entry backstop in the investigative arena, so that these individuals may
be quickly identified and preempted through arrest and prosecution, or through re-

moved from the United States as quickly as possible.

Let me turn to border management issues. In the last several years, I believe our

prevention efforts have been significantly strengthened at our first line of defense

against the illegal entry of aliens and against terrorists who might consider entering

the country surreptitiously at the borders themselves.

Of course, I cannot vouchsafe to you that our borders are sealed against any and
all attempts at illegal entry. I can, though, state that the window of opportunity for

such entries is now more limited than it has ever been in the history of the INS,

or indeed, the coimtry.

The dramatic increase in INS personnel, from border patrol agents at the South-

west border to inspectors at our ports, has helped tremendously in apprehending il-

legal crossers and individuals with fraudulent documents trying to enter the United

States.

BORDER MANAGEMENT

For international terrorists to enter the United States from abroad, they must ei-

ther come into contact witii Federal officials controlling the entry of aliens, or ac-

tively attempt to avoid them. As a consequence, alien terrorists who enter or at-

tempt to enter the U.S. inevitably come into contact with INS or, by avoiding or

deceiving the INS to gain entry, must violate immigration laws.

As you are well aware, both the INS's Inspections and Border Patrol divisions

have imdergone imprecedented growth nationwide over the past three years. Our
goal is to have almost 4,700 Immigration Inspectors and 7,000 Border Patrol Agents

on duty by the end of 1998. Added resources including personnel, equipment and
technology provided by Congress have enabled us to substantially tighten border en-

forcement at air, sea and land Ports-of-Entry (POEs), and between the land borders

of the United States. The Service's border enforcement goals are clear: deter illegal

immigration and alien smuggling; apprehend terrorists, criminal and drug traffick-

ers; and facilitate the entry of bona fide immigrants and nonimmigrants through the

ports of entry.

A. Southwest Border: Control of the Southwest border, as you know, remains the

top enforcement priority for the INS. The Congress and the Administration continue

to work in providing the INS with the resources necessary to support an enforce-

ment strategy that is making a difference now and will continue to do so in the fu-

ture. This strategy has been highly successful in restoring the rule of law to the

most heavily trafficked portions of the Southwest border.

B. U.S.-Canadian Border: The INS, with the tremendous cooperation of Canadian
Inspections agencies and ^e Royal Canadian Mounted Police, is keeping a close

watch on our border to the North. Although apprehension figures of illegal entries

at the Canadian border are still small when compared to the southwest border, the

Canadian border is an alternative gateway for illegal entnr to the United States.

In 1996, illegal immigrants from 118 countries attempted illegal entry into the

United States from Canada.
C. Other U.S. Ports of Entry: As I mentioned earlier in my testimony, INS Officers

annxially inspect and admit almost 500 million persons. Of those, nearly two-thirds

are non-citizens. This number poses a significant challenge for our inspecting offi-

cers. Along our nation's borders, Inspectors daily encounter individuals attempting

to enter the United States by disguising their true identities with false documenta-

tion. However, the INS has stepped up efforts to deter immigration violators of

every type and kind at U.S. ports of entry. For instance, in 1996, INS Inspectors

identified 622,749 inadmissible aliens.

ALIEN SMUGGLING

The challenges in meeting the multi-faceted alien smuggling threat are large. We
must constantly reassess and adjust our enforcement and geographic strategies. The
INS is attacking smuggling organizations at all levels in source and transit coxm-
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tries; at out borders; and within the interior. Priority is given to targeting major
smuggling organizations that transport illegal aliens across our international bor-
ders. Investigative operations also target use of fraudulent and counterfeit travel
documents. These b<^s documents are the hallmarks of sophisticated smugglers.
An INS border enforcement efforts make it tougher to enter the United States ille-

gally, increasingly border-crossers are relying on alien smugglers. Alien smuggling
reaches far beyond our borders with Mexico and Canada—to the Caribbean, all re-

gions of the globe and deep within the interior of the United States itself. Just one
week ago today. Border Patrol Agents and maritime police intercepted a 40' yola
in waters of ^e Mona Pass between Puerto Rico and the Dominican Republic.
Among the 48 illegal ahens found aboard the boat were four Pakistanis and two Af-
ghans, who were part of an international smuggling venture.
As part of our border enforcement efforts, the INS is giving priority to locating,

arresting, and prosecuting traffickers in hiunan beings, here and abroad. Alien
smuggling is a growing, multi-bUlion dollar global business. Some authorities have
described it as "the crime of the twenty-first century." Smugglers daily move thou-
sands of illegal migrants from source countries, through transit countries, to the
North American Continent, and within the United States. The fees for j\ist one mi-
grant can range as high as $50,000—^for instance, for Chinese nationals.

Individual terrorists have been known to use established smuggling routes in
their attempts to enter the U.S. and to assist the entry of their associates. Gazi
Ibrahim ABU MEZER, the alien arrested with pipe bombs in his possession in New
York City last year, was apprehended by INS for having made several attempts at
illegal entry in the company of others along known smuggling routes in the North-
western border between Canada and the United States. Although never conclusively
established, he was suspected of involvement in alien smuggling activities by the
Royal Canadian Mounted Police.

Terrorist organizations sometimes use established crime syndicates to smuggle, or
provide fraudulent travel documents for, their leaders, members and associates.

With their infrastructure of support and financing, terrorist organizations can pur-
chase the services of the very best smugglers and Uthographers—witness the many
travel documents used by the notorious Carlos the Jackal. Terrorist group members
arrested by the INS and other law enforcement agencies in the past have revealed
that, at some point in their joxuney to the United States, smuggUng syndicates were
used, often for the purchase of counterfeit or altered passports and visas. Terrorists
use false documents to bypass the necessity of procuring a visa, and thereby avoid
overseas scrutiny of their identities, affiliations or right to enter the U.S. by State
Department consular officers. Thus, INS efforts to infiltrate and dismantle smug-
ghng syndicates within the U.S. and at our borders aids in the interdiction of terror-

ists and disruption of their efforts to enter our country whether siureptitiously or
by possession of bogiis documents.
As is true within our borders, the interdiction of terrorists can also be greatly fa-

cihtated abroad, by dismantling migrant smuggling syndicates and disrupting estab-
Ushed routes, in both source and transit countries. In June 1997, INS increased its

overseas enforcement efforts by opening 13 new offices and assigning more officers

to combat migrant trafficking by organized crime syndicates and terrorist organiza-
tions in an initiative called Operation Global Reach. In doing so, INS substantially
enhanced the number of criminal investigators and intelligence analysts posted
overseas to work on deterring migrant trafficking in source and transit countries.

Strengthening and complementing Global Reach is the Carrier Consultant Pro-
gram, mandated by Section 124 of IIRIRA. This program increases INS's overseas
effectiveness in reducing illegal migration to this country by training airline and
other carrier personnel to identify inadmissible aliens on the basis of their docu-
ments. Pursuant to statute, a minimum of 5 percent of the agency's user fee funding
(approximately $18 million) will be used for training and assistance in the detection
of fraudulent doctmients.
The early indicators are that INS's enlarged overseas presence has enhanced the

efforts of foreign governments to stop migrant trafficking within or through their

borders. For instance, on February 3, the government of Guinea, West Africa de-

tained 190 Sri Lankan nationals who arrived at the port of Conakry and were
awaiting a smuggling vessel to transport them to the United States and Canada.
On-site INS personnel, working with the Guinea government, interviewed the Sri

Lankans, who claimed to have paid between $4,000 and $15,000 in U.S. doUar
equivalency, to be smuggled from their homelemd. In a joint effort at deterring
human trafficking at the global level, the I)epartment of State, INS, and representa-
tives of the Canadian government worked to coordinate the repatriation of these in-

dividuals. By agreement with the government of Senegal, on February 10 the smug-
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gled aliens were sent to Dakar, for detention in that country pending arrangements

by the U.S. and Canada for transportation and repatriation to Sri Lanka.

Oi^anized crime syndicates and international terrorist organizations are known
to use alien smuggling operations to support and further their criminal objectives.

Alien smuggling operations run by such organizations also provide a ready source

of fiinds and result in criminal money laundering violations. These operations facili-

tate the movement of criminals and terrorists into the United States, as well as the

illegal entry of large numbers of simply undociunented aliens from a variety of dif-

ferent countries.

IMPROVED INFRASTRUCTURE

In addition to new enforcement personnel and offices overseas, in the last several

years, INS has improved its computer infrastructvire to better support the various

lookout databases we rely on to identify individuals suspected or known to have ter-

rorist ties. The Service maintains detailed records on millions of ahens. These

records have often proven invaluable to terrorist-related investigations.

A. The INS Forensic Document Laboratory (FDD: The FDL specializes in the fo-

rensic examination of travel documents, visas and other identity documents—docu-

ments that are critical to the international terrorist. The FDL maintains an expert

analytical staff with extensive liaison and cooperative arrangements with the docu-

ment-issuing authorities of foreign governments. These INS capabilities provide cru-

cial support mechanisms in the U.S. Government's counterterrorism efforts.

B. National Automated Immigration Lookout System (NAILS): An additional tool

used by the INS, which is shared with other agencies under specific conditions, is

our lookout system and its components. The INS makes a major contribution to the

federal enforcement inventory of lookout records and related information through its

National Automated Immigration Lookout System (NAILS). We create lookouts for

several categories of individuals, including nonimmigrant aliens or lawful perma-

nent residents who may be removable from the United States under provisions of

the Immigration and Nationality Act, and also for individuals who are of interest

to other agencies.

During primary inspections at U.S. POEs, officers access NAILS and other data-

bases through the Interagency Border Inspection System, or IBIS. Government
agencies contributing to IBIS share border seciirity and related law enforcement in-

formation, enabling Inspectors to access their databases through the IBIS platform.

Thus, Immigration Inspectors have instant access to a broad range of information

that can be used to identify and process individuals who may be removable from

the United States or subject to some other enforcement action by another agency.

An example of the effectiveness of this system can be seen in the case of Mousa Mo-
hammed ABU MARZOOK. MARZOOK was intercepted at JFK airport as the result

of a lookout based on his membership in, and leadership of, a terrorist organization.

In subsequent proceedings, MARZOOK entered into a stipulated agreement which

resulted in his reUnquishment of permanent residence, and exclusion and deporta-

tion from tiie United States on May 5, 1997.

C. TIPOFF: NAILS is also the repository for lookout information generated by the

State Department's TIPOFF system, maintained by the Bureau of Intelligence and
Research. TIPOFF is a classified database containing records on individuals who
have been identified as probably or definitely involved in terrorist activities by the

intelligence community. The data composing the records is assembled by member
agencies of the intelligence community, known collectively as information "propri-

etors." The INS is the lead agency for responding to TIPOFF matches at POEs
throughout the United States. Immigration Inspectors at POEs who encounter the

subject of a TIPOFF lookout first notify the INS point of contact. The INS contact,

in turn, communicates with the specific proprietor of information relating to the

subject identified in the lookout, to determine how much information that agency

is willing to share, in order to provide INS the cause required to detain and initiate

removal proceedings against the individual. The individual who is identified as a

TIPOFF "hit" is then processed in light of that assessment, or through any inde-

pendent information and caiise the officer is able to obtain from his or her own in-

spection, questioning, or search of the individual.

D. Visa Waiver Pilot Program (VWPP): The Visa Waiver PUot Program (VWPP),

which began in 1988, permits nationals from designated countries, who are not oth-

erwise inadmissible, to visit the United States for business or pleasure, for up to

90 days, without obtaining a nonimmigrant visa. Over 50 percent of the non-

immigrant visitors who enter the U.S. at air or sea ports-of-entry (POEs), apply for

admission under the VWPP. In 1996, the latest year for which statistics are pres-

ently available, over 12 million visitors entered under the VWPP.
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Eligibility criteria for a country participating in the VWPP includes low visa re-

fusal rates, machine-readable passport requirements, and reciprocity agreements for

U.S. citizens. The 26 designated VWPP countries as of September 1997 are: An-

dorra, Argentina, Australia, Austria, Belgium, Brunei, Denmark, Finland, France,

Germany, Ireland, Iceland, Italy, Japan, Liechtenstein, Luxembourg, Monaco, Neth-

erlands, New Zealand, Norway, San Marino, Slovenia, Spain, Sweden, Switzerland,

and the United Kingdom.
Since its inception, the VWPP has been a so\irce of debate because of its dual na-

ture, that of facilitation and enforcement. On the fadlitative side, the VWPP elimi-

nates the need for certain nonimmigrant visas to visit the U.S.; encourages and fa-

cilitates the entry of missions of visitors from those 26 participating countries to the

U.S. every year, thus providing significant economic benefits to the U.S. tourism

and other related industries; and it has enabled DOS to reallocate resources to other

critical areas. On the enforcement side, INS has a concern that the VWPP has con-

tributed to the general problem of document fraud encoimtered by immigration offi-

cers at U.S. POEs and in the interior of the U.S. Because this hearing is on Federal

counterterrorism efforts, my comments today focus solely on the aspects of the pro-

gram that are problematic to INS enforcement, and the singular area in which it

benefits INS enforcement.

The VWPP is advantageous to the prospective illegal entrant in the same way it

is for the legitimate VWPP traveler: entry to the U.S. can be achieved with nothing

but a vahd passport. The waiver of the visa requirement eliminates a major compo-

nent in document fraud: the need for additional alterations and/or counterfeiting of

the visa that would otherwise be placed in the passport, thereby making the fraud

more difficult, since both the visa and passport would need to be altered or counter-

feited. Absent this additional component, passports of the 26 VWPP countries have

become extremely valuable to smugglers and counterfeiters and a flourishing trade

has developed in passports of VWPP countries by non-VWPP nationals seeking ille-

gal entry into the U.S.
While I have recounted concerns that attend the VWPP, there is also a singular,

and highly effective enforcement aspect to the program as well: individuals who
enter the U.S. imder the VWPP voluntarily surrender their right to apply for most

forms of relief and to certain procedural steps, including a hearing before an immi-

gration judge, unless they request asylum. Thus, it is significantly easier to remove

illegal VWPP entrants wjfio are apprehended afterward in violation of the program's

limiting terms and conditions.

INTEWOR ENFORCEMENT

We have increased our ability to prevent illegal entry at and between POEs and

by doing so, have narrowed the window of opportunity for terrorists. At the same

time, we have also expanded our capacities to respond to the terrorists challenge

within our borders. Just as Al Capone was ultimately jailed for tax evasion and not

for any organized crime charges, INS violations help fill out the federal arsenal of

tools to combat terrorism.

Terrorist group members and their associates almost of necessity must violate

U.S. immigration and nationality laws to effect entry into—or to remain in—our

country; this is their Achilles heel. We have discussed the fact that they are smug-

gled, and they smuggle their colleagues into, the United States. But, they also mate-

rially misrepresent Aemselves in applying for visas or other benefits; they manufac-

ture and use false identity documents; they submit frivolous asylum applications;

they engage in sham marriages; and they commit a host of other immigration-relat-

ed violations.
. , ^ „^^ _„ „ .

,

A. INS Special Agents: There are at present approximately 2,000 INb bpecial

Agents nationwide who conduct investigations into the full spectrum of violations

within our jurisdiction. Their duties include matters involving anti-smuggling, alien-

related organized crime, and terrorism. Our Special Agents, by the nature of their

investigative duties, routinely interact with various communities within the United

States. We know that terrorists have many faces and come from many backgrounds.

Sadly, terrorism is an international phenomenon. It is not restricted to any nation-

ality, sex, religion, or educational level. Therefore, we develop numerous sources of

information and confidential informants in many communities, to deprive ahen ter-

rorist, whenever and wherever possible, with the opportunity to seek cover in these

otherwise lay-abiding communities.
.

INS Special Agents, working closely with the FBI and other agencies, serve the

national security by proactively investigating and targeting known terrorists, terror-

ist organization leaders, members, and associates. Criminal and administrative

prosecutions for immigration violations are highly effective tools to penetrate and
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disrupt their organizations. When we target these individuals, we concurrentiy

gather an abundance of intelligence information that can make a positive impact in

subsequent investigations and which supports the efforts of other agencies within

the Federal intelligence community.
I would like to give the subcommittee a few examples:

Just one month ago, after being confronted with his membership in a Department

of State-designated terrorist organization during an appUcation for INS benefits, a

member of the Mujahedeen-e-Khalq departed the United States rather than face de-

tention and removal proceedings.

About six weeks ago, an East European hijacker who had entered the U.S. by first

concealing, and then misrepresenting, his conviction for air piracy accepted an order

of deportation and was removed to his country of nationality.

In August of last year, two brothers believed to be members of a proscribed terror-

ist organization were arrested by INS agents and charged with criminal violations

for engaging in marriage ft^ud to obtain their "green cards." Their cases are still

pending wiui the United States District Court.

Attadied as an appendix to his testimony for the record, I have provided the Sub-

committee with additional selected highlights of recent cases conducted by the INS.

B. Joint Terrorism Task Forces (JTTFs): The Federal government recognizes that

the most effective means in combating terrorism within the United States is

through a multi-agency approach, drawing on the investigative expertise and au-

thorities of a host of law enforcement agencies in addition to the FBI. INS Special

Agents working with the FBI's Joint Terrorism Task Forces (JTTFs) have played

a significant role in recent terrorist investigation nationwide. As a part of Fiscal

Year 1997 enhancements, INS deployed 24 full-time Special Agents and 7 support

Positions to the JTTFs. Others join in investigative activities on a case-by-case

asis. INS has also requested 15 additional Special Agents and another support po-

sition in the Fiscal Year 1999 budget.

C. Other Liaison: The INS has also assigned three Special Agents and an Intel-

ligence Analyst full-time to FBI Headquarters' International Terrorism Operations

Section. Two additional INS Special Agents are assigned full-time to the CIA's

Coimterterrorism Center. The Service has requested 15 more Special Agents and
one support position for assignment to JTTFs for Fiscal Year 1999.

OTHER TOOLS, CAPABILITIES AND OPPORTUNITIES

A. New Laws: The AEDPA and IIRIRA substantially enhanced the statutory au-

thority of INS to target aliens supporting or directly involved in terrorist activities.

For example, the alien smuggling statute specifically prohibits aiding and abetting,

or conspiring to assist, alien terrorists or subversives to enter the United States and
contains a penalty of 10 yesirs imprisonment. Also enhanced to a 20-year minimum
sentence, is the penalty for passport and visa fraud violations if committed in con-

junction with, or in support of, a terrorist activity.

Also, by making certain violations of immigration law predicates for racketering

charges, for real property forfeiture, for electronic interception, and for upward revi-

sion of federal sentencing guidelines, these 1996 statues greatiy enhanced the INS
law enforcement officers' ability and authority to contribute to the national

counterterrorism effort. The new law has amended the Federal Government's au-

thority to intercept wire, oral or electronic commimications, to now include felony

violations of false identification docvunents, false statements in passport applica-

tions, fi-aud and misuse of visas, permits, and other documents, and alien smug-
gling. This tool is one of the most effective and valuable investigative techniques uti-

lized in both criminal and national security investigative matters. By amending the

wiretap statute to include tiiese violations. Congress has recognized the magnitude

and complexity of criminal alien smuggling and fraudulent dociunent organizations.

Finally, the AEDPA and IIRIRA enJhianced the removal provisions of the INA. The
AEDPA created the Alien Terrorist Removal Court in which the government may
use classified information in camera and ex petrte to prove that an alien is deport-

able under the terrorist charge.

In addition, on October 8, 1997, the Secretary of State designated 30 organiza-

tions as foreign "terrorist organizations" under section 219 of the INA. This designa-

tion now allows the INS to deny admission to all "representatives" and certain

"members" of these organizations.

B. CIPRIS: Section 641 of the Illegal Immigration Reform and Immigrant Respon-

sibility Act of 1996 (IIRIRA) requires that the Attorney General, in consultation

with the Secretary of State and the Secretary of Education, design and conduct a

program for the collection of certain specified information from students and ex-

change visitors. Not later than January 1, 2002, the Attorney General must provide
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to the Committee on the Judiciary of the Senate and the House of Representatives
a report on the operations of the program and the feasibility of expansion to cover
the nationals of ml countries in the United States on the F, M, or J visas. Finally,

section 641 of IIRIRA calls for completion of the expansion of the student informa-
tion tracking progrsun no later than one year after the report is submitted to the
Congress.
By notice published in the Federal Register on January 17, 1997, the Service so-

licited participants for a pilot program to redesign and improve collection and re-

porting of information regarding foreign students and exchange visitors. The pilot,

known as CIPRIS (Coordinated Interagency Psirtnership Regulating Students (and
Scholars)) implements the re<niirements of section 641.
The Service selected 22 scnools or institutions as CIPRIS participants and the

pilot was launched for the 1997-1998 academic year. The Service designed CIPRIS
in partnership with the United Stetes Information Agency (USIA), the Department
of State (State), and the Department of Education to test the electronic collection

and transmission of date between a pilot school and the Federal government. Stete,

through its consular function, issues visas to qualified foreign students and ex-

change visitors and the USIA administers the J cultural exchange visitor program,
including students and scholars using the J visa. Aliens classified for nonimmigrant
visas imder section 101(aX15XF), (M), or (J) of the Immigration and Nationality Act
and in attendance at the 22 pilot schools constitute the CIPRIS test population.

Through CIPRIS, the Service is testing the transmission via the INTERNET of
information concerning foreign students from the schools to the INS date base.

CIPRIS envisions access to this date base by Stete and the USIA. The Service seeks
to reduce the reporting biirden for schools, improve the timehness and accuracy of
the information, and replace manual history nles on foreign studente and schools

with electronic files.

Although the preliminary feedback fi:x)m the CIPRIS pilot has been favorable, it

is important to note that the present pilot system is not fully deployable. Rather,
INS officials view it as a working modvile estebUshed to vaUdate the concept. To
that end, the INS is committed to completing a thorough and independent evalua-
tion of the CIPRIS pilot project as we examine solutions that are appropriate for

deployment nationwide.

CHALLENGES

A. Database Integrity: One area where we need improvement is in the quality and
timeliness of the information we enter into these critical datebases. We are sensitive

to the concerns expressed by Congress and others, particularly in two areas:

With regard to our oversight and control responsibilities toward the entry and
stey in the U.S. of individuaik fix>m countries designated as stete sponsors or sup-

porters of terrorism; and.
With regard to nonimmigrants who come to the U.S. to study or engage in en-

deavors that involve sensitive technologies.

The experience the INS has gained in implementing quahty assurance procedures
for other programs and systems will be useful in improving the information we
gather ana input fit)m visitors and visa holders.

B. Information-sharing agreements: Existing information exchange protocols need
to be strengthened between INS and agencies in possession of information relating

to foreign terrorists.

1. To enhance the reUability of information within our datebases;
2. To ensure that the INS possesses the evidence necessary to sustain charges

against alien terrorists based on other agency information; and,
3. To avoid—through either inadvertence of lack of knowledge—granting entry to

or bestowing benefite upon alien terroriste.

CASEWORK STATISTICS

It is difiicult to provide comprehensive statistics on the number of known or sus-

pected terrorists under investigation, under proceedings, or removed from the

United Stetes, because there is no datebase or system that tracks solely those aliens

who have been identified as being involved with terrorist activity. Instead, the INS
must look to several indices that track by section of law charged, as weU as to inter-

nal tracking systems.
However, these figures do not tell the whole story, and are in fact an undercount,

simply because it is often necessary to charge known terrorists with other, non-ter-

rorist violations of the immigration laws. Charging aliens as terroriste requires a
substential amount of proof, and the evidence is often classified. With the exception

of the Ahen Terrorist Removal Court, the INA precludes using classified evidence
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to prove the deportation charge; we are only able to present classified information

to oppose discretionary relief, or to oppose withholding of deportation. Thus, when
other violations are available and provable without classified evidence, the INS gen-

erally charges individuals witii those violations instead. In the past two years, the

INS has presented classified evidence to oppose applications for relief in approxi-

mately 25 cases. WitJi the above caveats in mind, our statistical system reflects that

from Fiscal Year 1995 through the first quarter of Fiscal Year 1998, the INS has
removed 98 ahens on security and related charges:

Number of
Section ofLaw Removals

212(aX3XAXii)—Excluded 5

212(aX3XAXii)—Deported 3
212(aX3XBXIXI)—Excluded 1

212(aX3XAXii)—Deported 1

2 12(aX3XBXiiXn>—Excluded 2
237(aX4XB)—Removed 2
241(aX4XAXI)—Deported 8
241(aX4XAXii)—Deported 22
24l(aX4XAXiii)—Deported 2
241(aX4XB)—Deported 52

Total 98

Because the INS does not have a method of tracking aliens involved in terrorist

activity but who are charged under other provisions of law, we cannot provide you
with the figure. Anecdotal information confirms that the INS has removed twelve
terrorists in addition to those described in the table above. Furthermore, there are

approximately 48 cases currently pending.

CONCLUSION

Mr. Chairman and Members of the Subcommittee, to recap: the experts make
clear that terrorism will continue to be a threat to the safety and security to the

United States, both domesticedly and on the international scene, for the foreseeable

future.

As INS has shown, we have come a long way in increasing and honing our
counterterrorism efforts in cooperation with, and as a partner of, the other Federal
agencies. But, we also acknowledge that we need to improve our infrastructure in

order to overcome the challenges facing oiu- counterterrorism efforts. Thank you for

the opportunity to have shared with you oxu- role in this important area.

I \^all do my best to resix)nd to any questions you may have regarding the endeav-
ors of the Immigration and Naturalization Service in the Federal government's
coimterterrorism effort.

Senator Kyl. Thank you very much, Mr. Cadman. That is an ex-

cellent report, and there are so many questions the two of us here
want to ask you, but we will move on here to our third and final

member of tMs panel, Richard Rohde, Deputy Assistant Director of

the U.S. Secret Service. Mr. Rohde's office is responsible for inves-

tigating financial crimes, including bank fraud, credit card fraud,

telecommunications and computer fraud, and the counterfeiting of

U.S. obligations. He will discuss some of the criminal fundraising

activities exploited by individuals affiliated with foreign terrorist

organization.
Mr. Rohde, welcome.

STATEMENT OF RICHARD A. ROHDE
Mr. Rohde . Good morning, Mr. Chairman. I would like to thank

you. Senator Feinstein, and the other members of the committee
and your staffs for providing this forum to us. We at the Secret

Service approach the issue of terrorism from two angles: First, as

part of our protective mission, we are intimately involved in pre-

venting terrorist attacks; second, as part of our traditional role in
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law enforcement, we become involved in investigating terrorism
when it involves financial, telecommunications, or computer crimes.

I hope my testimony today will give this subcommittee and the
public at large a new perspective on the interrelationship between
financial crimes and terrorism and, as a result, provide a better un-
derstanding of the Secret Service's contribution to the fight against
terrorism through our investigative mission.
Throughout its history, the Secret Service has been tasked with

maintaining the integrity of the U.S. financial systems. Payment
systems have evolved to incorporate new technologies such as plas-

tic and electronic pa)rment systems. As a result, these payment sys-

tems have become much more global in nature, resulting in the Se-
cret Service expanding its expertise in the area of financial crimes
investigations. Today the Secret Service is respected throughout
the world for its expertise in the investigation of these types of
crimes.
Much of our success in the investigation of financial crimes is di-

rectly attributable to our partnership approach to investigations.

The Secret Service has been and continues to be an advocate for

developing and maintaining partnerships with the worldwide finan-
cial and law enforcement communities. We believe these partner-
ships are the most effective tool in safeguarding the world's fman-
ciaf systems against organized attacks.

The success of these partnerships can best be illustrated by the
following examples:

Recently, the Secret Service was called upon by the Immigration
and Naturalization Service to assist in the investigation of two
Middle Eastern men attempting to enter the United States. During
a search of the suspects' vehicle, counterfeit credit cards, counter-
feit resident alien cards, and narcotics were found. When a third

suspect was located and arrested, two counterfeit credit cards and
one counterfeit driver's license were found in his possession.

Subsequent investigation determined that the account numbers
embossed on the counterfeit cards were issued by a credit card
issuer located in Brazil. Credit card investigators, working closely

with our agents from our Miami field office, have learned that an
organized group of Lebanese nationals are responsible for counter-

feiting these credit cards. Sources close to the investigation have
indicated that this group is affiliated with a Middle Eastern terror-

ist organization.

Furthermore, an inquiry with our own Intelligence Division re-

vealed that the suspects detained by INS are "of record" as having
ties to a Middle Eastern terrorist organization.

Losses to date from the misuse of these credit cards are in excess
of $17 million. The investigation into the source of the counterfeit

card manufacturing plant continues.
Another noteworthy investigation occurred when the Secret Serv-

ice was contacted with information pertaining to a credit card
fraud scheme being perpetrated by a group of Middle Easterns with
affiliations to known Middle Eastern terrorist groups.
This type of scheme in question is often referred to as the regula-

tion Z fraud, or booster check/bust out scheme. Because of our ex-

pertise in these t3T)es of investigations, we were asked for our as-

sistance. In addition, due to the variety and sophistication of the
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criminal activities of the group, it was decided that the best ap-

proach for a successful investigation would be to create a task

force. This task force ultimately involved many Federal agencies,

as well as members of the financial community.
The investigation revealed that a group of Middle Easterners or-

ganized into cells located throughout the United States had applied

for and received numerous credit cards. Some members had re-

ceived in excess of 40 credit cards. These card holders systemati-

cally boosted the credit limits to the maximum amount available.

Once they established their portfolio of unsecured credit card debt,

they submitted worthless checks as payment for these accounts in

advance of the purchases being made. In most cases, these checks

were in amounts exceeding the card holder's credit limit, and in

some instances twice that amount.
The check amounts were posted to the accounts prior to the

checks clearing the bank. This resulted from the banks' misinter-

pretation of regulation Z. Regulation Z is a banking regulation

which states:

A creditor shall credit a payment to the consiuner's account as of the date of re-

ceipt, except when a delay in crediting does not result in a finance or other charge.

Criminals exploiting the banks' misinterpretation of this regula-

tion has subsequently given rise to the term regulation Z fraud.

Before the checks were returned as worthless, the card holders

purchased merchandise and/or obtained cash advances up to and in

most cases in excess of the limit on the accounts, thereby busting

out of the accounts.
The individuals in these cells have been identified as operating

and traveling throughout the United States as well as the Middle
East. To date, 31 suspects have been identified. Several defendants
have been convicted. Additional defendants have fled the United
States and are currentlv international fugitives. Efforts to locate

and arrest these individuals continue. Losses to financial institu-

tions have been in excess of $4.5 million.

Since 1991, fraudulent activity on telecommunications systems
has grown significantly in all types of activity, including stolen ac-

count numbers, subscriber fraud, and wireless cloning fraud. Re-

flecting this growth, the Secret Service has doubled the number of

arrests brought for Federal prosecution for these violations every

year since 1991.
The ability to obtain anonymous phone service has become both

an asset to the criminal and an obstacle to law enforcement. In our

experience, the suspects under investigation for the fraudulent use

of telecommunications systems are rarely committing this crime ex-

clusively. Numerous investigations were initiated as significant

fraud investigations and evolved into multiagency investigations

involving narcotics trgifficking, weapons dealing, and violent crimes

in which fraudulent access to telecommunications systems facili-

tated the activity.

One example of this type of activity is the investigation of a call-

sell operation in the southeastern area of the United States. The
term call-sell is derived from an organized effort by suspects to sell

long-distance telephone access to callers using fraudulently ob-

tained service. These operations typically are used to complete calls

to and from international locations. In the case from the southeast-
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em area, tracing of international calls placed with cloned cellular

telephones to locations in the Middle East led to the arrest of two
individuals. These individuals were identified as the subjects of a
national security investigation. This case illustrates the relation-

ship between crimes typically referred to as white-collar and other
types of criminal activity. The ability of criminal enterprises to uti-

lize the proceeds of fraud schemes to further other crimes cannot
be overestimated. It is virtually impossible for all law enforcement
to completely identify the motives of a criminal at the outset of an
investigation. Law enforcement must continue to utilize its special-

ized expertise, coupled with a strong cooperative effort to maximize
its effectiveness.

The Secret Service is currently in the midst of a major inter-

national training initiative in which we are training and interact-

ing with industry and other law enforcement agencies regEirding

the global implications of financial systems and telecommuni-
cations infrastructure vulnerabilities. Our strategy is to know the
participants and their current concerns, understand the technology,

and recognize appropriate areas for input.

As the Secret Service continues to investigate financial crimes, it

has become evident that organized criminal groups are utilizing

numerous systemic weaknesses in the global financial system to

underwrite an array of criminal activities.

Although the Secret Service is not tasked with the direct inves-

tigation of terrorism, the constant intermingling of these criminal
activities demands that the Secret Service continue to play an im-
portant role in the fight against those financing terrorism through
financial crimes. As stated previously, the Secret Service will al-

ways advocate and practice its partnership approach in its role as
the vanguard of the American economy.
This concludes my prepared remarks, Mr. Chairman. I would

welcome any questions that you or Ms. Feinstein might have.
Thank you.

Senator Kyl. Thank you, Mr. Rohde. I might note that legisla-

tion which I have introduced and which has come out of this sub-
committee relating to cellular phone cloning and enhancing the
ability to prosecute that crime I think should very quickly be now
passed out of both Houses and sent to the President. That will help
at least in one of these areas, I know.

Well, again, we have so many questions to ask, and this hearing
was supposed to be concluded by noon, and yet we have one whole
panel yet to go. So we will try to get through as quickly as we can,

and perhaps have to submit some questions in writing to you.

Mr. Watson, let me begin with you. Perhaps you heard the testi-

mony in the first panel relating to the fact that in the case of the
coconspirator of Ramzi Yousef, Ajaj, who had the material taken
from ham upon his detention, that apparently no one had bothered
to continue to investigate Ajaj or to translate his phone calls, not-

withstanding the fact that apparently the FBI was aware that the
manuals related to bomb-making.
What would be the explanation for that? What is FBI policy? And

can you enlighten us further on that general problem?
Mr. Watson. I will do the best I can with that. Senator. The re-

sponse should be that, regardless of who is arrested or under what



61

circumstances, that should have tripped a trip wire where obvi-

ously this individual has manuals, something other than coming to

see Disney World, for instance. The FBI should have and probably
did look at that and probably were notified at some pjoint in time
that this was in the process of going on.

In the future, the individual that came over across from Canada
to Washington that disappeared, in hindsight, looking back over

that process, that individual left from Washington. We did a fairly

extensive job of tracking him through Chicago, down to North
Carolina, and then back up to Brookl}^!. But that was after the

fact. So certainly in this particular case, it probably should have
been a little more aggressive in what this activity was and studied

that book and looked closer at it.

Senator Kyl, In terms of lessons learned, could you indicate that

that little chapter has been shared with all of the appropriate law
enforcement officials, not just FBI, and presumably that at

least

Mr. Watson. Certainly we go through that process. Senator, in

the training phase.
Senator Kyl. I think that is very important.
Moving now to Mr. Cadman, mention was just made of tracking

across the Canadian border. Your testimony was replete with in-

stances and very distressing statistics about—in fact, you say the
Canadian border is an alternative gateway for illegal entry into the
United States. You talked about the number. In 1996, INS inspec-

tors identified 622,749 inadmissible aliens, not all of whom came
across the Csinadian border, but many at the Canadian border, and
other specific instances there. And yet we have suggestions by
some in the Congress that the entry/exit system, which is designed
to at least tighten down a little bit on both of our borders, that

those provisions that were so carefully crafted to try to deal with
this problem, now be repealed because it is inconvenient for shop-

pers and people that have jobs on both sides of the border.

Coming from a border State, both Senator Feinstein and I are

very much aware of the need to enhance commerce, of the need to

facilitate travel for family and other purposes, recreational pur-

poses, but at the same time ensure that our borders are as secure

as we can possibly make them, not only from illegal contraband
coming in, like drugs, for example, but also illegal aliens and, in

particular, people that might be engaged in terrorist activities.

What kind of comments would you have with respect to those ef-

forts to now relax these laws, and specifically the concerns that we
have with regard to the Canadian border, understanding, of course,

that Canada is undoubtedly the closest country in the world to the

United States and we fully appreciate the efforts of the Canadisin

Government, and none of these comments is meant to disparage

our close cooperation with our Canadian neighbors?

Mr. Cadman. I would have to be very careful in my comments
about the question, and I know that there has been a great deal

of debate, at least in some measure because the Canadians have
expressed a great deal of distress over this issue.

I am not at the policymaker level, do not purport to be. I think

one of the things that must be considered is the issue of reciprocity,

and certainly the Canadians £ire concerned that if people who are

51-593 98-3
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attempting entry into the United States through the ports, not be-

tween the ports, illegally across the border, are going to be sub-

jected in the minds both going and coming to some additional form
of scrutiny, that they feel that there may be the possibility that

they need to examine their structures.

But I don't think anyone in INS would disagree that we need,
through whatever mechanism, to have a better and more timely
method of not only recording the data of entries but of being able

to verify an individual's departure.
Again, I am not a polic3anaker and would not comment on the

specifics of section 110. That would not be my place. I would cer-

tainly welcome submitting to the subcommittee the policy of my
agency hereafter.

Senator Kyl. Well, I appreciate that. Just one of the cases, for

example, is the Abu Mezer case, pipe bombs, arrested in New York
City, and apparently made several attempts to illegally enter the
country in the company of others along known smuggling routes in

the northwestern border between Canada and the United States.

Mr. Cadman. That was an unfortunate case that certainly evi-

dences Murphy's law. Every time that we are aware of that he en-

tered illegaUy, we effected his arrest. Unfortunately, the last time
that he was arrested and presented to an immigration judge, the

bond that had initially been assessed against him by the INS Di-

rector was lowered by the immigration judge, and the man was re-

leased on bond, and it was thereafter during the course of the im-
migration proceeding that his attorney of record addressed the
court and said the man has left.

Now, unfortunately, that proved later not to be at all the case.

But given the nature of the man's surreptitious entry to begin with,

I am not sure even in that context that the departure would have
married against an entry within the context of section 1 10 because
there was no lawful entry. He had penetrated the border illegally

across what appears both to the Canadians and us to be a well-

traveled smuggling route.

Senator Kyl. My time on this round is done, but also the case
of Ramzi Yousef is distressing because he was released on his own
recognizance, and it may suggest the need for us to tighten down
somewhat on the release procedures when we know that someone
has used improper activities to either gain or retain entry and
presence in the United States.

Mr. Cadman. Well, certainly one area that has helped us is the

expedited removal proceedings that have assisted us in being able

to crackdown on out of port of entry when an individual arrives,

and even if they claim at that juncture, if they claim asylum, for

us to be in a better position to make an assessment of the bona
fides of that claim and keep them in custody while that further de-

termination is made. So, hopefully, in that instance, we never say
never, but we are much better prepared than we have been in the

past because of the new legislation.

Senator Kyl. Excellent point. Thank you.
Senator Feinstein.
Senator FEINSTEIN. Thank you very much, Mr. Chairman.
Mr. Cadman, please don't worry about the fact that you are not

a policymaker. I think, you know, what works on the streets is
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really what is important rather than what is politically correct in

a lot of this. And I am one that has become very, very concerned
with what I see as political agendas driving a lot of these things,

and in the course of which we see enormous loopholes developing

through which fanatical terrorists can certainly move.
Could you tell me this? You mentioned in your testimony, was

it in the last two years that 98 terrorists were removed on other

charges? And then you added 12, and you said there are 48 cases

pending. My question to you is: Could you tell me what is working,

you know, how they are being picked up? Just use this 150 or so

cases.

Mr. Cadman. Well, there are a mixture of ways that it is happen-
ing. At the ports of entry, we are using our automated lookout sys-

tem, which has, as I mentioned, one component, the TIPOFF sys-

tem, so that when an individual arrives at a port of entry who is

within our lookout system or within TIPOFF, which feeds our look-

out system, that is an alert to our inspectors to put the individual

into secondary.
One of the difficulties we sometimes have with the TIPOFF sys-

tem is that an intelligence agency will put the individual into TIP-
OFF as a suspected or known terrorist, but may thereafter be re-

luctant to provide us the classified evidence to establish the charge,

which leaves our inspectors in the position of trjdng to establish a
secondary charge within the course of their interview interrogation

of the individual at the port.

Senator Feinstein. Stop right there. Why are they reluctant to

give you the data?
Mr. Cadman. It has happened in the past that they have not un-

derstood completely the nature of immigration hearings, and they
have a very keen interest in ensuring that that data not be com-
promised. They are particularly concerned where sources and
methods of intelligence collection are concerned, and I think it is

a legitimate concern. But I think that the fact that we have pre-

sented 98 cases since 1995 shows that we have made a great deal

of progress in establishing the parameters under which we can
safeguard evidence or find alternative ways to charge people and
still get them out of the country.

Senator FEINSTEIN. Again, from the perspective of the streets,

are there any suggestions that you would have as to how INS' abil-

ity to arrest suspected terrorists at the border might be increased?

Mr. Cadman. Well, I can't emphasize enough the information ex-

change, the sharing of information. Part of our job is to educate
other agencies as to the nature of our proceedings, what evidence

means in the immigration hearing context, so that they feel com-
fortable providing evidence to us that for them does implicate

sources and methods and be assured that we can safeguard that

evidence and still present our cases. And I know, frankly, that

there has been a great deal of discussion in the media and else-

where about the use of secret evidence.

We are very, very sensitive ourselves to that issue. We use that

only as a court of last resort, if you will pardon a bad pun. We have
only used classified evidence, to our knowledge, in about 30 cases

in the last couple of years, and in all of those other cases, we have
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managed to find alternative methods of presenting the individuals

before immigration judges for removal.

Senator Feinstein. What were the most common things that led

you to pick up these 150 people?

Mr. Cadman. Some of them, in some instances it was, in fact, the

result of a tip or a lead from another agency sa5dng you need to

take a look at

Senator Feinstein. That is the most prevalent thing?

Mr. Cadman. That is quite frequent.

Senator Feinstein. In other words, you are waiting for them to

cross?

Mr. Cadman. And in other instances, we arrest someone in the

interior of the United States, something triggers the agent who has
made the arrest to say, I need to find out a little more about this

individual, and then initiate contact with the FBI and other law
enforcement and intelligence agencies, and they come back and
confirm to us, well, something isn't quite right here.

Mr. Watson. Senator, could I just comment on that?

Senator Feinstein. Certainly.

Mr. Watson. Some of those cases involve members of terrorist

organizations in the United States. We look at those very aggres-

sively. If we have a person identified in Boston that we feel has
some terrorist connection that we cannot prove that it is that spe-

cific act or he is about to do a bombing or has done a bombing in

the past, but we want to get him out of the country, we very ag-

gressively pursue that individual on what other criminal violations

he might be participating in, be it health care fraud, be it mail

fraud, stolen, bootlegged blue jeans, whatever, to get a criminal

process against that individual at which we have a conviction, we
refer it to INS, and out, hopefully, the individual goes.

Senator Feinstein. While you are spesJdng, Mr. Watson, let me
ask you a—Mr. Cadman, excuse me. How did Sheik Rahman get

his green card?
Mr. Cadman. I don't know the answer to that question.

Senator Feinstein. OK Mr. Watson, there were several law en-

forcement tools that the President requested in the terrorism bill

which were dropped out of the bill. Among these were the

multipoint wiretaps, the emergency wiretap authority in certain

circumstances, and making terrorism crimes RICO predicates.

Do you believe these would be helpful? Should this committee
make an effort to pursue it? Or is this something the FBI doesn't

really feel they need?
Mr. Watson. I think in the area of encryption obviously that is

very important to us. I think in the area of roving wiretaps that

is also a very important issue to us. A RICO predicate on terrorism

matters is also a very good law enforcement tool. We are very much
interested in those techniques. We are always interested in obtain-

ing additional techniques that we can apply in our fight on
counterterrorism.

So the answer to your question is we would welcome any addi-

tional law enforcement techniques, particularly those areas that

you mentioned.
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Senator Feinstein. I would think the RICO predicate would
come in handy, too, where a lot of these groups are actively fund-
raising in the United States and have inroads into businesses.

Mr. Watson. Obviously you are aware of the RICO. Certainly
that is a correct statement.
Senator Feinstein. Could I ask a question? Would you, Mr.

Cadman, be willing to tell us a little bit about your progress on the

student tracking system?
Mr. Cadman. Yes. You are, I believe, probably making specific

reference to the CIPRIS project, C-I-P-R-I-S. That is the acronym
that has been developed for the system. This was a system devel-

oped pursuant to section 641 of the Illegal Immigration Reform and
Immigrant Control Act.

It involves 22 different universities in the southeastern part of

the United States that have agreed to participate with INS to es-

tablish a near-real-time tracking system for the foreign student
population within the universe of those 22 universities. It involves

a novel concept in that it uses the Internet. The universities feed

the data on these students to the INS through the Internet. INS
is then able to extract the data and feed it into its own repository.

The advantage is that it is close to real time in nature, and data
that we would not ordinarily be able to get readily, such as if a stu-

dent has dropped the requisite number of courses or is now chang-
ing his or her major, is available in that system.
Senator Feinstein. Please point that out. I mean, I don't want

anybody to think that there is some kind of great witx^h hunt going
on for students, because that is not the case.

Mr. Cadman. There is a great deal of benefit to the universities

ultimately in such a system as well because it assists them up
front. Frankly, however, for these 22, there is a burden because
they are functionally canying out two different systems at the mo-
ment. They are maintaining the CIPRIS system and manual paper
files, double tracking, so that is part of the process of seeing how
good the system works.
The benefit is we are using the Internet. The downside is we are

using the Internet. There are very serious questions that arise

when one is using the Internet to feed a Grovemment system. The
Internet is replete with crackpots. Anyone can get access to it, and
one of the reasons INS has been very careful, along with the con-

tractors in this project, is to be sure that our firewall between what
they feed and what we take out is sufficient that no one else can
use that as a worm hole into our system and attack that database
or other more established databases. That is, of course, a very, very

serious issue for INS to confront.

The question, I think, as to INS' stance on CIPRIS is have we
ceased funding. INS at this juncture has not ceased funding for

maintenance of the project through July of this year. INS has, how-
ever—the seed money that was put up front was not enough to con-

tinue further development, expansion—translate expansion here

—

or, frankly, even enough to do the evaluation. However, there has

been an internal scrub, I am told, as of Friday, there has been an
internal scrub of INS' information resource management moneys to

find the funds necessary to have the contractor and the internal

INS personnel do a very exhaustive, in-depth analysis of that
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project, after which the decision will be made whether or not this

comports with the requirements of section 641.

If it does and it can be expanded, it would be a wonderful thing.

We acknowledge our shortfalls in our ability to track students right

now. Part of that problem is that the present system requires feed-

ing huge amounts of pieces of paper to a contractor for data input,

and so they have the equivalent of a huge boiler room of people
data-inputting. That not only causes to some extent kejdng errors,

but it also causes a problem of timeliness in getting the data into

our present system. And that, to the extent that it impedes INS'
capacities or the capacity of other agencies to see who is here under
student visas, it is a problem.
Senator Feinstein. One last question. Senator Kyi asked you

about the Visa Waiver Pilot Project. Of the terrorists that you elu-

cidated in your remarks, were any of them part of the Visa Waiver
Pilot Program?
Mr. Cadman. I believe—I could not tell you that the program has

not been used for that purpose, and I think we have been pret-

ty
Senator Feinstein. Is the answer yes?
Mr. Cadman. Yes. But in fairness, I want to say that we are

aware that there are impediments to the full functioning of VWPP
as it was envisioned. Part of that is the issuance process used by
other governments in their passports and travel documents, bring-

ing them up to a U.S.-machine readable type of standard. And one
of the things that has been done, in part because of amending leg-

islation, is that the Attorney General has taken a role in this proc-

ess and has directed the establishment of an interagency working
group that is under the direction of the EONS, the Executive Office

for National Security, within DOJ. And they are taking all of these

concerns very, very, very seriously.

So I want certainly to leave you with the understanding that

Main Justice and INS are aware of some of the project's short-

comings. We have not advocated that it be stopped, but we have
certainly advocated that it be frozen in place pending the results

of this interagency working group and that there be better methods
of collection of data about the individuzJs who have come in under
the program.
Senator Feinstein. When should that study be completed? When

could we expect it?

Mr. Cadman. I don't know. Senator, but we will find out the an-

swer for you.
Senator FEINSTEIN. Thank you.

Senator Kyl. Great. Thank you.

Senator Feinstein, I am going to break my own rule here, be-

cause we have got to go to the next panel, but I do want to ask
Mr. Watson one final question.

On February 23, we received a memorandum from the CIA
Counterterrorism Center regarding the fatwas or religious rulings

by militant Islamic groups against the United States. Let me just

read three paragraphs of that memorandum and ask your response
to it:

The coalition of Islamic groups in London and terrorist financer Usama Bin Ladin
have issued separate fatwas, or religious rulings, calling for attacks on U.S. persons
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and interests worldwide and on those U.S. allies. Although referencing the current

confrontation with Iraq, both fatwas called for attacks to continue until U.S. forces

"retreat" from Saudi Arabia and Jerusalem. The fatwa from the group in London
also calls for attacks until sanctions on Iraq are lifted.

These fatwas are the first from these groups that explicitly justify attacks on
American civilians anywhere in the world. Both groups have hinted in the past that

civilians are legitimate targets, but this is the first rehgious ruling sanctifying such
attacks.

While the religious clerics who issued these rulings are not named, the two groups
consider the fatwas to be legitimate. The group in London made reference to

unnamed rehgious authorities in Lebanon, Jordan, and Palestine.

Are we in a period of heightened risk? Should Americans be con-

cerned about these threats?
Mr. Watson. Certainly Americans should be concerned about

these threats as it relates to—^you referred to it. The FBI has a
criminal investigation going forward on Mr. Bin Ladin, so I would
like to hold those comments in abeyance.
The fatwa is certainly an issue. We know the Iranians have

issued fatwas, Salman Rushdie, for instance. This is not an uncom-
mon t3T)e of occurrence, that they will continue, and we do see,

working with our counterparts at the agency, increased threats to-

WEird American targets, not only military but soft targets around
the world, U.S. businesses, businessmen, -women, tourists, and tar-

gets of that nature.
I think this is a trend. Obviously those terrorist organizations

want the United States out of Saudi Arabia and out of the Middle
East. If they had their preference, especially the clerics would issue

a fatwa to that effect. It does not surprise me at all.

Senator Kyl. Thank you very much, Mr. Watson, Mr. Cadman,
Mr. Rohde. We very much appreciate your testimony. We will be
submitting some additional questions to you for a response on the

record.

Thank you.
Senator Kyl. Now we will, as this panel is exiting, turn to our

third and final panel: Benjamin Jacobson, Omar Ashmawy, and
Steve Emerson.
As our final panelists are taking a seat at the table, let me intro-

duce them. Our last panel today will provide with an in-depth look

at the growth of extremist Islamic terrorist infrastructures and
criminal enterprises in the United States and the threat that this

growth poses to the moderate Muslim community and America.
Mr. Jacobson, our first witness on this last panel, is testifying be-

fore us today in his capacity as a private consultant hired in 1988
by the largest coupon processor in the United States to ferret out

the sources of supermarket coupon fraud. This fraud was costing

the industry millions of dollars by its own estimate and thought to

be affiliated with foreign terrorists. While investigating this case

over the course of the next 6 years, Mr. Jacobson discovered that

lucrative networks of coupon fraud artists existed, some of whom
were indeed affiliated with terrorist groups and engaged in other

forms of criminal activity. One of the individuals identified in this

scam is now serving 240 years for his role in the World Trade Cen-
ter conspiracy.
Mr. Jacobson is a former New York City Police Department de-

tective who served as the director of security for Philip Morris
Companies and Bankers Trust prior to starting his own consulting
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business. And as I introduce each of the three of you, let me again

say that I am very, very sorry that our time is so constrained, but

this panel will have to consume no more than about 20 to 25 min-

utes at the absolute maximum. So, I apologize for restricting your

testimony, but please be aware of those constraints as we begin.

[The memorandum about fatwas or religious ruUngs follows:]
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UNCLASSIFIED

23 February 1998

SUBJECT: Fatwas or Religious Rulings by Militant Islamic Groups Against the

United States

1 This memorandum responds to your request for information about the recent

fetwas issued by militant Islamic groups calling for attacks against the United States

2. A coalition of Islamic groups in London and terrorist financier Usama Bin

Ladin have issued separate fatwas, or religious rulings, calling for attacks on US persons

and mterests worldwide, and on those ofUS allies. Although referencing the cunent

confrontation with Iraq, both fatwas call for attacks to continue until US forces "retreat"

from Saudi Arabia and Jerusalem. The fatwa from the groups in London also calls for

attacks until sanctions on Iraq are lifted.

3. These fatwas are the first from these groups that explicitly justify attacks on

American civilians anywhere in the world. Both groups have hinted in the past that

civilians are legitimate targets, but this the first religious ruling sanctifying such attacks.

4. While the religious clerics who issued these rulings are not named, the two

groups consider the fatwas to be legitimate. The group in London made reference to

unnamed religious authorities in Lebanon, Jordan, and "Palestine
"

Attachment

Text of Fatwa by Usama Bm Ladin' s Organization

Thb raoBonaduiB ww prepared by Cynthia Storcr. DCI Couatcrterrarift Center. It wat coordlaated within the CIA.

CoBuncnts and qacric* are wcleaim and ma; bt directed to tha ChicC. Noar Eail/SouOi Aala Aiauameala Branch on 72974

Mcnre or (703) 87a 5009 nocuecore. (V)
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UNCLASSIFIED

SUBJECT: Fatwas or Religious Rulings by Militant Islamic Groups Against the US

Fatwa Issued by Usama Bin Ladin's Organization

MUSLIM WORLD Text of Fatwa Urging Jihad Against Americans

MM2302163198 London Al-Quds al-'Arabi in Arabic 23 Feb 98 p 3

["Text of World Islamic Front's SUtement Urging Tihad Against

Jews and Crusaders" -- Al-Quds al-'Arabi headline; in a front-page

report. Al-Quds al-'Arabi says that the statement was "faxed to Al-

Qud? aJ-'Arf^bi and signed by Shaykh Usaraah Bin-Muhammad Bin-Ladin

(the prominent Saudi oppositionist), Ayroan ai-Zawahiri, amir of the

Jihad Group in Egypt, Abu-Yasir Rifa'i Ahmad Taha, a leader of the

[Egyptian] Islamic Group, Shaykh Mir Hamzah, seaetary of the

Jamiat-ul-Ulema-e-Pakistan, and Fazlul Rahman, amir of the Jihad

Movement in Bangladesh"]

[FBIS Translated Text] Praise be to God. who revealed the

Book, controls the clouds, defeats factionalism, and says in His

Book: T3ut when the forbidden months are past, then fi^t and slay

the pagans wherever ye find them, seize them, beleaguer them, and

lie in wait for them in every stratagem (of war)", and peace be upon

our Prophet. Muhammad Bin-'Abdallah, who said: I have been sent

with the sword between my hands to ensure that no one but God is

worshipped, God who put my livelihood under the shadow of my spear

and who inflicts humihation and scorn on those who disobey my

orders.

The Arabian Peninsula has never — since God made it flat,

created its desert, and encircled it with seas - been stormed by

any forces like the crusader armies spreading m it like locusts,

eating its nches and wiping out its plantations. All this is

happening at a time in which nations are attacking Muslims like

people fighting over a plate of food In the light of the grave

situation and the lack of support, we and you are obliged to discuss

current events, and we should all agree on how to settle the matter

No one argues today about three facts that are known to everyone;

we will list them, in order to remind everyone:

First, for over seven years the United States has been occupying

2
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UNCLASSIFIED

SUBJECT; Fatv/a* or Religious Rulings by Militant Islan-uc Groups Against the US

the lands of Islam in the holiest of places, the Arabian Peninsula,

plundering its riches, dictating to its rulers, humil i ating its

people, terrorizing its neighbors, and turning its bases in the

Peninsula into a spearhead through which to fight the neighboring

Muslim peoples.

If some people have in the past argued about the fact of the

occupation, all the people of the Peninsula have now acknowledged

it.

The best proof of this is 'the Americans' continuing aggression

against the Iraqi people using the Peninsula as a staging post, even

though all its rulers are against their territories being used to

that end, but they are helpless.

Second, despite the great devastation inflicted on the Iraqi

people by the crusader-Zionist alliance, and despite the huge number

ofthose killed, which has exceeded 1 million... despite all this,

the Americans are once against trying to repeat the horrific

massacres, as though they are not content with the protracted

blockade imposed after the ferocious war or the firagmentation and

devastation.

So here they come to annihilate what is left of this people and

to humiliate their Muslim neighbors.

Third, if the Americans' aims behind these wars are religious and

•conomic, the aim is also to serve the Jews' petty state and divert

attention from its occupation of Jeruaalem and murder ofMuslims

there.

The best proof of this is their eagerness to destroy Iraq, the

strongest neighboring Arab state, and their endeavor to fi-agment all

the states of the region such aa Iraq, Saudi Arabia, Egypt, and

Sudan into paper statelets and through their disunion and weakness

to guarantee Israel's survival and the continuation of the brutal

crusade occupation of the Peninsula.

AH these crimes and sins committed by

the Amencans are a clear declaration of war on God, his messenger.

6^ UNCLASSIFIED
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UNCLASSIFIED

SUBJECT; Fatwas or Religious Rulings by Militant Islamic Groups Against the US

and Muslims And ulema have throughout lalamic history unanimously

agreed that the jihad is an individual duty if the enemy destroys

the Muslim countries. This was revealed by Imam Bin-Qadamah m "Al-

Mughni," Imam al-Kisa'i m "Al-Bada'i," al-Qurtubi in his

interpreution, and the shaykh of al-Islam [not fiirther identified]

in his books, whae he said; "As for the fighting to repulse [an

enemy], it is aimed at defending sanctity and religioa, and it is a

duty as agreed [by the ulema]. Nothing is more sacred than belief

except repulsing an enemy who is attacking religion and life."

On that basis, and in compliance with God's order, we issue the

following fatwa to all Muslims;

The ruling to kill the Americans and their allief — civilians

and military — is an individual duty for every Muslim who can do it

in any country in which it ii possible to do it, in order to

liberate the al-Aqsa Mosque and the holy mosque [Mecca] from their

grip, and in order for their armies to move out of all the Iinds of

Islam, defeated and unable to threaten any Muslim. This is in

accordance with the words of Almighty God, "and fight the pagans ail

together as they fight you all together," and "fight them until

there is no more tumult or oppression, and there prevail justice and
faith in God."

This is In addition to the words of Almighty God: "And why
should ye not fight in the cause of God and of those who, being

weak, are ill-treated (and oppressed)? — women and children, whose

cry is: 'Our Lord, rescue us from this town, whoie people are

oppressors; and raise for us from thee one who wiH help!'"

We — with God's help — call on every Muslim who believes in God
and wishes to be rewarded to comply with God's order to kill the

Americans and plunder their money wherever and whenever they find

iL We also call on Muslim ulema, leaders, youths, and soldiers to

launch the raid on Satan's U.S. troops and the devil's supporters

allying with them, and to displace those who are behind them so that

they may ieam a lesson.

Almighty God said; "O yc vvho believe, give your response to God
and His Apostle, when He calleth you to that which will give you

life. And know that God cometh between a man and his heart, and

C)^ UNCLASSIFIED
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L">C-ASSIrIiiD

SUBJECT Fatwas or Religious Rulings by Militant Islamic Groups Against the US

that it is He to whom ye shall all be gathered."

Almighty God also says: "O yc who bdievc, what is the matter

with you, that when ye are asked to go forth in the cause of God, yc

cling so heavily to the earth! Do ye prefer the life of this world

to the hereafter? But little is the comfort of this life, as

compared with the hereafter. Unless ye go forth, He will punish you

with a grievous penalty, and put others in your place; but Him ye

would not harm in the least. For God hath power over all things.

"

Almighty God also says' "So lose no heart, nor fall into

despair. For ye must gain mastery if ye are true in faith."

(endall)

(THIS REPORT MAY CONTAIN COPYRIGHTED MATERIAL. COPYING AND
DISSEMINATION IS PROHIBITED WITHOUT PERMISSION OF THE
COPYRIGHT
OWNERS)

s
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Subject: Al Masari Declares Jihad on USA and UK

- 10 February 1998 (ce)

MUSLIMS IN BRITAIN DECLARE WAR AGAINST THE US AND BRITISH
GOVERNMENTS

PRESS RELEASE

The Fatwa is Jihad against the US and British
governments, armies, interests, airports and institutions and it
has been given by the most prominent scholars of Islam today
because of the US and British aggression against Muslims and the
Muslim land of Iraq.

The governments of the United States and Britain are
openly planning another military attack on Islam, the Muslim land
of Iraq and on the people of Iraq, Muslims and non-Muslims.
Therefore we, the undersigned Scholars, Muslim leaders and groups
declare the following:

1. The Military strikes against Iraq would be an unjust and
unwise course of action.

2. The Military strikes against Iraq will further increase
tension and instability in the world.

3

.

The Military strikes against Iraq is war against Islam and
Muslims worldwide.

4. The Military strikes against Iraq will increase the suffering
of Muslims and non-Muslims.

5. The Military strikes against Iraq means the most powerful
military machine in history is to be turned once again against
helpless civilians, whose murder will again be referred to on
television as "collateral damage"

.

6

.

The Military strikes against Iraq clearly manifest the
hypocrisy of the US and the British. They claim they want to
prevent and to destroy Iraq's ability to create "weapons of mass
destruction" yet they intend to use the latest high- technology
weapons of .mass destruction to do so. The US government is
still the only one in world history to have used nuclear weapons
against another country i.e. Japan, and has used chemical and
biological weapons in its wars during colonial revolutions.
Britain has also used chemical weapons against Iraq in the past
during its colonial rule there.

7. The case against Iraq is always presented as the possibility
of Iraq having nuclear, chemical or biological weapons, and these
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unproven statements are then used to create a scenario about what
could happen if Iraq used those weapons, asking the people to
forget that the statements are built on mere speculation
and immagination. What is not speculation however is the immense
suffering the people of Iraq have been enduring due to the
sanctions. During the past seven years, more than one million
Iraqi civilians have died from insufficient food and medicine.
According to a UNICEF 1997 report one million Iraqi children
under the age of five are suffering from severe malnutrition.

8. We the undersigned firmly believe that the weak and the
innocent cannot and must not pay for mistakes for which they are
not responsible.

9. We the undersigned reiterate that there is no justification
for continuing the blockade against the Muslims of Iraq, let
alone renewing US and British military attacks.

10. We the undersigned confirm that tne only Islamic Fatwa
against this explicit aggression is Jihad. Therefore the message
for the US and the British Governments or any other government of
non-Muslim countries is to stay away from Iraq, Palestine,
Pakistan, Arabia etc. or face a full scale war of Jihad
which will be the responsibly and the duty of every Muslim around
the world to participate in.

11. We the undersigned call upon the Muslims around the world
including the Muslims in the USA and in Britain to confront by
all means whether verbally, financially, politically or militarily
the US and British Aggression and to do their Islamic duty in
relieving the Iraqi people from the unjust sanctions.

List of Scholars, Intellectuals and Organisations who can
provide further detailes of the divine evidences from the Quran
and the Sunnah for the above Fatwa can be obtained from your
local Mosque if it is independent from any Kufr government
r ntrol or from the following orgainsations and bodies:

Sheikh Omar Bakri Muhammad, Prof. Muhammad Al-Mass' ari,

,

Makbool Javaid, Anjem Chouday, Al-Muhaj iroun. The London School
of Shari'ah, The Society of Converts To Islam, The Shari'ah Court
in UK, The Society of Muslim Scholars, The Society of Muslim
Lawyers, The Society of Muslim Doctors, The Society of Muslim
Parents, The Society of Muslim Youth, The Society of Muslim
Women, The Society of Muslim Teachers, The Association of Muslim
Students, CDLR, The Islamic World League, The International
Islamic Front, As-Sahwa Magazine, Al-Khilafah Newsletter, Maddad,
The Islamic Tahreek For Pakistan, The Supporters of Taliban, The
Islamic Verdict Newspaper, The Islamic Viewpoint Magazine, The
Supporters of Hamas, Al-Muhaj iroun Community Centre in Luton,
Mujahid Distribution Network, Walthamstaw School Of Shari'ah,
Luton School of Shari' ah, Derby School of Shari'ah, Al-Khilafah
Movement, Al-Muhaj iroun Publications, The Islamic Society of
Birmingham, The Islamic Society of Leicester, The Islamic Society

"0>^
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of Bolton Sc Preston, The Islamic Society of Greenwich, The Muslim
Cultural Society, The Party of The Future, The Islamic Society
of Nottingham, The Islamic Society of Hounslow, The Defenders of
The Faith, The Islamic Society of Bradford & Halifax, The Islamic
Advise Bureau, The Islamic Society of Manchester, The Islamic
Society of Sheffield, Al-Ansaar Society, The Islamic Society of
Maidenhead, The Islamic Awareness Society, The Islamic Society
of Kent, The Intellectual Society, The Islamic Heritage Society,
The Islamic Society of Slough, The Islamic Society of
Stoke-on-Trent, The Islamic Society of Luton, The Islamic Society
of Crawley, The Islamic Society of Kent, The Islamic Society of
Rochdale, The Islamic Society of Leeds, The Islamic Society of

Derby, Al-Khialafah Newsletter etc....

London, Tuesday the 13th of Shawwaal 1418 HD 10 February 1998

THE VOICE, THE EYES i THE EARS OF THE MUSLIMS
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Senator Kyl. Mr. Jacobson.

PANEL CONSISTING OF BENJAMIN JACOBSON, PEREGRINE
GROUP, MIAMI, FL; OMAR ASHMAWY, WASHINGTON, DC; AND
STEVEN EMERSON, THE INVESTIGATIVE PROJECT, WASH-
INGTON, DC

STATEMENT OF BENJAMIN JACOBSON
Mr. Jacobson. Thank you, Senator Kyl and members of the com-

mittee, for this opportunity to address this distinguished panel. I

come here today as a private citizen, professional investigator, and
a small business owner. I am not a representative of the coupon
industry nor any corporation that utilizes consumer coupons as an
advertising instrument. I have been asked to testify here today to

recount a consumer coupon fraud operating throughout the United
States which I had occasion to investigate.

First, let me provide some background on consumer coupons.
Coupons began in the United States in 1909, when C.W. Post

first thought of the strategy to get more customers to purchase his

products. The rest is history in the marketing of American business
products. I am talking about those 25-cent-off coupons for your fa-

vorite cereal, candy bar, detergent, and even disposable diapers.
Due to the competitive nature of business, more than 700 public
and private corporations offer coupon discounts for their products.
In many ways, consumer coupons represent a third currency in the
United States. After the U.S. currency and illicit drug money, con-
sumer coupons generate more than $8 billion annually in trans-
actions.

Consumer coupons are transacted across the many cash register
counters of major supermarkets in America, in America's urban cit-

ies, and transacted across the counters of small convenience stores
in suburbia. To many of us sitting here today, the consumer coupon
is nothing more than a colorful insert in the Sunday morning pa-
pers. To the corporations, those inserts represent millions of na-
tional marketing dollars. To terror organizations, hiding in our
communities, the inserts mean financing, here and abroad. It rep-
resents more than $150 million diverted to the cause.

In 1997-1998, A.C. Neilson Clearing House, the Nation's leading
consumer coupon clearing house, asked that our corporate security
and investigative organization begin an investigation to develop in-

formation and collect evidence for criminal prosecution against a
network of individuals operating a coupon fraud organization in the
New York metropolitan area. Before I explain the investigations,
let me give you the necessary background on the coupon redemp-
tion process.

To illustrate, the locsd grocery store on the comer must register
with a retail coupon clearing house. This registration process re-

quires filing a document, verification by the clearing house that the
store exists, then providing an account number for computerized
tracking of submissions and payments for the coupons. In many
cases, NCH being the leading clearing house, would subcontract
smaller clearing houses to accept coupons on their behalf. The cou-
pons are submitted, often by U.S. mail or private carrier, to the
clearing house for processing. The coupons are counted, sorted by
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category, then accounted for under the customer's account number.
A check is generated and mailed to the store owner, who then de-

posits the check into his business account.

TTiat is a quick study on the legitimate coupon submission proc-

ess. However, to the networks that we are examining here today,

the process is different and the rules are circumvented. The offend-

ers in this fraud network would purchase bulk inserts from recy-

clers, newspaper distributors, and even the small newspaper
stands that sell the Sunday morning papers. Recruits, usually

women with small children, college students, and even high school

students, are hired to clip the coupons. The coupons are then artifi-

cially aged or worn to appear similar to the coupons dragged from
the bottom of grandma's pocketbook. The coupons are then sorted

by product, grouped for shipping by store account number, and
packaged, usually in shoe boxes. They are sent in bulk to the tar-

geted clearing house via UPS, instead of U.S. mail, since the

operatives hope to minimize their exposure to Federal mail fraud

statutes.

To begin my story, I will start with a coupon fraud investigation

in Florida in 1987 and 1988. NCH and their agents had been work-
ing with the U.S. postal authorities, the Broward and Dade County
Sheriffs offices to collect documentation and present a criminal

case of fraudulent submission of coupons. Little did NCH or its in-

vestigators, the Postal Inspection Service, or the Sheriffs Depart-

ments expect what they discovered.

Senator Kyl. Mr. Jacobson, we are going to have to ask you to

summarize this in about 5 minutes. I know that cuts down your
testimony.
Mr. Jacobson. There was a tape, Senator. Here it is.

[Videotape shown.]
Mr. Jacobson. Moving to America's heartland, the Midwest,

from St. Louis to Madison, WI, an active network of grocery

storeowners were creating havoc in an organized coupon fraud. One
of its leaders, Zion Isa, was identified as a cell leader of the Abu
Nidal network. During his coupon fraud activities, the regional

task force of law enforcement officers, NCH agents, Secret Service,

and postal inspectors gather information about the group's activi-

ties. Not only were they active in fraudulent coupon submission,

but also hijacking trucks, sale of stolen food stamps, and stolen

gods. Unfortunately, the task force was dismantled with few
storeowners prosecuted, and the fraud activity continued to flour-

ish.

Incidentally, 3 years after having been identified as being in-

volved in coupon fraud, Zion Isa murdered his 17-ye£ir-old daughter
in his home, with the help of his wife. The reason for the murder
was that the daughter was going to expose him to authorities, and
he couldn't accept her assimilation into our American culture. Her
murder was caught on audiotape.

[Videotape shown.]
Mr. Jacobson. Returning to New York, in 1989 through 1992, in-

vestigation had identified a network of coupon transactions that

were linked in a similar fashion as the Bahour and Isa network.
These were individuals with cultural ties to the Middle East. At
the time, the players were more than just a fraudulent coupon
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group but, rather, a network of money lenders, storeowners, and il-

legal banks operating in the New York metropolitan area.

The primary force in this network was Radwan Ayoub, a Pal-

estinian living in the United States, who had established a network
of stores in New York, New Jersey, and Pennsylvania which were
later identified as having association with persons identified as ter-

rorists of the World Trade Center bombing. Many of the stores that
Ayoub enlisted were owned and controlled by Middle Eastern busi-

nessmen who were willing to participate in schemes which de-

frauded American businesses. Some of the stores were located in

Brookl3Ti, New York, others in Jersey City, underneath and next
to the mosque where Sheik Rahman was identified.

Ayoub and associates would solicit storeowners for their coupon
submission business. Take a small minimart, which normally
would submit $200 to $300 a month in coupons. Once Ayoub came
on the scene, the submissions increased by the thousands. The
storeowners didn't see the coupons. They just got the checks. In
many cases, they borrowed money or agreed to leasing stores for

a monthly fee by the Radwan network. They used the coupons to

pay the debt to these loan networks, sometimes requiring a usuri-
ous rate of more than 49 percent interest per month.
At one particular location, 7912 Fifth Avenue, Brookl3ni, initially

identified as Hamada Video, a storefront was observed that had no
groceries, only video rentals. This location was most interesting be-

cause they weren't submitting many fraudulent coupons but, rath-
er, the storefront was used as a meeting point for coupon submis-
sions by Ayoub and his coconspirators. Both Radwan and Ibriham
Abu-Musa, his coupon mailer, worked in a local livery private car
service with another Hamada Video employee, Mahmud
Abouhalima. In fact, Abouhalima resided in the upstairs portion of

the building above Hamada Video and regularly conducted busi-

ness in the store itself. Of course, Abouhalima is best known as the
blind sheik's driver who was a primary conspirator in the World
Trade Center bombing and is serving 240 years in a penitentiary
for his participation.

I am disappointed to report that afler more than 5 years of
tracking, documenting, and formulating a strategy for criminal
prosecution in this New York scheme, I was unable to enlist the
substantive aid of any law enforcement agency or prosecutor's of-

fice. I was told this was due to understaffing or lack of prosecutive
appeal. This was in spite of the fact that during this period hun-
dreds of stores, businesses, and individuals were identified. Per-
haps had law enforcement successfully intervened, perhaps the
tragedy of the World Trade Center bombing, with its precious loss

of life, could have been averted.
Today, as I understand it, the fraud schemes continue unabated,

unchallenged, and facilitated by computers and the Internet.
Thank you. Senator.
[The prepared statement of Mr. Jacobson follows:]

Prepared Statement of Benjamin Jacobson

Thank you Senator Kyi and members of the committee for this opportunity to ad-
dress this distinguished panel. I come here today, as a private citizen, a professional
investigator, and a small business owner. I am not a representative of the Coupon
Industry, nor any corporation that utilizes consumer coupons as an advertising in-
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strument. I have been asked to testify here today to recount a consiuner coupon
fraud operating throughout the United States which I had occasion to investigate.

First, let me provide some background on consumer coupons.

Coupons began in the United States in 1909, when C.W. Post first thought of the

strategy to get more customers to purchase his products. The rest is history in the

marketing of American business products. I'm talking about those 25 Cent off cou-

pons for yovir favorite cereal, candy bar, soda, soap, detergent and even disposable

diapers. Due to the competitive nature of business, more than 700 public and pri-

vate corporations offer coupon discoimts for their products. In many ways, cons\imer

coupons represent the third cvurency in the United States. After U.S. currency and
illicit drug money, Consumer Coupons generates more than 8 Billion dollars annu-
ally in transactions.

Consumer coupons are transacted across the many cash register counters of msgor
supermarkets in America's urban cities and transacted across the coimters of the

small convience stores in suburbia. To many of us sitting here today, the consumer
coupon is nothing more than the colorful insert in the Stmday morning papers. To
the corporations, the inserts represent millions of national marketing dollars. To
terror organizations, hiding in our communities, the inserts mean financing, here
and abroad. It represents more than $150 million diverted annually to the cause.

In 1987-8, A.C. Neilson, NCH, the nations leading Consvuner Coupon Clearing

House asked that our Corporate Security/Investigative organization begin an inves-

tigation to develop information, and collect evidence for criminal prosecution against

a network of individuals operating a Coupon Fraud organization in the New York
metropolitan area. But before I explain the investigations, let me give you the nec-

essary background on the coupon redemption process.

THE COUPON REDEMPTION PROCESS

The consumer coupon industry manages bUlions of coupon submissions from retail

stores throughout the United States. To illustrate, the local grocery store on the cor-

ner must register with a Retail Coupon clearing House. This registration process re-

auires filing a document, verification by the Clearing House, that the store exists,

hen providing an Account Number for computerized tracking of submissions and
payments for the coupons. In many cases, NCH being the nations leading clearing

house, would sub-contract smaller clearing houses to accept coupons fit)m NCH cli-

ents. The coupons are submitted, oflen by U.S. Mail or private carrier to the clear-

ing house for processing. The coupons are counted, sorted by category, then ac-

counted for under the customer's account number. A check is generated and mailed
to the store owner, who then deposits the check into his business account.

That's a quick study on the legitimate coupon submission process. However, to the

networks that we are examining today, the process is different and the rules are

circvunvented. The offenders in this fraud network would purchase bulk inserts fix)m

recyclers, newspaper distributors and even the small newspaper stands that sell the

Sunday morning papers. Recruits, usually women with small children, college stu-

dents and even high school students, are hired to clip the coupons. The coupons are

artificially aged or worn to appear similar to the coupons dragged from the bottom
of grandma's pocketbook. The coupons are then sorted by product, grouped for ship-

ping by store account number, and packaged, usually in shoe boxes. They are then
sent in bulk to targeted Clearing House via UPS, instead of U.S. Mail, since the

operatives hope to minimize their exposure to Federal mail fraud statutes.

THE INVESTIGATION

To begin my story. 111 start with a coupon fraud investigation in Florida, during
1987-8. NCH and their agents had been working with the U.S. Postal authorities,

the Broward and Dade Covmty, Florida, Sheriffs Office to collect documentation and
present a criminal case of fraudulent submission of coupons. Little did NCH or its

investigators, the Postal Inspections Service or the Sheriffs Departments expect

what they discovered, (go to the Bahour tape) Postal Inspectors, operating in an un-
dercover capacity, met with Adnand Bahour, a Palestinian operating several grocery

stores with his family in the Hollywood, North Miami, Florida area, Bahour was
more than a grocery store owner—he was a kingpin in the national terror network
creating money laundering and financing for the PLO. By is own admission, Bahour
was caught on video tape, detailing to undercover operatives, that he is the nephew
of George Habash, the leader of the Palestinian Liberation Front. During this inves-

tigation and the raid on the meeting hall of this network, more than 72 individuals

from throughout the United States ga^ered in Hollywood, Florida, to further their

fraudulent coup>on distribution network. This national network was no different
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than the infrastructxire which was exposed when New York State Troopers tripped
on the Application meeting of Organized Crime in 1959.
During the Hollywood raid, dociunents of PLO activities were seized and records

of money laundering were found. As a result, the Bahour network was disrupted,
but unfortunately not broken. Some of the suspect in the Bahour case were pros-
ecuted locally, other disappointingly released. After all, as I've heard all too often
from Prosecutor's throughout America's major cities, "this is not guns, its's not
drugs— it's coupons and those rich companies can afford to lose a little."

Moving to America's heartland, the mid-west, from St. Louis to Madison, Wiscon-
sin, an active network of grocery store owners were creating havoc in an organized
consiuner coupon fraud network. One of it's leaders, store owner Zion Isa, was iden-
tified as a "cell leader" of the Abu-Nidal terror network. During his coupon fraud
activities, a regional task force of local law enforcement officers, NCH agents. Secret
Service and Postal Inspectors were gathering information about the group's activity,
(go to ISA overhead) "This task force not only identified tiie principals of the organi-
zation, but wrote a chart which linked the stores and store owners to the Abu-Nidal
terror network. Not only were they active in fi-audulent coupon submission, but also
hijacking trucks, sale of stolen food stamps, and stolen goods. Unfortunately, the
task force was dismantled with few store owners prosecuted and the fraud activity
continuing to flourish. Incidentally, three years aft«r having been identified as being
involved in coupon fraud, Zion Isa miutiered his 17 year old daughter in his home,
with the help of this wife. The reason for the murder was that the daughter was
going to expose him to the authorities and he couldn't accept her assimilation into
our American cultiu*. Her murder was caught on hidden audio tape by the FBI.
(go to the video tape)
Returning to New York, by 1989 through 1992, investigation had identified a net-

work of coupon transactions that were linked in a similar fashion as the Bahour
and Isa network. These were individuals with cultural ties to the Middle East. At
the time, the player were more than just a fraudulent coupon group, but rather a
network of money lenders, store owners and illegal banks and money wire rooms
operating in the New York metropolitan area.
The primary force in this network was Radwan Ayoub, a Palestinian living in the

U.S., who had established a network of stores in New York, New Jersey and Penn-
sylvania which were later identified as having association with persons identified
as terrorists of the World Trade Center bombing. Many of the stores that Ayoub en-
listed were owned and controlled by middle eastern businessmen who were willing
to participate in schemes which defrauded American businesses. Some of the stores
were located in Brooklyn, New York others in Jersey City, New Jersey, underneath
and next to the Mosque, where Sheik Rahman was identified.
Ayoub and associates would solicit store owners for their coupon submission busi-

ness. Take a small mini-mart, which would normally submit $200-300 in coupons
monthly, once Radwan Ayoub came on the scene, the submissions increased by the
thousands. The store owners didn't see the coupons, they just got the checl^. In
many cases, they borrowed money, or agreed to leasing stores for a monthly fee by
the Radwan network. They used coupons to pay the debt to these loan networks,
sometimes requiring a usurious rate more than 49 percent interest per month.
At one particydar location, 7912 Fifth Ave, Brooklyn, New York, initially identified

as "Hamado Video", a storefront was observed that had no groceries—only video
rentals. This location was most interesting, because they weren't submitting many
fraudulent coupons, but rather, the storefront was used as a meeting point for cou-
pon submissions by Radwan Ayoub, and his co-conspirators. Both Radwan and
Ibriham Abu-Musa, his coupon mailer, worked in a local livery private car service
with another Hamada Video employee, Mahmud Abouhalima. In fact, Abouhalima
resided in the upstairs portion of the building above Hamada Video and regularly
conducted business in the store itself. Of course, Abouhalima is best known as the
blind Sheik's driver who was a primary conspirator in the World Trade Center
bombing and is serving 240 years in Federal penitentiary for his participation.

I'm disappointed to report that after more than five years of tracking, document-
ing and formulating a strategy for criminal prosecution in this New York scheme,
I was unable to enlist the substantive aid of any law enforcement agency or prosecu-
toi^s office. I was told this was due to under staffing or lack of prosecutive appeal.
This was in spite of the fact that dvuing this period, hundreds of stores, businesses
and individuals were identified. Had law enforcement successfiilly intervened, per-
haps the tragedy of the World Trade Center bombing with its previous loss of life
could have been averted.
Today, as I understand it, the fraud schemes continue, unabated, unchallenged,

and facilitated by computers and the internet.



82

>i

z.

e

Z.

P
w
u;

z
z
e

e
<

3

IT.



83

ORGANIZA riON CHAR I

BANK
LOANS

CLEARING
HOUSE

CONTRtm^
BOOKKBBttm

CARLOS
IJBRE

--AsaftSfSeSSi;

RADWAN
AYOUB

CLEARING
HOUSE

CLEARING
HOUSE

UTEFIAS.
CUTTING
OPERATfONa

Sv'T-'Si.j*;.-- ,-i



84

Senator Kyl. Mr. Jacobson, thank you very much for shortening

that testimony, but it is powerful testimony and it raises a lot of

questions that we are going to have to pursue.

It is a pleasure to introduce our next witness, Omar Ashmawy,
who is appearing in place of his father, Seif Ashmawy. He had
originally been scheduled to testify at this hearing, but tragically,

he was killed in a car accident last month. He had been a fervent

voice of political and reUgious moderation in the Muslim commu-
nity and will be missed.

I want to emphasize how much we appreciate your willingness

to testify, Mr. Ashmawy, and we wish you and your mother the

best as you both continue the important work of political modera-
tion within your own community. And thank you for being with us
today.

STATEMENT OF OMAR ASHMAWY
Mr. Ashmawy. Thank you very much. Chairman.
My father was Seifeldin Ashmawy, a Sunni Muslim and an

American citizen who migrated from Egypt to the United States in

1969. One month ago yesterday, he was killed in a car accident.

He made his life here in America. He was a scientist by profes-

sion, but a humanitarian and a scholar by nature. Over the quarter

of a century he spent in the United States, he witnessed a dynamic
change in the Muslim community: the emergence of an extremist

movement that began to threaten the foundation of his faith. He
felt obligated to do something about this danger.

He lectured, trying to reverse the ideologies of the Muslim ex-

tremist movement, fighting the misconception that the religion was
one of violence and intolerance.

He organized a group of Muslims, intellectual Muslims, who be-

lieved in moderation and authentic Islam and called the organiza-

tion the Peace Press Association. He published a monthly news-
paper called The Voice of Peace that reflected their moderate
views.
He never accepted £iny support from any country or political or

religious organizations, placing great value on the independence of

his views and that of the newspaper. On numerous occasions, he
publicly denounced terrorism and extremism in any form, political

or religious. He believed that their actions of terror were a depar-

ture from the ethnic and religious morals that he and the majority

of Muslims believed in. For this, extremists threatened his life.

Within my father's own New Jersey community, he was involved

in openly confronting Sheik Omar Abdel Rahman before the World
Trade Center bombing, publicly debating the sheik and his fol-

lowers. My father risked his life by taking the public stand that he
did, and he faced the indescribable hardship of living under the

threat of death. However, he beUeved strongly in his faith and in

peace. He chose his path willingly to explain to Muslims and non-

Muslims the authentic Islam, which loves and respects the life of

every human being.

My father risked his life to defend and protect his country, the

United States of America, and to defend his faith, Islam.

I must emphasize that Islam in spirit and in practice is a reli-

gion of inclusion, of peace, and of mercy. Its followers are taught
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to be kind and tolerant to all people, regardless of race, color, eth-
nicity, or religion. Perhaps more than any other faith, Islam can be
said to truly propound a universal philosophy.

In no way is Islam a religion of the sword, and in no way is it

inherently anti-Western. It is a universal faith with believers on
every continent and nearly every nation in the world. Therefore,
those who promote Islam as a narrow religion of violence, bigotry,
and hatred profoundly misrepresent the faith. The doctrines they
espouse are wholly incompatible with the teachings of Islam.
Extremism by definition is a force contrary to freedom, liberty,

and justice. They believe that they are justified in attempting to
force their belief systems on others. Islamic extremism is no dif-

ferent. In their eyes, moderate Muslims who are disgusted by the
blood and pain these extremists cause are labeled as renegades of
Islam, nonbelievers, enemies of the faith.

They accused my father of this, and perhaps I, too, may be ac-
cused of being a traitor. Within this extreme movement, as with all

types of extremism, there is only room for one set of thoughts, one
opinion, and one vision. Extremism perhaps poses its greatest dan-
ger to the Muslim community. It is the tnreat to freedom and lib-

erty of the community and, thus, to the very community itself. For
what community can survive staunch intolerance and lack of free
thought?
As an American and as a Muslim, I find this repugnant and dis-

gusting.
It is essential that any focus on Islamic extremism take into ac-

count the larger context of Muslim moderates. Otherwise, further
alienation of American Muslims will result, reinforcing an unfortu-
nate belief that America is only interested in weakening Islam.
Mr. Chairman, Senator Feinstein, my father devoted his life to

the moderate Muslim voice, only to discover that few in the media
or the Grovemment were concerned about how extremism affected
Islam's majority, moderate Muslims. They seem to forget that the
extremists are but a small, albeit a loud, minority among a vast
sea of moderates who believe in the authentic teachings of Islam.
I urge you not to forget this fact.

If it is security and peace that we are searching for, then the
moderate voice of Islam must be allowed to speak. It is in that
voice, the voice of my father, the voice with which I speak to you
today, that we will find it.

Thank you.
[The prepared statement of Mr. Ashmawy follows:]

Prepared Statement of Omar Ashmawy

i. introduction

My father, Seifeldin Ashmawy, was a Sunni Muslim and an American citizen who
migrated from Egypt to the United States in 1969. Just over one month ago, he was
unexpectedly killed in a fatal car accident.
He made his life here in America—^he got married and had a son. He was a sci-

entist by profession, but a hiunanitarian and a scholar by nature. Over the quarter
of a century that he spent in the United States, he witnessed a dynamic change in
the Muslim community—the emergence of an extremist movement that began to
threaten the foundation of his faith. He felt obligated as a Muslim, and as a person,
to do something about this danger.
He studied Islam and other religions extensively and began giving lectures in sjm-

agogues, chiu-ches and universities about Islam—^trying to reverse the ideologies of
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the Muslim extremist movement. He endeavored to promote the true Islam, fighting

the misconception tiiat the rehgion was one of violence and intolerance.

He organized a group of intellectual Miislims who beUeved in moderation and au-
thentic Islam and named the organization the Peace Press Association. Under the
auspices of this organization, he published a monthly newspaper, The Voice of

Peace, in Arabic, English and Spanish, that reflected their moaerate views. Cur-
rently, The Voice of Peace is being distributed in 10 states.

He was carefid never to accept any support from any country, or political or reli-

gious organizations, placing great value on being able to ass\u« readers that his

views and that of the paper were totally independent. He held to this principle, even
when it meant paying the costs of the newspaper out his own pocket.

At about the same time as the inception of the Voice of Peace, my father began
to appear monthly on the WABC radio program. Religion on the Line, representing
the moderate voice of Islam to over one-naif million Usteners. For many of these lis-

teners, his monthly appearances were their first and only positive introduction to

Islam—juxtaposed against the negative attention given by the American media to

the activities of MusUm extremists.

About five years ago, my father took part in mission for peace to the Middle East
with an inter-religious group. He met with political leaders in Egypt, Jordan, Syria,

West Bank and Israel and reached out to the common citizens in each country, ex-

plaining to them the importance of f)eace to all of us.

On many occasions he publicly denounced terrorism and extremism in any form

—

poUtical or religious. It was his opinion that extremists among the Muslims are not
motivated by religion, but by their own political greed. He also firmly believed that
their actions of terror were a departure from the ethnic and reh^ous morals in

which he, and the majority of Muslims, believed. The senseless kUhngs of civilians

were abhorrent to him as a Muslim and as a human being.

He sincerely believed in a just peace in the Middle East. He denounced the acts

of organizations, such as Hamas, as well as the collective punishment carried out
by the Israeli government against all Palestinians, regardless of their guilt or inno-

cence. In his opinion, peace would only be achieved when both sides truly accepted
one anodier as equals, and could deal with one another in a fair and just manner.
Within my father's New Jersey community, he was involved in openly confi-onting

Sheik Omar Abdul Rahman before the World Trade Center bombing, publicly debat-
ing the Sheik and his followers. My father risked his life by taking the public stand
tiiat he did, and he faced the indescribable hardship of knowing that threats had
been made on his life. Yet, he continued with the work to which he had devoted
himself.

In a past appearance before another Senate hearing, he stated that "by appearing
before you today I am placing my Ufe, as well as that of my family, in jeopardy;

since I will be accused by the extremists as a traitor to Islam." However, he believed

strongly in his faith and in peace. In that same statement, he made clesu- that he
had "chosen [his] path willingly to explain to Muslims and non-Muslims the authen-
tic Islam, which loves and respects uie Ufe of every human being." It was this be-

Uef—and the support of his loving wife—that gave him the courage to take such
risks despite no hope of reward.
During his life, my father fought to defend and protect his country, the United

States of America; to defend his faith; and to speak out for the moderate voice of

the world's fastest growing religion, Islam.
Islam is a rehgion of peace, tolerance, and moderation. It is inclusive of all people,

regardless of race or ethnicity. It is the only rehgion that accepts both the Torah
and the Bible, along with the Koran, as the authentic words of one God for all peo-

ple. Islam acknowledges and reveres all the prophets of God, including Adam, Noah,
Abraham, Moses, David, Jesus, and Mohammad (Peace be upon them); recognizing

all of them as equals. A Muslim is asked only to beUeve in one God, to do good
deeds with good intentions, and to help those in need. In no way is Islam a religion

of the sword; nor is it inherently anti-Western. It is a faith of mercy—teaching that

it is far better to forgive a person accused of wrong doing than to pass judgement
on them.

I wish to emphasize that Islam is a religion of peace—^forbidding Muslims fix)m

taking an offensive stance in a conflict; instructing its followers only to fight if at-

tacked. It is a universal faith with believers on every continent and nearly every
nation in the world. Therefore, those who promote Islam as a narrow religion of vio-

lence, bigotry, and hatred profoundly misrepresent the faith.

Mr. Chairman and distinguished committee members, my father devoted his life

to the moderate Muslim voice only to discover that no one, neither the media nor
the government, was concerned about how extremism affected Islam's majority-—
moderate MusUms. They seemed to forget that the extremists are but a small, albeit



87

a loud, minority among a vast sea of moderates who believe in the authentic teach-
ings of Islam.

I am here, in my father's, and my own, name to tell you that the mask of religion,
which these extremists wear, must be torn from their faces and they should be rec-
ognized for what they stand for—greed and power.
The moderate voice of Islam must be allowed to speak. It is in that voice—the

voice of my father—the voice with which I speak to you today—^that we will all find
security and peace.

n. ISLAMIC EXTREMISM

The face of the Muslim extremists has been modified in the last three decades.
Their operation has extended fi-om the local to the international. Their activities
have changed fi:x)m small skirmishes to what can be described as a militia jihad.
Their actions were initially directed against foreign occupation, now they terrorize
their own communities. Their agenda began with religious motivation and has
transformed, today, into political ambition.
Their tactics, beginning with the initial birth of extremism in Islam which oc-

curred in 657 A.D., have never altered. They are the same today as tiftey were over
1,300 years ago. The extremists mobilize people by slogans and arouse them by fear.
They attack their Muslim brethren who do not agree with their motivation by
branding them infidel, "Kaffara, (sing. Kaffer)". The non-Muslims are the enemy of
God, "A'adau Allah," who are living in a corrupted Western society with a hidden
agenda to destroy Islam.
Throughout the past thirteen centuries, the Islamic extremist movement, with its

peaks and valleys, has had a multifaceted agenda, but always one objective—^to rule
the Muslim world.

THE OBJECTIVES OF THE EXTREMISTS

(1) To establish an Islamic theocratic government

Altough neither the Koran, the Muslim's holy book, nor the Prophet of Islam indi-
cated or recommended any type or style of a political system for the Muslim commu-
nity, the ideology of the extremist movement revolves around the creation of a the-
ocracy.

The government in Islam has never been theocratic. From the very beginning of
the history of Islam, the Muslim rulers never professed that they were infaUible.
They never asserted that they were the only source to interpret the Koran. 'The
Muslim scholars and judges, who held a respected status in the state, were the
initiators of this thought.
The extremists describe the oirrent governments as secular, believing that they

are applying the Western code rather than the Islamic law. The word secular was
borrowed early this century from the Western vocabulary and was translated to Ar-
abic as "A'almani". It has been used by the extremists to describe civil government
in the Islamic world. The extremists use the word "A'almani," or secular, as a syno-
nym to the word "Kaffer," or infidel. They use it to defame and taint the cxirrent
governments as Western collaborators. It is their most popular slogan to instigate
people against their civil instutitions.

(2) To impose Islamic law, "The Shar'ia"

The Islamic law is the work of many Muslims scholars. They codified the Koran
and the traditions of the Prophet. The moderate Muslims do not consider this spe-
cific work of the scholars to codify the Koran and the prophet's tradition to be un-
touchable, and they believe that it could be modified to suite the times and places.
It is very important to emphasize that moderates do not believe in the modification
of the Koran itself, only the legal codification developed by the scholars. All Muslims
believe that the Koran was revealed, word for word, by God to the Prophet. How-
ever, the extremists reverse the moderate's call for a revision of the Shar'ia and rep-
resent it to the less educated citizens as if it is a call to modify the Korgin. This
is plainly not the case. The extremists on the contrary would like to apply the
Shar'ia, as it was written in the seventh and eighth centuries, to the modem world
of the late twentieth century.

(3) To revive the Caliphate

The Caliphate was abolished by Mostafa Kamal "Attatork" in 1925. The defeat of
the Ottoman Empire in World War I gave him the opportunity to overthrow the last
Sultan "Abdel Hamid," who was also the last Caliph. The extremists consider tiiat

the Caliphate represents the unity of the Muslim community under one ruler, the
Caliph. Simultaneously, they also consider the Caliph a successor to the Prophet of
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Islam. The moderate Muslims refuse this notion. They advocate the idea that the

Caliph is a civil head of state and hold to the belief that there was no successor

to the IVophet's heavenly inspired revelations.

The first Caliph, Abu Baker, was elected by the Muslim community after the

death of the Prophet in 632 A.D. In his inaiigural speech, he told the people that

they had elected him, althou^ he was not the best of them. He also said that if

they approved of what he was doing they should help, however, if he strayed, they

should correct him. This was the first civil institution after the death of the Proph-

et—a government by the people and for the people.

The extremists accuse the moderates who refuse the idea of reestablishing the Ca-
liphate of blasphemy and of opposing the revival of Islam.

OMGIN OF EXTREMISM IN ISLAM

The Shi'ites and the Kharijites

About 657 A.D. a conflict over who would rule the new Islamic Empire took place

between Ali, the cousin and son-in-law of the Prophet Mohammed, and his rival,

Muawiya, the Prophet's second cousin. The conflict ended with Muawiya's victory.

Diiring the conflict, Ali was obliged to acquiesce to a settlement by arbitration;

however, a group of his followers did not accept the agreement on the grounds that

the result of the battle should not have been decided by human intervention. In-

stead, they determined to fight \intil God judged by victonr or defeat. The result of

the war would be the final arbitration and judgment of God.
Their opinion was based on misinterpretation of a portion of Koranic verse

{"Judgement belongs to God alone." Sura 4:57.). The entire verse was exclusively

about the People of the Book, Jews and Christians, who refused to apply God's com-
mandments. The verse was explaining that in a dispute the commanoments of God
should lead the people to the correct judgement.

'These dissenters seceded fh)m All's camp and became known as Kharijites or "Se-

ceders." They declared both leaders, Ali and Muawiya, to be infidels and deserving

of death. This was the beginning of a schism in Islam.

A member of the Kharijites killed Ali, and they continued to war against

Muawiya and his successors on different occasions. It is believed that this is one
of the reasons why Muawiya's dynasty, the "Omayyads" (660 to 750 A.D.), became
weak and was eventually overthrown by the "Abhaside" djrnasty (750-1258 A.D.).

The doctrine of the Kharijites has never died, and has been embraced by many
extremists and anarchists in Muslim countries. Those who adhere to that doctrine

still raise the banner of "Judgement belongs to God alone." However, the word
"judgement" took on a different meaning and began to mean Rule exclusively, in-

ciuduig all its pohtical attributes.

On the other hand, the followers of Ali after his assassination in 661 A.D.,

claimed that Ali and his line were the only ones who should rule the Mushm com-
mimity. This group of supporters became known as the Shi'ite ofAli. The word "Shi

'ite" means "party'^or "supporter."

From the early part of Islamic history the Shi'ite were oppressed. Since the Shi'ite

of Ali or the "party" of All's main objective was to overthrow the central govern-

ment, they became the enemy of the state. Faced with continuous persecution and
execution, the movement went underground. The underground movement became
militant and violent. The simple idea of supporting Ali and his line was later com-
plicated when it became philosophized and theorized.

The Shi'ite are divided into many factions, but the two main groups are the

"Twelvers" (mainly in Iran) and the "Ismailites" (the majority in Pakistan and
India). The Shi'ite popvdation is about 100 million; Iran, being the stronghold and
the most populous country among the Shi'ite communities, assvuned their leader-

ship.

Tlie Shi'ite embrace martyrdom, following the example of El Hussein, the son of

Ali and grandchild of the Prophet, who was killed in his attempt to overthrow the

central government. The hidden agenda of the Shi'ite is to spread their doctrine and
attempt to install the lineage ofAli to lead the Muslim community.
The majority of the ideology of extremism has been derived from these two

groups. Furthermore, both ideology have meshed together to the point that it is

sometimes difficult to rationalize their tactic and policies.

ELEMENTS THAT AFFECT THE EXTREMISTS' MOVEMENTS

(1) State sponsorship

Until about 1952, small local groups with Uttle or no outside support composed
the extremist movement. The largest group was the Muslim Brotherhood. It was
founded in Egypt in 1928 by Hassan El Banna. When Abdel Nasser came to power
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in Egypt in 1953, he promoted his Pan-Arabism policies. The Pan-Arabism policies

became very popular among the Arabs. The Saudis, fearful of this policy, began to

financially support the Muslim Brotherhood to destabiUze Nasser's regime.
The Saudis fostered the idea of Pan Islamism as a counter poUcy to Nasser's Pan

Arabism. They also tried to assvune the roll of leadership and protector of Islam,
which Egypt had eryoyed for a long time. In order to assert their leadership, the
Saudis, intentionally or unintentionally, found themselves obUged to finance many
of the extremist groups.
The Isl£unic extremist movement expanded out of Egypt in the 1950s and 'BOs.

The growing patriotism and the call for independence by Arab countries gave rise

to this strong conservative and, later, extreme movement.
Libya, after Kaddafy came to power in 1969, and Iran, in 1979, followed the foot-

steps of the Saudis in their support of extremism.
As a resvdt of the increase in state support, the extremists began to emerge fi:t)m

a Limited, domestic movement to international terrorism. They became the vengeful
arm of these states, such as the explosion in December 21, 1988 of Pan Am 103 over
Lockerbie, Scotland; the bombing of the U.S. army barracks in Beirut, Lebanon; the
bombing in Riyadh, Saudi Arabia in November 1995; and the June 1996 bombing
of the El Khobar compound.

(2) The Ayatollah Khomeini and "Iran"

The turning point in the extremist movement in the past two decades was the
installation of the Ayatollah RuhoUah Khomeini government in February 1979 with
the help of the USA under President Carter's administration. The structure of this

theocratic government is based on the Shi'ite doctrine.

Contrary to the majority of the Mushms, the Shi'ite beheve in a hierarchy of reli-

gious clergy with the AyatoUah Ruhollah being the highest. The main voice and in-

terpretation of reUgious and non-religious matters is the opinion of the Ayatollah,
the Imam (the Arabic word for leader). The Imam in Shi'ite doctrine is infallible and
must be obeyed.
The Iranian government recognizes that Mushms hold the lineage of the Prophet

close to their heart and camouflage their intention to expand their doctrine and in-

fluence by using this emotional tie of "Ahl El-Beit", the closet kin to the Prophet,
to mobilize the public to spread their doctrine.

The government has mobihzed and utilized the country's resources and media to
achieve their goals. Their goal is to install other theocratic governments favorable
to the Shi'ite's ideas and doctrines. They finance the extremist movement in other
countries and provide a safe haven for its proponents. In addition, they train the
extremist guerrillas, "mujahedeen," to destabilize the governments in other Muslim
countries.

The extremists considered the installation of the Khomini government a leap to
success for their movement. A theocratic government is in place and their dream
can now be reaUzed. The style of this government became the role model for the
extremists.

(3) The war in Afghanistan

In 1978, the Soviet Union engineered a bloody military coup in Afghanistan and
installed a communist government. The United States, fearing that the U.S.S.R.
would have a stronghold close to the oil rich Gulf States, took an active role during
the Ronald Reagan administration to drive the Soviets out of Afghanistan.
The CIA, with the support of the Reagan Administration, recruited some Afghani-

stan extremists and trained them in Kshawor, Pakistan. Pishawor became not only
the training ground for the Afghani militants, but the gathering point for all ex-
tremists, such as Ramzy Youssef. Some extremists were recruited directly or indi-

rectly by the CIA fi"om other Muslim countries, such as Abed Allah Azzem, Shiek
Omar Abdel Rahmen, currently imprisoned in the U.S. for the World Trade Center
bombing, and Mustafa Shalaby, former head of the Brooklyn, New York office to re-

cruit the mujahedeen. Shalaby was mysteriously killed and his killer is still at
large.

As a result of the U.S. involvement, these extremists were well trained and orga-
nized. They were trained in the use of advanced weapons, sophisticated communica-
tions and guerrilla warfare. They became extremely knowledgeable in mihtary tac-

tics and codes. In fact, they became a strong, subversive military force.

The idea which was instilled in them—that they were fighting for God and in the
name of God—united all the recruited fighters and formed a cohesive fraternity of
all these extremists. Their battle cry or tiheir slogan in their fight against the Sovi-
ets was "Allah Akbar" or God is Great.
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These weU-trained extremist guerrillas, or mvijahedeen, with America's assistance,

were able to overthrow Communism and defeat the Soviets. However, this victory

was interpreted within their own community as a sign that they could conquer any-

thing if they continued fighting for God.

After the overthrow of Communism in Afghanistan, the extremists were aban-

doned by the United States and left without a common goal. They returned to their

homelands, however, with the belief that they were invincible. Their dream to estab-

lish theocratic governments in their own countries became stronger, supported with

their new military training. It was the retiim of the Afghan fighters to their coun-

tries of origin that brought a new wave of extremism to many nations.

(4) Infiltration of extremism into the West

The liberal policies of the West, primarily France, Germany, England and the

United States, allowed the extremists from the Middle East to establish bases of op-

erations in their countries.

The extremists infiltrated these countries through immigration or political asy-

liun. They have taken advantage of the democratic and liberal atmosphere to orga-

nize and form a nucleus of leadership. From these new bases, they attempt to

achieve their political agendas in their home countries.

The easily obtained western technology and free open market offers them a better

and more effective way to direct and finance their followers. The tolerant policies

of the West facilitate the creation of safe havens for their supporters and fugitives.

Utilizing all the current technolorar available in communications has helped the

extremists to have strong, successfm, effective and influential underground activi-

The quick and immediate transferal of monies has also enhanced the power of the

extremists, giving them the opportunity to expand by financing and supporting new
member into the inner circle and to h^ack esteblished Islamic institution, or estab-

lish new ones.

The protection the extremists receive in the Western coxmtries under the auspices

of fi^edom of speech and association has unfortimately made them powerfiil. In ad-

dition, their activities are not necessarily illegal since their conspiracies are not to-

ward the host country, but towards the countries of their birth.

(5) The East vs. the West

The aftermath of the Crusades became evident in the attitude of Muslims towards

the West. Muslims became distnistful of the West's intentions and poUcies. The
West, in turn, became aware of these suspicions when they occupied the Middle

East countries in the Eighteenth Century. England and France, the main players

at the time, understood 9ie economic and the strategic location of the Middle East

and attempted to westernize and modernize the occupied countries.

The Muslim conservatives assumed that the intention of these nations, beyond the

movement towards westernization, was to demoralize Islam. Furthermore, the dif-

ferences in lifestyles between the two cultures made it even more difficult for the

conservatives in the Middle East to accept the new changes.

The occupation of the Muslim countries by the West categorized them as the

enemy and the oppressor. The extremists used this perception as a motivation to

fiiel hatred and antegonism towards the West, and perpetuated and strengthened

the image of the West as the enemy of Islam.

The creation of Israel in 1948, and the failure of the West to achieve a just peace

in the Middle East, further eroded the image of the West; providing the extremists

more opportunities to portray the West, and the U.S. in particular, as the "Great

Satan."
Although extremists consider the western civilization corrupt, they take advan-

tage of Uie democratic principles to expand and protect their movement, while si-

multaneously pointing their guns towards them. They feel that by terrorizing the

people of these countries, it will lead their governments to exert pressure on their

home governments to compromise and negotiate with them.

(6) Domestic causes

Nasser's successful coup against King Farouk in 1952, his popular Pan-Arabism

policy, and his successful chsdlenge to the West made him a hero in the Arab world.

His support given to Algeria against France, enticing the people of Yemen, Jordan

and Iraq to turn against England, and his efforts to turn other Arab countries

against the United States all aided in his increasing popularity. His success in de-

feating an alliance sponsored by United States between Turkey, Iraq, Jordan, Egypt

and Pakisten, "The Baghdad Alliance," made Nasser a model dictetor for all other

Arab countries.
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But the failure of all the dictators to ease the poverty, bring victory to the battle-

field, improve the economy, and generally elevate the standard of life for the people
brought only finstration. This frustration was subsequently used by the extremists
to agitate the people against the government and to expand their support.
Moreover, the hberal educational policy adopted in the Arab states permitted the

underprivileged children, who were influenced the most by very conservative ideas,

to attend colleges and universities. As a result, these students were easily attracted
to and recruited by the extremist movement. Later, they infiltrate government of-

fices and all other facets of life, and gave rise to ultra conservative notions.

THE SOLUTION

The problem of extremism cannot be resolved unless specific measures are taken.
They include:

1. The moderate Islamic voice must be accepted, adopted and promoted by the
local governments, as well as the international community, in order to counteract
the vehement propaganda of the extremists. It is a known fact that the moderate
Muslims far outnumber the extremists. By advocating the moderate position, the ex-

tremist movement will find itself an outcast in the Muslim community.
2. Some Western countries are attempting to apply the policy of "divide and con-

auer" among the Muslim community. On one hand, they help tiie extremist, and on
he other hand, they are supporting the local government. This must be stopped.

This policy will not succeed in the Muslim community since all Muslims consider
themselves a part of a single foundation. The result of a "divide and conquer" policy
will be a severe backlash, and it will bring hate and violence to the countries tiiat

initiate this policy.

3. It is imperative that we stop labeling the extremists with the prefix of Islamic
and/or MusUm. These two prefixes antagonize the Muslim community and strength-
en their suspicions towards the West's intentions, while at the same time, increase
sympathy and solidarity towards the extremists. Labeling a Muslim Shi'ite or Sunni
wUl also be counter-productive, since Muslims look upon the whole community as
one. And they feel that the West is attempting to put a wedge among the Muslims.

4. Increase or enhance education among the public through publications and use
of the media to explain that the ideology of the extremists is far fi-om the fiindamen-
tal teachings of Islam.

5. Recognition of the extremists gives them a political identity and increases their

influence among the masses. Refusing to acknowledge them will reduce their influ-

ence and effectiveness in the community. As history has demonstrated, (both in

Egypt and in Israel and Palestine), when the government aids and recognizes the
extremists as an entity, the extremists will grow stronger and then will work
against the government that helped to create it. An example of this is the extrem-
ists in the Egypt that killed Sadat, and Hamas which was aided by the Israel and
now is beyond ^e control of Israel and the Palestinian Authority.

6. Isolate the head of state of the countries that sponsor and support extremism
without applying embai^oes that punish the people. Appljdng embargoes that hurt
the common citizens wUT backlash and gives the extremists yet another opportunity
to attack the West, allowing them to state that the West is trying to kill and destroy
the Muslim people.

7. Comprehensive peace in the Middle East is essential to curb terrorism and ex-
tremism not only in the region, but throughout the world. This will improve the eco-

nomic conditions in Middle East countries and give the governments time to focus
on their individual domestic problems. It will also eliminate the slogans the extrem-
ists are using, either to show the ineff"ectiveness of their government to solve the
domestic problems or to achieve a just solution to the Palestinian problem.

8. Anouier essential point to curb terrorism and extremism is the necessity to

eliminate corruption among the governing Muslim leaders. This is a man source of
discord among the people and an important tool in the hands of the extremists, who
use its existence to gauier support fi*om the masses.

9. Cut the source. It is obvious that the sources that supply military and financial
support to the extremist are known to the Western and Middle East Intelligence or-

ganizations. If the source is restrained and thwarted the extremist movement will

suffer, and their growth and influence will be minimized to the point of ineffective-

ness.

ni. THE THREAT EXTRE^DSM POSES TO THE NfUSLIM COMMUNITY

One could accurately say that the misconceptions and misunderstandings that
plague the Islamic community are almost entirely the result of the extremist move-
ment within Islam. The perception of Islam as a violent, intolerant, anti-western re-
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ligion has been created by the minority extremist component of Islam and then per-
petuated by the attention that they receive in the Western media and by ouier
Western power blocks.

Islam, in spirit and in practice, is a religion of inclusion, of peace, and of mercy.
Its followers are taught to be kind and tolerant to all people, regardless of race,
color, ethnicity, or religion. Perhaps more than einy other faith, Islam can be said
to propound a truly universal philosophy that is accepting of all people, religions,

ana ideas. The Koran, the holy book of Islam, could not be more exphcit in its com-
mand. There shall be no compulsion in religion." This single Une embodies the spir-

it of Islam—a faith that acknowledges and strengthens the nobUity of the individ-
ual, while simultaneously embracing the importance and power of commxinity.

Extremists have distorted this true image of universalism in the eyes of the
world. In the United States, their acts of violence and fanatic intolerance have trag-
ically marred the perceptions Americans have of Islam. Though the doctrines they
espouse are wholly incompatible with the teachings of Islam, and run contrary to
the very foundations of the faith and its traditions, these terrorists have managed
to partudly succeed in their goal to alienate Americans from tiie Muslim commu-
nity—^thus making leaders on both sides mistakenly believe that cooperation is, at
best, a difficvilt venture. They have succeeded in making the American people un-
necessarily wary of any association with Islam. This ahenation and wariness is ex-
tremely harmful to both America and its Muslim commvmities—and to the Islamic
world as a whole.
No good can ever come from blatant misconceptions of truth. The fear that has

been generated by these extremist entities has given rise to an alarmist atmosphere
in this country towards Islam and its followers. This fear has found a foothold in
every aspect of American society—from the government down to the American peo-
ple. Moreover, there has been no significant attempt by anyone in a visible pubhc
office to emphasize the fact that these extremists are acting contrary to Islam.
Extremism, by definition, is a force contrary to freedom, liberty, and justice. Is-

lamic extremism is no different than any other form of ideological extremism. They
beUeve that they are justified in attempting to force their belief system on others.
In their eves, moderate Muslims, who cringe at the blood and pain caused by such
extreme elements, are considered renegades of Islam—nonbeUevers and enemies of
the rehgion. Within this extreme movement, as with all types of extremism, there
is only room for one set of thoughts, one opinion, one vision. Extremism poses its

greatest danger to the Islamic conmiunity—stifling its diversity and its multifaceted
and multinational character. It is a threat to the freedom and Uberty of the commu-
nity, and thus to the very communitv itself; for what conununity can truly survive
staunch intolerance and lack of free thought?
Islam is struggling with this extremist movement world-wide. In this country

however, the diinculties faced by moderate Muslims are partiailarly unique. There
is no question that moderate Muslims make up the vast msyority of Muslims in this
country and world-wide, with followers of extremist movements a fraction of the
population. Yet, the amount of attention received by each group is inversely propor-
tionate to its size. The media and other sources of public information concentrate
excessively on the extremist element of Islam, and give little to no time to the mod-
erate Muslim voice.

While this can be explained by pointing out that it is the extreme element who
poses a conceivable danger and therefore somehow deserves the majority of the
media attention, this answer does not take into consideration the fiill scope of the
problem. It is this attention that MusUm extremists have been able to draw, to the
exclusion of all else, that presents America and American Muslims with their most
significant problem.
Unless the moderate Muslim voice is given sufficient attention and is allowed

time and a significant forum, it is unreasonable to expect that voice to be able to
overcome any extreme Muslim element present in this country. Moreover, the con-
tinued focus on MusUm extremists without properly placing them in the context of
the larger Muslim community, will fiirther alienate American Muslims by reinforc-
ing a beUef that America is only interested in weakening Islam. Allowing this belief
to perpetuate would be, at best, an invitation for further misunderstandings on all

sides—an event that would be detrimental to all.

In svunmary, Islam, perhaps the most misunderstood religion in the world, has
suffered as much as its people from ignorance and foreign occupation. Islam, Uke
the rest of the world, faces a new challenge, the rise of extremism; however, this
challenge is not exclusive to Islam; it is being faced by every nation and every reli-

gion. It is a phenomenon which is altering the thought and action of every part of
the world. It is a phenomenon which can conceivably lead to the fall of governments,
deviate mankind from the course of God, and destroy many of the most cherished
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democratic ideals. Islam is not a militant religion, but a religion of peace, mercy,
and love for all people. Unfortunately, like everything else, when man uses some-
thing he distorts it. The religion of Islam is no exception. However, true Islam joins
Judaism and Christianity in its call for love, mercy and justice.

As Americans we must never forget the value we place on freedom and liberty,

and at no time can America, in its iwssible responses to extremism, allow the Mus-
lim community in this nation or abroad to suffer any iiyustices. We must remember
to place extremism in the context of the broader community. To do otherwise would
only place this great nation in the same category as those very extremists we are
trying to fight. Intolerance and injustice at the hand of any entity—even for an ad-
mirable cause—^is repugnant to all that we as Americans, and I as a Muslim, hold
to be true.

Senator Kyl. Thank you very much for your testimony, and I

must say that, for the record, we will have the complete written
testimony that you have provided, and it is one of the most
thoughtfully written and well-documented presentations that I

have ever read with respect to Islam, and we very much appreciate
having that as a part of our hearing record. So thank you very
much.
Mr. ASHMAWY. Thank you.
Senator Kyl. Our last witness, Steven Emerson, produced the

award-winning documentary "Jihad in America," which provided a
snapshot to the American people of the activities and operations of
radical Islamic groups in the United States. Since that time, Mr.
Emerson has continued his extensive research on the infrastruc-
tures, modes of operation, fundraising, recruitment, and criminal
activities these radical groups use to support their activities as well
as their connection to terrorist organizations. It is this portion of
his research which Mr. Emerson will share with us today, and,
again, I want to say that for our record you have provided us with
an amazingly complete and well-documented statement which will

be very important for future scholars as they review the record of
this hearing and the subject as we deal with it in the future. So
thank you very much for being here, Mr. Emerson.

STATEMENT OF STEVEN EMERSON
Mr. Emerson. Good afternoon.
First of all, personally I would just like to state that I knew Self

Ashmawy for more than 5 years. He appeared in the film "Jihad
in America." And when I found out a month ago that he had been
killed in a car accident, it was a very, very disturbing day for me,
and it has been since. And I am very pleased and quite touched by
Omar's appearance here today. I think Self would be very proud of
what he has done here this morning and how he has delivered him-
self in such purpose and poise. I for one am touched myself. I just
wanted to say that for the record.

The issue, as I see it, is the preservation and the maintenance
and the emboldenment of a moderate Islam versus the growth of
radical Islam. I have dedicated the last several years to sort of ex-

posing the extremists. Unfortunately, those very extremists have
issued threats against me as well. And I want to make the state-

ment and I want to affirm what Omar said, that radical Islam does
not equal mainstream Islam. The vast majority of Muslims do not
support violence, but there is an extremist wing. And to the extent
they are able to hide under the veneer of a false moderation or hide

51-593 98-4
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under the veneer of a mainstream umbrella, they unfortunately tar
the genuine moderates.

In the United States today, in the past 5 years since the World
Trade Center, the whole panoply of radical Islamic movements has
sprung, from the A to Z, from HizboUah to Hamas, to Islamic
Jihad. I have here a chart, a map, that shows a partial listing of
the concentrations of different radical Islamic groups in the United
States, and you will see, obviously, that the comprehensive inclu-

sion of Islamic Jihad, Hamas, the Gamaa Islamiya, the Muslim
Brotherhood, the National Islamic Front, all of these extremist
movements have established strong networks of supporters, some-
times command and control, sometimes funding operations, very
extensive political operations that essentially have rendered the
United States a major center of militant Islamic activity worldwide.

Hizbollah has got operations in cells in Chicago, in Boca Raton,
in Texas, New Jersey, Illinois, the Gamaa Islamiya in California,
North Carolina, in Baltimore. The Muslim Arab Youth Association,
which is effectively the de facto arm of the Muslim Brotherhood,
has got chapters throughout the United States.

Hamas is the strongest organizational militant group in the
United States with representation throughout virtually every other
State, not necessarily in a formal form but certainly in terms of
support. Millions of dollars have been raised through various net-
works, some legal, some not legal, but primarily there have been
many legal mechanisms established during the last 5 years, pri-

marily tax-exempt foundations, for "charities" that fund innocent

—

supposedly innocent, that is—religious and social programs of mili-

tant Islamic movements. The problem is that money is fungible,
and the second problem is that sometimes the moneys get diverted
from these charities.

For law enforcement, however, it is very difficult to trace the dol-

lars that go into these groups, and out of the groups into the hands
of the militants in the Middle East.
We in the United States should be very clear. We face not only

a threat of violence from these groups present in the United States,
but we allow our own allies to be attacked, to be violently attacked,
from the safety of the United States. To the extent that moneys
raised in the United States and support accrued in the United
States enables suicide bombings in Israel or attacks on foreigners
in Egypt or slaughtering of young Algerian moderate women who
refuse to wear the veil, that is a terrible statement about what is

going on in the United States.
We need to be very clear. The United States has great freedoms,

and I am not suggesting here for one moment that we curtail any
of the freedoms. Even the freedom to be an extremist is allowed.
But I do believe that that line that is crossed into actual support
of terrorism needs to be more aggressively pursued, and that
means more intelligence and more resources, resources for the FBI,
resources for the INS, and more hearings like this in Congress.

I do believe that some groups may not be legally prohibited, but
to the extent that we can expose their activities, they will not be
able to operate in the sunshine, and that sunshine, as Louis Bran-
deis once said, is the best disinfectant.
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In the United States today, there are various problems associ-
ated with the operations of these groups. TTie most telling inves-
tigation today is in Tampa, FL, where the FBI, together with Cus-
toms, INS, the IRS, and other agencies, are investigating the cre-
ation and operation of the Islamic Jihad Command and Control Or-
ganization. It operated without any scrutiny and unimpeded for 5
vears, between 1990 and 1995, under the unwitting and witting
blessing of the University of South Florida in Tampa. It operated
under "an academic research center" at the university. It allowed
terrorists to come into the United States. It raised hundreds of
thousands of dollars for the Islamic Jihad, and it promoted the Is-

lamic Jihad by organizing the largest counterterrorist conferences
ever held in the United States, in St. Louis, Chicago, and else-
where.

In sum, I think that the United States has become, to coin a
phrase, occupied fundamentalist territory. I believe that moderates
are overwhelmingly represented by their numbers, but unrepre-
sented by the leadership of the organizations. It is time, and I hope
an opportunity, for people like Seif Ashmawys son, young Omar,
to assume the leadership in the moderate Muslim community.
Thank you.
[The prepared statement of Mr. Emerson follows:]

Prepared Statement of Steven Emerson

introduction

The subject of today's hearing, the foreign terrorist threat in the United States,
is one of the most important issues we face as a society today. With the advent of
chemical and biological weapons, we now face distinct possibilities of mass civilian
murder the Ukes of which have not been seen since World War II. The specter of
terrorism carries with it the threat of violence aimed at targets merely because of
their religious, ethnic or national identities. The threat of terrorism, particularly in
the age of instant telecommunications, also carries a major psychological dimen-
sion—through an electronic multiplier eflFect that has the ability to iiyect fear and
fright into the hearts and minds of tens of millions of Americans.
At the outset it is important to note several points about these hearings:
One. Foreign terrorists and extremists are no different than home grown terror-

ists and extremists. Terrorism is terrorism—no matter who carries it out. The
threat from domestic terrorists who see the United States government from a para-
noid lens is no less problematic than foreign terrorists who view us in the same
manner. As evidenced by the Oklahoma City bombing, bombings of abortion clinics,

and other acts of terrorism, the ultra right wing militia, the Christian Identity
Movement, Arian Nations, and neo-Nazis are intent on inflicting murder and may-
hem against innocent civilians.

Two. The absence of bombs going off more regularly should not lull us into a false
sense of secvuity. The presence of foreign terrorist groups means that they have the
capabilities of launching attacks here and the ability, which they exploit to their
maximum advantage, of using the United States as a springboard to lavmch attacks
against our allies and friends. It is a matter of vital national interest to hold hear-
ings on the presence of foreign terrorist groups on American soil. There are various
groups in the United States tied to international and foreign acts of terrorism. This
includes the offshoot of the militant Jewish Defense League known as Kahane Chai,
the Irish RepubUcan Army and militant Sikhs, among others.

Three. Terrorism does not develop in a vacuum. It requires intellectual, financial,
and oflen religious sustenance and nurturing. The bombing of the World Trade Cen-
ter for example, and the Oklahoma city bombing, sprang from a much larger com-
munal constellation of like minded beUevers and supporters. The physical act of ter-
rorism may appear to come out of the blue but in fact is almost always predicated
in lai^er movements that justify such acts of terrorism as legitimate. And yet, by
virtue of the great freedoms enshrined in our laws and constitution, most activities
of extremist groups, including known terrorist fronts in the United States, are legal
and protected. While some activities were made illegal in the 1996 Anti-Terrorism
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Act, the vast majority of activities carried out by extremist groups remain protected
because they faU—quite appropriately—^in the category of firee speech. Yet, such
legal protections do not extend to protection from joumsdist inqtiiries or other public
scrutiny. In fact, it is the prospect of this scrutiny that has assisted in the past in
eradicating domestic extremist movements and unmasking those extremists under
false facades. As Supreme Court Justice Louis Brandeis once said, "Siuishine is tiie

law's best disinfectant." Thus, the pubUc has a right to know and expect that an
educational curriculum is not being secretly manipulated by foreign radicals, that
journalists are not serving as witting or unwitting pawns of extremists, and that
pubUc and elected officials are not legitimizing militant groups.

Four. In any discussion of the threat of radical Islamic fimdamentalism, it is im-
perative to point out that militant Islamic extremism is not synonymous with main-
stream Islam. Those who engage in extremism today are simple practicing their to-

talitarian interpretation of the religion. The vast mtgority of Muslims do not support
in any way the politics of the extremists. Nevertheless, to deny the existence of radi-

cal Islam—as some groups have aggressively assert—or to pretend it does not exist

is tantamount to defending the militants as one and the same with peace-seeking
moderates. Rather than protecting the moderates from being tarred with the ex-
tremist brush, it only paints them further. For the militants, of course, the delib-
erate blurring of the distinction between militant and moderate Islam is designed
to hide under the protection of mainstream Islam. Extremists in Islam are no dif-

ferent than other religious extremists—whether it be a Jewish terrorist who shot
the Israeli Prime Minister because he believed he was commanded to do so by God,
or the anti-abortionist assassin who believes he has the right to kill anyone in the
name of God, A reUgious extremist differs only in the reUgion he invokes to commit
a crime.

Five. The attacks on today's hearing and on me by various Islamic and Arab advo-
cacy groups illustrates the growing danger of allowing militant groups to masquer-
ade uncritically under the banner of self-anointed "ci^ rights" and "human rights"
status. These groups are no more deserving of civil rights status than the Ku Klux
Klan's patently transparent efforts to masquerade under civil rights monikers advo-
cating "human rights" for whites. In particular, the Council on American Islamic
Relations and American Muslim Council, as well as others, have sent out emails
and internet alerts "warning" their supporters about these hearings this morning.
In effect, the message disseminated by these groups was that merely discussing the
presence of Islamic radicals on American soU is to be construed as an attack on
Islam. The same type of message was issued by Sheik Omar Abdul Rahman, spir-

itual ringleader of the World Trade Center bombing-related conspiracy, when he
claimed that his conviction was "an attack on Islam." This type of contrived delusion
is but a transparent effort to prevent a free discussion of ti\e Uireat of militant Is-

lamic fundamentalism in the United States. On Sunday night, an even more incen-
diary email alert was distributed by the "Free Arab Voice" when it labeled this
hearing an "attack on Islam."

THE THREAT TO FREE SPEECH AND THOUGHT

If not confronted, the efforts by radical Islamic groups such as the Council on
American Islamic Relations (CAIR) and the American Muslim Council (AMC) to in-

timidate those who speak out on the threat of militant Islamic fiandamentahsm
poses one of the greatest dangers to the freedoms in American society. In point of
fact—elucidated later in this testimony—these groups are actual political wings of
radical Islamic fundamentalist organizations. They have defended terrorist groups,
terrorist leaders including Hamas chieftain Musa Marzook and World Trade Center
bombing conspiracy ringleader Sheik Omar Abdul Rahman, and the Sudanese ter-

rorist regime currently engaged in a genocidal war against the Christian minority.
Both of these groups have sponsored visits in the United States of leading inter-

national mihtants and known anti-Semites (including those who exhorted their fol-

lowers to kill Jews) and consistently attacked American writers for exposing the
threat of militant Islamic extremism.
These groups pose a clear and present danger to American freedoms and society,

not to mention moderate Muslims around the globe.
Congress ought to actively defend the right of journalists, writers, and others to

speak out against the militant activities of radical fundamentalists, free from the
threat of intimidation and violence. It is intolerable that writers and American citi-

zens on American soU should have to endure the same defamatory campaigns and
threats as Salman Rushdie. As a result, few journalists have dared to expose the
international terrorist connections of seemingly benign Islamic institutions that hide
under demonstrably false veneers of moderation and tolerance. The courageous indi-
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viduals who have taken on these groups have been subjected to frightening cam-
paigns of intimidation that do not pass unnoticed by their colleagues. The result is

that stories describing the true nature of radical Islamic activities in the U.S. and
their growing menace to American society are few and far between. Moreover, the

menace of radical Islam to secular and moderate Muslims, women, and intellectuals

has been ignored almost entirely.

Militant Islamic fundamentalist groups continue to propagate their views
throughout the United States, crowding out the views of the vast, overwhelming ma-
jority of Muslims who are against terrorism and violence. The radical groups oper-

ate below the conventional political radar screen that normally detects fringe and
extremist organizations. Thus, these mihtant groups, and the politicians who associ-

ate with them, are allowed to maintain an unwarranted respectability. In the end,

these radical groups are helping to solidify the political foundations of an extremist

ideological belief system that sanctions savage suicide attacks in Israel, wanton
murder of foreigners in Egypt, decapitation of young Algerian women who refuse to

wear the Islamic veil, and death sentences against intellectuals and writers such
as TasUma Nasreen and Salman Rushdie for writing things deemed "offensive."

Already, The New Republic, U.S. News and World Report, the Dallas Morning
News, HBO, the Tampa Tribune, the Reader's Digest, The Journal of the American
Medical Association and even the Weekly Reader's Current Events have become the
subjects of well-coordinated campaigns of intimidation and implicit threats of vio-

lence for publishing stories deemed offensive to militant Islam. Holl3rwood studios

that have produced "Executive Decision," Not Without My Daughter," "Father of the
Bride 11" and "Path to Paradise" (a docu-drama about the World Trade Center
bombing) have been the targets of vicious attacks by militant Muslim groups falsely

invoking "anti-Muslim stereotypes" and violations of "MusUm human rights." While
any racism must be condemned unequivocally, the attacks on these films falsely con-

tended that the mere portrayal of Muslim terrorists or Islamic militants is a whole-
sale fabrication. This line of argument holds as much legitimate substance as the
argument that films about the Mafia, Asian and black gangs, Russian mobsters,

German Nazis and corrupt CLA agents are slurs against their respective nationali-

ties or institutions. Militant Islamic groups have actually claimed that the notion

of Jihad or Holy War in Islam was concocted by the West as part of a campaign
to defame Islam. Unless exposed for tiieir ulterior agenda, these radical Islamic fun-

damentalist groups, hiding under politically-correct jargon, will continue to increase

in strength and become more infiuential.

MY OWN PERSONAL EXPERIENCE

The fact that I have been forced to accept physical security in coming to this hear-
ing this morning provides a personal insight into the scope of the current and grow-
ing problem. In November 1994, I served as the executive producer and reporter for

the PBS documentary "Jihad in America." The film included previously unknown
videos of the clandestine activities of radical Islamic terrorist groups operating in

the United States, and featured interviews with moderate Muslims and federal

counter-terrorism officials speaking for the first time about the magnitude of the

threat posed by military Muslim groups on U.S. soU. I was gratified by the fact that

the film served as the impetus for the counter-terrorism legislation passed by Con-
gress, and that it became a standard part of federal law enforcement education and
training. "Jihad in America" also earned a George Polk Award for best documentary
and the Investigative Reporters and Editors Award for the best piece of investiga-

tive reporting in book, print or television.

Until now, I have not told my personal story because I never wanted to become
part of the story that I have covered as a journalist. Yet, I no longer have the luxury
of keeping quiet. Immediately following tlie release of "Jihad in America," I became
the target of radical fundeimentalist groups throughout the United States (and inter-

nationally) who fiercely denied the existence of "Islamic extremism" and accused me
of engaging in an "attack against Islam." For this "transgression," my life has been
permanenuy changed.
Explaining the details of just one incident—to pick among a whole series—will

help you understand the changes I have been forced to endure. One morning, in late

1995, I was paged by a feder^ law enforcement official. When I returned the call,

this official immediately instructed me to head downtown to his office and specifi-

cally directed me to take a taxi rather than my car. The urgency in this person's

voice was palpable. When I arrived at the office, I was ushered into a room where
a group of other law enforcement officials was waiting. Within minutes, I found out
why I had been summoned; I was told a group of radical Islamic fundamentalists
had been assigned to carry out an assassination of me. An actual hit team had been
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dispatched from another country to the United States. The squad, according to the

available intelligence, was to rendezvous with its American based colleagues located

in several U.S. cities. Compounding the jolt of being told about this threat was an
additional piece of information: The assassination squad had been able to success-

fully elude law enforcement detection.

I was told that I had limited choices: Since I was not a full-time government em-
ployee, I was not entitled to 24 hour a day police protection. However, I could prob-

ably get permission to enter the Witness Secvmty Program under the right cir-

c\imstances. But the prospect of being spirited away and given a new identity was
not acceptable to me—especially since that would sdRford the terrorists a moral vic-

tory in having shut me down. Frankly, however, the alternative option was not that

attractive either—being on my own and taking my own chances. And yet that for

me was the only effective option.

THE INTIMIDATION OF WRITERS AND JOURNAUSTS BY THE COUNCIL ON AMERICAN
ISLAMIC RELATIONS

This is the reality of the political environment which exists today. Unfortunately,

the new fears engendered by the stridency of militant Islamic groups attacking writ-

ers for their "anti-Islamic" views are all too real and palpable. All one needs to do

is to ask the editor a children's magazine who had the temerity to include an article

on internal terrorism which inclu(fod on a list of terrorist events the World Trade
Center bombing in addition to the Oklahoma City bombing; a Catholic priest who
favorably reviewed a book on the historical treatment of Jewish and Christian mi-

norities \mder Islamic rule hundreds of years ago; even screenwriters who authored
films based on real events in which radical Islamic protagonists carried out terrorist

events against the United States.

In the October 1997 issue of First Things, Fr. John Richard Neuhaus reviewed
The Decline of Eastern Christianity Under Islam: from Jihad to Dhimmitude, by
Bat Ye'or. He favorably reviewed the book and commented about the growing threat

of militant Islamic doctrine. The Council on American Islamic Relations (CAIR)

—

one of the groups leading the attack on today's hearing—responded with a press re-

lease calling upon tiie Catholic Church to investigate Fr. Neuhaus because:

He portrayed Islam as a permanent threat to Western society, used racial and
ethnic slurs against Arabs, offered inaccurate and offensive information about the

spread of Islam, seemed to agree with those who think Muslim immigration is a

"low-level jihad" and suggestiwl Christian-Muslim dialogue might be a "delusion."
* * [In a letter to the General Secretary of the National Council of Catholic

Bishops] Awad called for an investigation to determine whether Father Nexihaus' ar-

ticle reflected authentic Church doctrine, with appropriate actions to bring Father
Neuhaus into conformity with these teachings. ^

Following CAIR's statement, Neuhaus received a flood of hostile communications.

Thev included such terms as "venomous diatribe," "hateful xenophobia," "doing the

work of Adolph Hitier," agitating for a new Crusade" and "obviously mental iU. ' Fa-
ther Neuhaus commented:
"The attack initiated by CAIR produced dozens and dozens of letters from as far

away as Austraha, some of them accompanied by hundreds of signatures of Muslims
who claimed to be deeply offended by the review. * * * The campaign obviously had
the 6um of intimidating into silence anyone who dares to say anything less than
complementary about things Muslim." ^

Following the brutal massacre of tourists in Luxor last fall, Montreal Gazette car-

toonist Terry Mosher produced a cartoon of a mad dog in Arab headdress, labeled

"Islamic Extremism" and captioned "With Apologies to Dogs Everywhere." ^ Nihad
Awad responded:

"It is unconscionable that members of any faith be portrayed in such a manner.
The is [sic] an example of the current trend toward demonization of Islam and dehu-
manization of Muslims. We share Mr. Mosher's revulsion at the recent massacre in

Egypt, but he does not have the right to incite anti-Muslim hatred and bigotry by
equating all Muslims with mad dogs. The cartoon referred exclusively to Islam and
made no mention of the massacre * * *"
The cartoon refers not to Islam, but to Islamic extremism. Awad thus treats an

attack on extremism as an attack on Islam. His revulsion at the massacre does not

prevent him from defending the ideology that produced it. After CAIR's notice, the

1 "Islamic Advocacy Group Calls on Chxirch to Investigate Priest's Anti-Muslim Remarks,"
CAIR Press Release, October 16, 1997.

2 Fr. Richard John Neuhaus, "Islamic Encounters," First Things, February 1998.

^Montreal Gazette, November 18, 1997.
*CAlRAcHon Alert •154, December 5, 1997.
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Gazette received numerous hostile and threatening communications, mostly by elec-

tronic mail.^ Mosher himself received death threats and was forced to vacate his

home.
Most recently, CAIR attacked columnist Nat Hentoff, a consistent and forthright

advocate of human rights and free expression, for two columns criticizing Louis
Ffurakhan and Jesse Jackson, among others, for failing to speak out against slavery
in Sudan and Mauritania. Ibrahim Hooper responded that: "Perhaps this hesitancy
results from a reluctance to indulge in politically and religiously motivated sensa-
tionalism that plays on and amplifies existing Islamophobic tendencies in Western
society. Mr. Hentoff demonstrated the nastier aspects of this trend with his use of
oflFensive terms such as 'Islamic enslavement' * * *"6

Hooper also argued with HentoflTs facts, but his primary argument is that
Hentoff—and Farrakhan and Jackson—should not discuss slavery in Sudan because
of the alleged negative impact of such a discussion on American Muslims. Before
joining CAIR, Hooper also attacked the distinguished writer Paul Theroux for de-

fending Salman Rushdie.''

Pretending to be a civil rights group, CAIR is representative of the new trans-
formation of militant Islamic groups. CAIR's origin and the affiliations of its found-
ers. It was formed not by MusUm religious leaders throughout the country, but as
an offshoot of the Islamic Association of Pjilestine (LAP). Incorporated in Texas, the
LAP has close ties to Hamas and has trumpeted its support for terrorist activities.

Its publications, the Arabic al-Zaytuna and the English language Muslim World
Monitor, frequently praise terrorist actions.^ Nihad Awad, the founder and executive
direct of CAIR, was contributing editor of the MvisUm World Monitor when CAIR
began operations.^ LAP has issued Hamas communiques calling for the killing of
Jews, produced tredning videos for Hamas operatives, and actually recruited for

Hamas in the United States.^" Oliver Revell, former head of FBI counter-terrorism,
has called the lAP a "Hamas front." " CAIR has used the lAP Web Site for its early
Internet publications. ^2 fhe close connection between Hamas, LAP, and CAIR re-

veals CAIR's true purpose.
The connections between CAIR and Hamas extend beyond Nihad Awad. Moham-

mad Nimer, the director of CAIR's Research Center, was on the board of directors
of the United Association for Studies and Research (UASR). This innocuous sound-
ing organization is the strategic arm of Hamas in the United States. One Hamas
terrorist operative, caught and convicted by Israeli authorities, called UASR "the po-
litical command of Hamas in the United States."^^ There are numerous other indica-

tors of the close connections between UASR and Hamas. ^'^ Nimer's transition from
UASR to CAIR paralleled Awad's transition from LAP to CAIR. Another founding
director of CAIR, Rafeeq Jabar, is president of the Islamic Association of Palestine.

At the October 1997 Council for the National Interest Convention, Jabar described
Israel as "living in apartheid," and Zionism as a "racist movement." He asserted

s Terry Mosher, "Sometimes Satire Backfires: Some Events Are Simply Not Very Cartoonable;
Others Prompt Protest, Montreal Gazette, December 27, 1997.
«CAIR Press Release, January 17, 1998.
^Ibrahim Hooper, "Insult to Islam," letter to the editor, Minneapolis Star Tribune, February

23, 1992.

*In October 1994, Al-Zaytuna ran the following headline: "In Its Greatest Operation, Hamas
takes credit for the Bombing of an IsraeU Bus in the Center of Tel Aviv." The January 19, 1996,
Muslim World Monitor describes the Israeh killing of Yahya Ayyash, the Hamas bomb maker
known as "the Engineer" as "the latest in a string of terrorist attacks and murders carried out
by Israel." The March 17, 1994 issued claimed that Baruch Goldstein's massacre of Palestinians
at Hebron was part of a "Jewish tradition of slaughtering Jewish enemies at Purim," an unusual
form of blood Ubel.

* Nihad Awad is listed on CAIR's 1994 IRS form 990 as executive director by the name Nehad
A. Hammad.

1° Steven McGonigle, "Paper Trails Leads to Hamas," Dallas Morning News, April 18, 1996.
"Gaza PA, September 1992: Hamas Training and Recruitment," a video by AqsaVision, IPA's
video production unit, is an example of the training videos.

11 Quoted in Steven A. Emerson, The Other FundamentaUsts: A Report on the Islamic Ex-
tremist Network in the United States," The New Republic, June 12, 1995.

12 For example, CAIR's press release on the 1996 summit meeting between King Hussein and
Yitzhak Rabin appeared at the lAP Web Site, www.iap.org/pobtics/peace/cair-jr.

^3 Judith Miller, "Israel Says That a Prisoners' Tale Links Arabs in US to Terrorism," New
York Times, February 17, 1993.
i*The vast majority of UASR publications support, and often extol, Hamas. The telephone

records of Hamas terrorists arrested in Israel have shown communications between them and
UASR offices in the United States.
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that "when a Jew passes by a cross, they [sic] have to spit" and said of Israel, "never
treat this cancer with a bandage."^^

FIVE YEARS AFTER THE WORLD TRADE CENTER BOMBING

Five years after the 1993 World Trade Center bombing in New York, the rever-

berations of the bombing are still being felt. At first, the initial assiimption by law
enforcement was that tlie immediate national secxmty threat was contained to a
small band of extremist followers of a charismatic but obscure Islamic religious lead-

er named Sheik Omar Abdul Rahman. Sheik Rahman, a militant cleric firom Egjrpt,

had arrived in the United States in 1990 and recruited a band of fanatic followers

who were mobilized by his calls for Jihad (Holy War) against the West.
In fact, in the five years since the bombing, intelligence officials and law enforce-

ment agents have discovered that militant Islamic extremists have established ex-

tensive networks throughout the United States. Although there is no established hi-

erarchy that centrally coordinates the activities of the myriad militant networks, the
intelligence and law enforcement communities agree that the entire spectrum of

radical groups fit)m the Middle East has been replicated in the U.S.
These include: Hamas, Islamic Jihad, Hizzbiillah, Hizba-Tahrir (Islamic Libera-

tion Party), Islamic Salvation Front (Algeria), Armed Islamic Group (Algeria), En-
Nahda (THinisian), Muslim Brotherhood, Ga'mat Islamiya (Egjrpt), Taliban (Afghani-
stan), Jamat Muslimeen (Pakistan), and support groups of mujahideen (Holy War-
riors) in Bosnia, Phihppines, Chechniya and other places. These groups have created
large networks of supporters fi-om whom they have raised tens of millions of dollars

for their movements, recruited and trained new followers, underwritten their breth-
ren organizations in the Middle East and elsewhere, and even remotely directed ter-

rorist operations back in the Middle East or Europe. As stated by Oliver Revell,

former Associate Deputy Director of the FBI, "the United States is the most pre-

ferred and easiest place in the world for radical Islamic groups to set up their head-
quarters to wage war in their homelands, destabilize and attack American allies and
iiltimately move against the United States itself
For American Muslim moderates, the harsh reality of having their organizational

gravity taken over by radicals is something they have to confront all the time. "Rad-
ical Islamic groups have now taken over leadership of the 'mainstream' Islamic in-

stitutions in the United States and anyone who pretends otherwise is deliberately

engaging in self-deception," said the late Self Ashmawi, an Egyptian-American
newspaper pubUsher. Mr. Ashmawi died recently in a tragic car acciaent. A genuine
American hero, Mr. Ashmawi has been the target of death threats for his criticism

of Islamic miUtants in his New Jersey area, particularly that of the group support-

ing World Trade Center bombing leader Sheik Omar Abdul Rahman. He appeared
in my film Jihad in America and testified before the Senate Foreign Relations Com-
mittee nearly two years ago about the dangers of extremist groups and their activi-

ties in the United States.

THE USE OF NON-PROFIT AND TAX-EXEMPT FOUNDATIONS

The primai-y vehicle through which radical groups have established a "legitimate"

presence in the United States has been the establishment of non-profit charitable,

religious, academic, and educational institutions. During the past seven years, there

has been a proUferation of radical Islamic groups hiding under false cover using
501c(3) and other non-profit status. Every year, scores of new organizations receive

non-profit charity status to raise millions of dollars annually to fund their "chari-

table" arms in the Middle East such as Hamas hospitals, schools and reUgious insti-

tutions. (It is through this Hamas social welfare infi-astructure in which Hamas re-

cruits new followers and cultivates its selection of soon to be terrorists. Although
some observers have contended that the social-welfare arm of Hamas is innocent,

the fact is that these Hamas institutions are designed to bring the population at
large under their influence and control.

Sometimes the monies raised go directly to purchase weapons and military sup-
plies, although most of the time the tax-ft-ee money raised in the United States goes
to underwrite the social welfare budgets of groups Uke Hamas, freeing up local

funds for terrorist operations since money is fiingible.

The locations of the radical groups span the entire United States. Certain areas
are known to have larger concentrations of Islamic radicals and are the sites of of-

fices of Islamic mUitant groups that raise funds, recruit new members, disseminate
propaganda, and in some cases, recruit terrorist, provide military training and even
direct terrorist operations back in the Middle East. These areas include Chicago,

IS Notes from a conference attendee. CAIR's IRS Form 990 for 1994 shows Jabar as a director.
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Boston, Los Angeles, Santa Clara, New York, Washington, D.CVnorthem Virginia,
North Carolina, Miami, Tampa, Dallas, Oklaiioma City, San Diego, Orlando, Ari-
zona, Kansfis and New Jersey. Even with the know location of front groups, Islamic
militants pose a more difficult challenge to law enforcement than any other terrorist
group operating in the United States. "What makes these groups so troublesome is

that they hide under a religion, do not have a traditional linear hierarchy, speak
a foreign language and generally go about as far as they can in pushing the limits
of the law without being tracked when and if they go over the line," says former
FBI official Revell. "Their agenda in the United States is to not only build their in-
frastructure and raise funds but also to be in position to ultimately move against
the United States."

THE RISE OF HAMAS AND MOUSA ABU MARZOOK

The first manifestation of Hamas' presence in the United States was the creation
of the Islamic Association for Palestine for North America in 1981—and it was soon
followed by the replication of this organization in various cities. Among the founders
were Dr. Mousa Abu Marzook, Ghassan al-Ashey and his brother Bassam al-Ashey.
Marzook and the al-Asheys developed extensive business holdings and corporate en-
tities worth tens of millions of dollars. An examination of Marzook's achievements
is instructive in understanding how Hamas has been able to develop a widespread
network on American soil with neither scrutiny nor restrictions.
Bom in 1951 in the town of Rafiah in the Gaza Strip, Marzook earned a college

degree in engineering in Cairo in 1975 and moved to Louisiana soon after to attain
his doctorate. By the early 1980's Marzook had become increasingly involved with
a growing commimity of militant Muslims in the U.S. whose worldwide ideological
fundamentalist fervor was xmleashed by the Iranian revolution in 1980, the assas-
sination of Egyptian President Anwar Sadat in 1981, and the jihad against the So-
viet occupation of Afghanistan. Marzook would later be elected head of the Islamic
Association for Palestine Msglis al-shura or consultative council that oversaw all the
groups' activities.

By the mid-1980's—several years before Hamas came into formal existence in De-
cember 1987—the LAP had established offices in Indiana, Illinois and California,
and was publishing a militant magazine called Ila Falastin, which routinely called
for the death of "infidels and Jews". Moreover, internal Hamas documents strongly
suggest that parts of the Hamas charter, a virulent anti-Semitic tract that incor-
porates elements of both Nazi dogma and the notorious tiuTi-of-the-century Protocols
of the Elders of Zion, was first written by members of the LAP in the United States
in the early to mid-1980's.
As Hamas began leaving its special violent trademarks—stabbing and mutilations

of its victims—in Israel, Gaza and the West Bank, it was from ttie United States
that Hamas was controlled and funded. Marzook was busy further establishing the
Hamas network under the guise of seemingly innocent reUgious groups, researai in-
stitutions and investment companies. In 1989, Marzook b^ame the founding presi-
dent of the United Association of Studies and Research (UASR), a self-described Is-

lamic "think-tank" which in reality served as a covert branch for planning Hamas
operations and disseminating propaganda. In an interview with the Washington
Post, Ahmed bin Yousef, cxirrent head of the Virginia-based UASR, denied any affili-

ation with Hamas and claimed that Mr. Marzook was only a "businessman" who
briefly served on UASR's board of directors.

In June 1991, the largest international gathering of Islamist leaders ever held in
the United States convened in the outskirts of Washington, DC. At the time this
conference was held, U.S. law enforcement and intelligence were totally unaware of
its existence. Such gatherings provided opportunities for the worldwide militant Is-
lamic network to coalesce and establish new linkages.
Sponsored by the UASR, the extraordinary conference focused on the need to re-

spond to the Western "crusades" against Iraq, the need to destroy the "Jewish state"
and the threat of American-Crusader imperialism; it was represented by nearly
every major radical fundamentalist organization, including Islamic Jihad, ILizba-
Tahrir, Lfizbollah, al-Jihad, Jamat Muslimeen and others. Representatives at this
extraordinary conference included, to name a few, Marzook, Ahmed bin Yousef,
Abdulrahman al-Amoudi (until last week executive director of the MusUn Council
and now head of the AMC Foundation), Sami al-Arian (head of the Tampa-based
Islamic Jihad front group known as the Islamic Committee for Palestine), Ramadan
Abdullah Shallah (now head of the Islamic Jihad and former head of the Tampa-
based Islamic Jihad fix)nt known as the World Islamic Studies Enterprise, or WISE),
and many senior terrorist chieftains from overseas. The presence of so many mili-
tants has made their gathering the all-time "All-Star" terrorist conference in U.S.
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history. Scores of papers and resolutions were presented that condemned the United
States and Jews as part of a diabolical world plot to destroy Islam. ^®

Marzook rose to become chief operating office of Hamas, responsible for orches-

trating and designing the group's terrorist apparatus and activities. He continued

to come and go to and from tne United States as he pleased, keeping homes in

Ruston, Louisiana and Falls Church, Virginia. But all that changed—at least with
regard to his use of the United States as a safehaven—on July 25, 1995, when he
was detained at Kennedy Airport upon his return to the States. As Marzook at-

tempted to reenter the United States, a routine primary inspection by an INS agent

revealed tliat Marzook's name and date of birth matched a computer entry in the

INS database that had been recently entered into a "terrorist watch" lookout. In his

possession at the time of this arrest was paperwork showing his business companies
to be worth more than $10 million, whicn law enforcement officials believe to have
been part of a massive money laundering operation for Hamas in the U.S. Equally
significant was the discovery of Marzook's personal telephone directory that con-

tained the telephone numbers of nearly every top terrorist in the world today. Inter-

estingly, more than 20 percent of the phone numbers are those of Marzook's con-

tacts and senior terrorist collaborators in the United States. At least ten of these

close contacts still live in the Northern Virginia area.

THE ARREST OF MOUSA MARZOOK

On August 7, 1995, the Deputy United States Attorney for the Southern District

of New York, acting in accordance with the extradition treaty between the United
States and Israel and on behalf of Israel, requested the arrest and extradition to

Israel of Marzook. An investigation xmdertaken by the Government of Israel had de-

termined that Msu^ook should be prosecuted for murder, manslaughter, harm with
aggravating intent, grievous haum, wounding, and harm and wounding under aggra-

vating circumstances.
The Israeli Government contended that Marzook was criminally liable for ten inci-

dents because of his high-level role in allegedly directing, controlling, and financially

supporting the terrorist activities of Hamas. Because of his position, and Hamas'
long history of violent and murderous attacks against civilian targets spanning from
19^ to the present^', tJie Israeli Government contended that Abu Marzook was
clearly aware of the nature of such attacks."^^ The United States government en-

dorsed the extradition request and affirmed the authenticity and accuracy of the evi-

dence introduced showing that Marzook was intimately involved in planning terror-

ist operations.
In addition to compeUing information frtjm other Hamas members, Marzook in-

criminated himself during an October 10, 1994 television interview broadcast from
the "Al Manai^ television station in Lebanon. On October 9, the day before the

interview, Hamas terrorists killed two and injured eighteen, including one American
when they opened fire in a crowded Jerusalem pedestrian mall. During his inter-

view, Marzook took responsibility for Hamas by claiming:

"[The] [d]eath is the wife of every Muslim, and every fighter hopes to die for the

land of Palestine. This is not the first time that the herores of Izz Al-Din Al-Qassam
(i.e. the military wing of Hamas) undertook suicide and sabotage mission * * * We
took suicide and sabotage mission • • * We perpetrate these activities for a noble

cause: to folly reinstate the rights of the Pfdestinian People."

On May 7, 1996, Judge Kevin Dufiy (SDNY) issued a memorandum and order

that stated:

"In light of the evidence oflFered against Abu Marzook, I find that there is probable

cause to believe Abus Marzook engaged in and intended to further the aims of the

conspiracy by his membership in and support of the Hamas organization. I also find

that probable cause exists that Abu Marzook knew of Hamas's plan to carry out vio-

lent, murderous attacks, that he selected the leadership and supplied the money to

1*Among the Jordanians was the radical parliamentarian Ishaq al-Farhan, who only a few

months before gave a pep talk to 25 handpicked Hamas recruits m Chicago, and a few years

earlier collaborated witn Jordanian based Islamist Yusuf al-Azm on gunnmning for Hamas lead-

er Ahmed Yassin in its pre-intifadah armament phase. Leith Shbeilat, another Jordanian parlia-

mentarian present at the conference, was later caught with Ya'aqub Qarash maintaining a cache

of weapons paid for by Iran, and implicated in a plot to assassinate King Hussein. He was con-

victed and tnen released by the King. (Days ago, ne was arrested again on charges of fomenting
anti-American and proSaddam Hussein riots in Jordan.)

*' Since January 1, 1989 at least 188 civilians and 98 military or security personnel were in-

jured, in addition to murders and iiyuries inflicted on local Arabs suspected of cooperating with
Israeli authorities.

»8 U.S. District Court Southern District of New York (USDC-SDNY), In the Matter of the Ex-

tradition ofMousa Muhammad Abu Marzook, 95 Cr Misc. 1, August 7, 1995, Sealed Complaint.
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enable the attacks to take place, and that such attacks were, therefore, a foreseeable

consequence of the conspiracy." ^®

The evidence against Maizook came frova a variety of sources including: American
retrieval of Marzook's U.S. banking records showing payments to Hamas subordi-

nates and couriers; internal Hamas docxunents and records verified by American in-

telligence; Marzook's own public statements taking credit for "martyrdom" and other
terrorist operations; and a voluminous amount of information provided by Muham-
mad Salah, a Chicago-based used care salesman appointed by Marzook as head of
Hamas' worldwide military wing. Salah's information, was in turn confirmed by doc-

mnents in his possession and by information provided by other Hamas terrorists ar-

rested by Israel. Salah was arrested in Israel on January 25, 1993, in possession
of approximately $97,000 in cash, intended for distribution to members of Hamas.
In scores of hoiirs of conversations with other inmates and in a freely written con-
fession in Arabic, Salah explained in detail the entire history and infrastructure of
the Hamas organization, whose primary financial and political headquarters were
based out of the United States and Great Britain.

Marzook and his American champions have claimed that Salah's confession was
not valid asserting it was in Hebrew and that he was "tortiured." However, United
States District Judge Kimba Wood, in a ruling affirming the correctness of Judge
Kevin Duffy's ruling supporting Marzook's extradition, confirmed the vahdity and
truthfiilness of Salah's confession.^o Moreover, in the initial U.S. government brief

supporting the extradition of Marzook, the Justice Department concluded that infor-

mation provided by Salah about Marzook's role in orchestrating and directing acts

of terrorism "is considered esj)ecially reliable since it is based, in part, on a report
that Salah prepared for individuals whom he believed to be fellow high-level Hamas
operatives but who, in reality, were cooperating with Israeli authorities. The infor-

mation obtained from Salah shows clearly that Abu Marzook took significant steps
to further the violent activities of Hamas." ^i

Salah revealed Salah had been authorized by Abu Marzook to recruit individuals
for training in the uses of explosives in fight in the "holy war." Salah began the
training of ten recruits, and three were chosen to carry out attacks. Marzook in-

structed Salah to develop biological and chemical capabilities in the Hamas arsenal
of available acts of terror in addition to the building of conventional bombs, assem-
bly of explosives, and remote detonation devices. That Hamas' had put a premium
on acquiring the capability of using biological and chemical agents clearly puts
Hamas in the forefi*ont of terrorist organizations of promoting chemical and biologi-

cal warfare:

"Musa Abu Marzook, in charge of the activity, was responsible for the Muslim
Brothers Organization in the V.S. and resigned fix>m this job in order to devote his

time to activities dedicated to Palestine. My tsisk was to collect names of brothers
and to mention them during the first meeting in the U.S. attended by Muslim broth-
ers fi*om Palestine, the occupied land. I carried out this activity in the name of the
Secvuity Committee * * * The activity [of the committee] was conducted as follows:

Collection of all the names of Palestinians fix)m the Occupied Land, together with
the following details: Their fields of study, the date when they completed their stud-
ies, date of retvim to the occupied land, their ability to express themselves, military

activity, and the ability to work with chemical materials * * such as remote-con-
trol activation, agricultural pesticides and basic chemical materials for the prepara-
tion of bombs and explosives * * and in the use of instruments to jam telephone
conversations, and watches to activate explosive charges * * * (emphasis added. )22

"[We chose them] also according to their expertise, which were: chemistry, phys-
ics, poisons, military material, and computers * * For example, in chemistry we

19C7.S. District Court Southern District of New York (USDCSDNY), In the Matter of the Ex-
tradition of Mousa Muhammad Abu Marzook, 95 Cr Misc. 1, May 7, 1996, Memorandum and
Order, P.61 r

20 U.S. District Court Southern District of New York (USDCSDNY), In the Matter of Dr.
Mousa Mohammad Abu Marzook against Warren Christopher as Secretary of State, et al., 96
Civ. 4107 (KMW) Opinion and Orde: Judge Wood wrote that "even ignoring these statements
that were taken down in Hebrew, the Arabic statement in Abu Ahmed's [Mohammed Salah's]

own hand that was given by him to some other inmates furnishes strong support for Judge EKif-

lys ruling* * *"

21 U.S. District Court Southern District of New York (USDC-SDNY), In the Matter of the Ex-
tradition of Mousa Muhammad Abu Marzook, 95 Cr Misc. 1, August 7, 1995, Sealed Complaint.

22 Hamas—^A translation of Material Written by Muhammed Salah Ehuing His Interview, Au-
gust 21, 1995.
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asked him what is yoiir specialization? Or what is your level * * * toxins chem-
istry? Can you prepare poisons?"^

In addition, Salah advised Marzook that he and another member of Hamas had
discussed the possibility of murdering Seri Nusseibah, an avid supporter of the

"Middle East Peace Process." Marzook expressed enthusiasm for the idea but ulti-

mately did not activate the plan.

As for planning specific operations, Marzook—according to the confession of Mo-
hammed Salah ana confirmed independently by the statements of other Hamas
operatives—^told Salah and other Hamas operatives which terrorists to meet and
how much money each was to be given. According to two Hamas members who were
interrogated following their arrest in 1991 and who were convicted of terrorist activ-

ity, Marzook traveled to Gaza in 1989 in order to reorganize the infrastructure of

Hamas. To finance these activities, Marzook used his own personal bank accounts

in the United States, and transferred $300,000 to Hamas operatives in the West
Bank and Gaza. The two Hamas members further stated that during the reorga-

nization, Marzook played an important role in supervising the military wing and in

appointing individuals to important leadership positions.^^

Marzook gave Salah, prior to his departure from the U.S., the location of the body
of an Israeli soldier kidnapped and murdered by Hamas in order to negotiate the

release of imprisoned Hamas leaders. Mairzook sent Salah to the territories in 1990

to create a military-security apparatus for Hamas and a means of coded communica-
tion for Hamas operatives to communicate to their commanders in the United States

and London. Marzook secretly visited the West Bank and Gaza in 1989 and 1990

to provide firsthand instructions to his troops on the ground.

In the confession provided by Salah, he revealed that he elected to stop military

training in the United States because of active investigations by American law en-

forcement into the alleged ties between "Iraq and Muslim Arabs in the United

States" for tiie prociu^ment of military equipment for Iraq:

"The purpose [of meetings] was to exploit their knowledge in demolition materials

and weapons. However, we stopped the meetings after some time, as a result of the

Gulf War. * * * Following the (Gulf) War, we decided to stop the training because

the American Intelligence Service investigated the ties between Iraq and Muslim
Arabs in the United States, and especially as regards the procurement of complex
equipment.25
"But because of the war which was uppermost in our minds we thought that we

would have to stop—since the American Intelligence was actively surveilling Iraqi

connections, especially with Muslim Arabs in America—for purchasing complex ma-
terials." 26

It is clear that charitable institutions in the United States provided money for

Hamas' terrorist activities in the Middle East;

"They [interviewers] asked me about the charity associations collecting funds for

the Islamic world. The Mosques also collected funds for the deportees during the

Friday prayers, immediately after the deportation. Since there is a large Islamic

community in Chicago, they collected an enormous amount of money, and that is

what brought me bewre the others, and the correct thing is that the money was de-

posited by Musa Abu Marzook. * * 27

'They [interviewers] asked me for the reason why I came and I said: humani-
tarian activity, for allocation of charity funds to the femUies of the poor and the de-

ported. These are funds from charity institutions."^®

THE ISLAMIC ASSOCIATION FOR PALESTINE

Depite the slight disruption caused by Marzook's arrest and deportation, the Is-

lamic Association for Palestine (LAP) remains Hamas' principal American support

group. lAFs main offices today are in Chicago, Illinois and in Richardson, Texas

just outside of Dallas. LAP has set up an elaborate publications and video operation

to promote Hamas, in both Arabic and English. While the Arabic publications bra-

zenly support Hamas, LAFs English-language literature and videos—clearly in-

23 Transcript of Muhammad Salah, June, 1993.

^U.S. District Court Southern District of New York (USDC-SDNY), In the Matter of the Ex-

tradition of Mousa Muhammad Abu Marzook, 95 Cr Misc. 1, August 7, 1995, Sealed Complaint.
25Hamas—A Translation of Material Written by Muhammed Salah During His Interview, Au-

gust 21, 1995.
26 Transcript of Muhammad Salah, June, 1993.
27 Hamas—A Translation of Material Written by Muhammed Salah Ehiring His Interview, Au-

gust 21, 1995.
28 Hamas—^A Translation of Material Written by Muhammed Salah Ehiring His Interview, Au-

gust 21, 1995.
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tended for non-Muslim Western audiences—are relatively tame, refraining, for the
most part, from advocating terrorism and hatred against Jews and Christians—but
not entirely.

One LAP publication entitled "America's Greatest Enemy: The Jew and an Unholy
Alliance," has been routinely distributed at Islamist conventions. Another LAP bro-
chure, authored by Yusef Islam, formerly known as the signer Cat Stevens before
he converted to Islam, contains plain old anti-Semitism:
"The Jews seem neither to respect God nor his creation. Their own holy books con-

tain the curse of God brought upon them by their prophets on account of their dis-

obedience to Him and mischief in the earth. We have seen the disrespect for reUgion
displayed by those who consider themselves to be 'God's chosen peo-
ple'. * * * There will be no justice until all the land is given back to its rightftil

owners * * * Only Islam can bring peace back to the Holy Land. * *

In the past, LAP has published and disseminated Hamas communiques. One
Hamas communique disseminated by LAP urged the "killing of * * * the
bloodsuckers * * * and killers of prophets." Another condemned the "American
enemy" as a "full participant in the conspiracy" to wipe out the Palestinians, specifi-

cally blaming the U.S. for participating in the Sabra and Shatilla massacres. And
following the dispatch of U.S. forces to Saudi Arabia after Iraq's invasion of Kuwait
in 1990, LAP pubUshed another Hamas comminique:
"History repeats itself. Once more the Ummah is exposed to a fierce crusade, an

imperialist attack, an oppressive Western alliance, to target its dignity, break its

power and unity. * * * The only justification for a crusading alliance is another
anti-Islamic war to complete the deficient Zionist actions, so thousands of Jews are
smuggled to Palestine in pitch darkness. * * * Bum Israeli and American
flags.* * "

In late August 1990, the LAP held a special one-and-a-half day conference in Kan-
sas City, with more than 100 representatives fitjm militant Islamist groups fix)m the
Middle East and Persian Gulf The group issued a resolution which "regret[ted] the
state of affairs between Iraq and Kuwait for using force to resolve disputes." But
its primary rage was directed at the United States. The LAP "condemn[s] the Amer-
ican crusades leading arrogzmt international forces." ^9

In the past, LAP also operated a once-a-year training camp aaid retreat for six
years in Arizona. In advertisements in Ila Falastin, the camp was promoted as a
"jump-start" (Intilaaqah) in preparation for waging jihad. Hamas recruits in the
Tucson area conducted milit^iy training, similar to the training carried out in the
northeastern United States by members of the Jihad organization led by Sheikh
Omar Abdul Rahman.
The LAP has also distributed terrorist recruitment videos through a company

called Aqsa Vision, housed in LAP headquarters. One such video, csdled Iz aa-Din
al-Qassam Brigades, opens with dramatic shots of bearded Palestinian men armed
with Kalashnikovs jumping out of trees and aiming their rifles. Hamas fighters are
featured arming and preparing weapons, machine guns, and molotov cocktails.
Interspersed wiQi the operational video, fighters are interviewed, and boast of their
heroic killings of Jews and Palestinian "collaborators." There are even chilling inter-
views of blindfolded Palestinians "confessing" to their "crimes" moments before their
execution. The end of the video says, "To order your copy, call Aqsa Vision," and
gives the Texas phone number of LAP. (The Aqsa Vision office and address are the
same as that of LAP. The labels of other publicly available tapes state "LAP Aqsa
Vision." Although Aqsa Vision is Hamas's audio-visual arm, it is operated under a
separate corporate entity known as the American Media Group.)
Today, the internet has created opportunities to spread extremist messages

around the world in the tap of a keyboard. The lAFs website frequency contains
glorification of terrorist violence by Hamas. It also has used the site to disseminate
Holocaust denial material.

2» During this conference, one of the speakers was Khalil al-Qawqaa, a Hamas leader from
the territories:

"Dear Brothers and sisters, we used to cross swords with America and with imperiahsm in
a sportive way, by means of culture clash, by critique and writing in newspapers and journals
and in debates. But the confrontation has reached a point of no return. * * * All veils have
fallen. All barriers have broken down, and today, America is right here at your doorstep, in
everybody's house. Ba'al, the idol, is back and stands erect in the Arabian peninsula. Is mere
a Muhammad to slay the Ba'al of our times? Is there an Abu Bakr, an Ummah, for this noe-
Ba'al? The marines, dear brothers, are steahng the doors of your houses, and the doors of your
mosaues, in obstinate and open provocation, "niey are at our doors. Their plan is to penetrate
the nesh of our girls, and our honor, and our values, in order to turn our society into a pervert
nation.* * *"
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"I see three principal reasons for the widespread but erroneous belief in the leg-

end of millions of Jews killed by the Germans during World War II: U.S. and British

troops found horrible piles of corpses in the west German camps they captured in

1945 (e.g. Dachau ana Belsen), tJiere are no longer lai^e communities of Jews in

Poland, and historians generally support the legend. * * * When Germany col-

lapsed in chaos then of course all such defenses ceased, and typhus and other dis-

eases became rampant in the camps, which quartered mainly political prisoners, or-

dinary criminals, homosexuals, conscientious objectors, and Jews conscripted for

labor. Hence the horrible scenes, which however had nothing to do with 'extermi-

nation' or any deliberate poUcy."3°

In recent years, LAP has organized several extraordinary conferences of militant

leaders. Even through the central theme is Hamas and the jihad in Palestine, the

conferences serve as an umbrella for the core members of the most militant Islamist

groups. These conferences serve as covers for recruitment, training, and fiindraising

of terrorist organizations, beyond their overt function of introducing new groups to

one another so they can network with one another fi^m their indigenous bases. At
some of tiiese annual conferences, actual terrorist training classes have been held

close by.

One extraordinary LAP conference attended by 1,200 people was held in Kansas
City in December 1989. A videotape, made by the LAP, captured the highlights of

the conference which featiu'ed the core of militant Islamist leaders. Behind a long

table at the head of a large auditorium was a 30-foot sign with the Arabic words
"Palestine is Islamic from the River to the Sea" superimposed over a blood-red map
of Israel.31 The highlight of the conference was the appearance of a veiled Hamas
commander. As he rose to his place, a Hamas flag in one hand and a Qur'an in the

other, tihe crowd roared, "AUahu Akbar wilillahil-Hamd!" ("Allah is the greatest and
to Allah the praise!")—the slogan of the international Muslim Brotherhood move-
ment. "Allahu Akbar!" This was the moment everyone seemed to have been waiting

for.

"His face still cloaked in a red-and-white checkered keflfiyeh, the Hamas com-
mander then spoke: 'Greetings * * * from the occupied land * * * I extend thanks
to all those who stood on our side at times when our allies were few. By this I mean
the Islamic Association for Palestine, the Occupied Land Fund [renamed as the Holy
Land Fund for Relief and Development], the Al Munasarrah Welfare Committee and
the International Islamic Rehef Organization.' (Significantly, each of the four cited

groups have offices in the United States.) For the next 20 minutes, the commander
gave a report describing in methodical detail Hamas terrorist attacks against Jews,
reveling in the bloody nature of each assault. "Naturally, the war moved into

3" Islamic Association for Palestine Website, A Short Introduction to the Study of Holocaust
Revisionism by Arthur R. Butz, February 10, 1997.

31 To pick at random, here is an excerpt from a speech given by Egyptian-bom Muslim Broth-

erhood leader Yousuf Al-Quardawi. "So if they fight us with Judaism, we will fight them with
Islam! If they fight with the Torah, we will fight them with the Qur'an * * *. If they say their

temple, we have the Masjid al-Aqsa. Because our religion is stronger than theirs. * * * On the

Hour of Judgment, the Muslims will fight the Jews and kill them, until the Jews will hide be-

hind the stone, and the stone and the tree will say, O Servant of Allah, O MusUm! There is

a Jew behind me, come and kill him. • • Muslims will not be victorious by nationaUsm, and
not by monarchy, and not by democracy, and not by Marxism—they will only be victorious by
Islam and they will only be bberated by Islam!
Another speaker was Sheikh Rashid al-Ghannoushi, leader of the militant Islamist narty in

Tunis, al-NaJidah. In his Kansas City speech on December 1989 to LAP, Ghannoushi saia:

"O brother and sister mujahideen, I salute you and transmit to you greetings from your broth-

ers in Tunis, including those who are behind bars, imprisoned in the past few days following

a tempestuous march of solidarity with the triiunphant march of the people of the intifadah,

in its second commemoration, and peace be upon you, and the mercy of Allah, and his blessing.

"The Islamic Ummah: Once again it embarks upon the salvation of humanity, confronting the

Zionist project in Palestine, seeking to save the civilization of mankind, the salvation of the Is-

lamic Ummah. Himianity has surrendered to the Zionist projected today, and there is no hope
for the civiUzation of man, there is not hope for goodness and mercy and justice except that

the vanguards of the Islamic Ummah lift away the damage [?] forever.

"What you are embarking on is not iust a regional project. It is not merely the liberation of

one land of the many well-known lands. Rather, you are embarking on the salvation of man,
by salvation of Islam—the salvation of the civiUzation of himianity—-hecause the Zionist project

is a danger to all goodness in the entire world."
Perhaps the most incendiary speech at the convention was delivered by Ahmed al-Qattan, a

mihtary Palestinian cleric based in Kuwait:
"Greetings to those who shoot at the Jews with the catapult, and to those who poke our the

eyes of the Jews with the sUngshot * * * In 1967 * * *. The Jews sang, 'Muhammad is dead
and he gave birth to girls' * [and we answer], 'O sons of pigs and monkeys, Muhanunad
is not dead and he did not give birth to girls.' Rather, Khaybar, Kiaybar o Jews; Muhammad's
Army will return! » "
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Israel's '48 boundaries. One day in Tel-Aviv, one of the brothers entered a bmlding
and began stabbing all the people. * * * The last operation I am going to tell you
about is the operation of the bus * * *"

Shouts of "Allahu Akbar" erupted from the crowd, which seemed to know what
he was going to discuss. The Hamas commander continued: "Abd al-Hadi Salim
Ighneim was on the bus to Jerusalem, bus 405, and he steered it off the road. * * *

And the bus plunged into the water—16 Jewish soldiers were killed!" (In fact, 17
civilians, including one American, were killed when a fundamentalist steered bus
405 into a ravine.) "* * I call upon my brothers to take up arms with us * * *

to take up arms and arms alone! The crowd responded with tiiunderous ovation
and chanting of "Allahu Akbar."
Nine years later, the Islamic Association for Palestine's annual conferences are

just as incendiary. The 1996 and 1997 conferences held in Chicago featured military
Islamic leaders and repeated exhortations to support terrorist attacks as well as
condemnations of the United States.

HAMAS PUBUCATIONS

lAFs reach has blossomed. Its flagship publication, al-Zaitonah, is one of the larg-
est indigenous Arabic-language publications in the United States. Although dedi-
cated to promoting Hamas, the newspaper also supports other Islamist militant lib-

eration movements, including those in Kashmir, the Philippines, Egypt, and Algeria.
Al-Zaitonah frequently celebrates successful Hamas attacks. In its October 27, 1994
issue, for example, al-Zaitonah's headline was: "In its greatest operation, Hamas
takes credit for the bombing of an Israeli bus in the center of Tel Aviv." Articles
routinely warn of international "Mossad plots" and other Jewish and American-led
worldwide anti-Muslim conspiracies.
But al-Zaitonah does not limit its venom to Jews. An article in al-Zaitonah in

1993 discussed the role of gays and lesbians in the Clinton Administration under
the title 'Terverts in the American Centers of Decision Making": "The active move-
ment of those perverts has led many of those who previously used to hide their per-
versity to declare openly that they are perverts. Amongst them. Congress member
Barney Frank, a Democrat from Massachusetts * * *"

LAP also publishes an English-language newspaper called the Muslim World Mon-
itor. Following the convictions of four men in the World Trade Center bombing, the
Muslim World Monitor published an editorial claiming that the guilty verdicts rep-
resented "the degree to which anti-Muslim venom had penetrated societjr" and that
the U.S. government suppressed evidence showing that the Mossad, Egj^jtian intel-
ligence and FBI were edl involved in the bombing. Frequently the Muslim World
Monitor publishes articles alleging diaboHcal conspiracies f>erpetrated by Jews and
other "enemies of Islam." Articles routinely glorify Islamic terrorist attacks, praise
the policies of radical Islamic regimes such as Sudan, and brazenly exhort their
readers to support militant Islamic movements wherever they may be found. One
article assertea that Jews ritually slaughter non-Jews diiring the holiday of Purim,
thus "explaining" the actions of the Jewish terrorist Baruch Goldstein in his mas-
sacre in Hebron.

THE HOLY LAND FOUNDATION

The Holy Land Foundation was founded as a non-profit charity in 1987 in Rich-
ardson, Texas. Although Holy Land Foundation claims merely to be concerned with
global crisis and with the Palestinian cause, it is an active Hamas supporter, and
acts as a financial conduit for Hamas. In addition, the Holy Land Foundation strives
to legitimate Hamas' activities by putting a humanitarian veneer on supporting ter-
rorist activity in the Middle East.

Evidence strongly suggests that the Holy Land Foundation provides a crucial fi-

nancial service for Hamas—family annuities to suicide bombers. These annuities as-
sure a constant flow of suicide volunteers, and buttress a terrorist infrastructure
heavily reliant on moral support of the Palestinian populace. In the words of its lit-

erature. Holy Land Foundation supports "families of detainees, deportees and mar-
tyrs."

In its publications, the Holy Land Foundation solicits tax deductible contributions
for chaoitable causes. Yet, some of that money is forwarded to Hamas organizations
which use that money either to support military squads or to indoctrinate Muslim
youth with radical Islamic ideology.

On May 6, 1997, the Israel Ministry of Defense issued a decree, which shut down
the local office of Holy Land Foundation, and its director is cvurently on trial after
being arrested for furthering terrorist activities. Confiscated documents along with
the confession of the director indicate that Holy Land Foundation is a Hamas fiind-



108

raising front that channels money fix>m its Richardson, Texas office to its Israeli of-

fice in support of Hamas terrorist activity in the Middle East.

Both Holy Land Foundation and Hamas are officially committed to assisting the

families of "martyrs." Holy Land Foundation is expUcit in its literatxire concerning

the targets of their fundraising campaigns, which include orphans, widows, and the

bereav^ famiUes of martyrs. A Holy Land Foundation pamphlet distributed at the

Muslim Arab Youth Association conference in Dayton, Ohio in December of 1996
enumerates how it alleviates the suffering of the destitute Palestinian population:

"Poor Family Assistance, aiding distressed families of detainees, deportees, martjrrs

and other impoverished families to be upUfted to a more mainstream life." ^^

During a Ramadan charity drive, Holy Land Foundation distributed pamphlets
that explained who its principal beneficiaries should be: "Cold * * * Hungry * * *

Sick * * * Sad * * * words that are not normally associated with Ramadan! But
this is the case for many Palestinian families. They have lost their bread-winners

who are now dead, detained, or deported. They are hurting so much now. So won't

you help their pain if you can?" The accompanying pledge card read: "Yes. I can and
want to help needy families of Palestinian martyrs, prisoners and deportees"^ (em-

phasis added). Furthermore, the Holy Land Foundation has declared its intention

to provide more financial assistance to the famihes of suicide bombers for financial

assistance.
Although the HLF pxirports to allocate money to the needy, a disproportionate

amount reaches the hands of Hamas activists and their famines. The Israeli Gov-
ernment has stated:

"While the [Holy Land] foundation does give occasional small grants to ordinary

orphans, the vast msyority of its assistance goes to the famihes of Hamas terrorists

who have been killed, deported or imprisoned. Bv giving the terrorists the assurance
that their famihes will be cared for if anything happens to them, the state said, the

foundation encourages and sustains terrorism. **

The Israeh Government further stated that:

"The General Security Service's examination of receipt Usts showed that most of

the families who received only the minimum assistance of $100 had no known con-

nection to Hamas. However, almost all those who received donations of $200-$800
($800 is the maximum donation per family) were Hamas famihes. On the Ust of aid

recipients, 25 of the 28 famihes in the $20O-$800 category were the family of known
Hamas activists who had been killed, deported or imprisoned. * * The state also

found that 23 of the 26 charities which the Holy Land Foundation works are run
by known Hamas activists."^

THE HAMAS PARADIGM

Many Western observers and analysts are under the misconception that the orga-

nizational and social structure of Hamas and its activities foUows the same defini-

tional parameters as in Western society. Two misconceptions are prominent. First,

that the social welfare Hamas provides its constituency is akin to what we under-

stand social welfare to mean. Second, that there is a real divide between Hamas'
political and mifitary leadership.

A Washington Post article dated August 18, 1997, provides examples of both mis-

conceptions. It said of Hsimas' "social work": "Idle youth are attracted in droves to

[Hamas] seaside camps where they find recreation mixed with Islamic evangelism.

CUnics run by Hamas offer free medical care to the ill and infirm. The same article

reports that it was Hamas' "military wing" that has "claimed responsibUity for nu-

merous attacks on IsraeHs in recent years," yet "Hamas leaders deny any role" in

the suicide bombing in a Jerusalem market place in July 1997, killing fourteen.

A careful reading of interviews and statements made by militant Islamic leaders

themselves show a different picture. Sheik Omar Bakri is leader of the al-Muhajirun

Group based in London. In a December 1997 interview on the tourist attack in

Luxor, Egypt in the Cairo "Rose al-YusuT pubUcation, Bakri shed hght on the

thinking of mihtant Islam and on its fundraising apparatus. Bakri stated that de-

mocracy is inconsistent with Islam because "it considers the vote of Abu-Bakr al

Siddiq [a Muslim Caliph] as equal to the vote of any prostitute woman," that "God
ordered us to fight those who obstruct the implementation of his laws," and that

3* The Holy Land Foundation for Relief and Development: Programs & Objectives. "Human
Services." P.9. Advanced Express Printing: Dallas (MAYA Conference Dayton, Ohio December
21-24, 1996)

33 Anti-Defamation League. "Hamas, Islamic Jihad and the Muslim Brotherhood: Islamic Ex-

tremists and the Terrorist Threat to America." 1993.
* Gordon, Evelyn. "Holy Land Foundation Must Close." The Jerusalem Post. May 20, 1996.
36 Ibid.
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he received military training because "fighting is every Muslim's duty." Bakri stated
he based his views on the Koranic verse: "^d fight them until there is no more
sedition and justice and faith in God prevail."
Asked his position on the killing of tourists in the Luxor massacre, Bakri an-

s\yered: "* * * the tourists went to Egypt with manners and conduct that conflict
with those of Islam, the manners of alcohoUsm, indecency, and gambUng. These peo-
ple are out of line with Islam and I cannot discuss their business. We believe in
the principle of establishing shari'ah [Islamic law] even if this means the death of
all hiunan beings."
The interviewer reported: "Alarmed, I asked him: Even if this leads to the death

of all hvunans? He confidently replied: Even if this leads to the death of all man-
kind." Much of Bakri's interview centered on the support his organization gives to
the militants in Eorpt trying to overthrow the Egj^jtian regime and install an Is-
lamic government. It was in this context that Bakri stated mat his group channels
monies fi-om Britain to the families of extremists in Egjmt. When asked by the inter-
viewer how this financial channel is established, Bakri replied: 'The donations
reach through networks that include individuals, companies, and charities. We do
not want to delve into details. We send donations to all parts of tihe Arab World
and the Islamic World * * *."

Bakri revealed that the London police summoned him for interrogation after the
Luxor attack. He denied during the interrogations that his organization sent dona-
tions to military operations in Egvpt. The poUce however, according to Bakri, looked
through his organization's recordkeeping of donations, as required by British law.
Bakri stated that the donations are received ft-om "Egyptian and Gulf businessmen
and fi:t)m companies and establishments in line with British laws," and that "the
British authorities oversee all written docimients and registers."
Bakri made two statements in this interview of particular relevance. First, that

"All fiinds are sent only through companies and registered charitable offices. I do
not rule out the possibility that some funds reached indirectly the brother
mujahideen who endorse armed action." Second, that "Some fiinds are sent to fami-
lies of the extremists and are not registered because they come fi"om abroad and go
abroad. And since they are not deposited in Britain, we do not have to register
them."

Dr. Ibrahim al-Yazuri is one of the founders of Hamas. In an interview published
in the January 1998 edition of the London-based magazine Filastin al-MusIimah, al-
Yazuri analyzed the role of social work in the fi-amework of the Islamic Resistance
Movement. Al-Yazuri stated that "Hamas is a Palestinian jihad movement that
strives for the hberation of all Palestine—fi-om the [Mediterranean] sea to the river
[Jordan], fi-om the north to the south—fi-om the tjTannical Israeli occupation * * *

Social work is carried out in support of this aim, and it is considered to be part of
the Hamas movement's strategy. The important thing is that Hamas engages in its
sacred struggle against the forces of evil and the Israeli usurpation."
Al-Yazmi continued:
"The Hamas movement is concerned about its individuals and its elements, espe-

cially those who engage in the blessed jihad against the hatefiil Israeli occupation,
since they are subjected to detention or martyrdom. The movement takes care of
their fanuhes and their children and provides them with as much material and
moral support as it can. This is one of the fiindamental truths of Islamic work, and
thus represents the duties of the Islamic states * * * in accordance with the word
of God's Prophet, God bless him and grant him salvation, which means: 'He who
looks after the family of one who has gone to fight has himself fought.'"
Among the types of activities Hamas provides, according to al-Yazuri, are for ex-

ample, assistance to orphans in Gaza and "study essentials" to "needy students and
sons of martyrs." He also noted the "pure social role" that Hamas plays, such as
Islamic singing and celebration groups. The purpose of all this activity, stated al-

Yazwri, is "attracting and winning support and blessing from our Palestinian people
on the street for the Hamas movement."

Al-Yazuri, who in this interview referred to sviicide bombings as "martyrdom oper-
ations," stated: "I should say that the funds set aside for social work are set aside
for this work only. Not a single penny goes to any other purpose. As for military
work, it has its own apparatus and its own budget, and we have not the least
knowledge of this."

Though al-Yazuri indicated a separation between the military and social work fi-

nancial mechanisms, in a January 1998 interview on Israeli television, Hamas lead-
er Sheik Ahmad Yassin stated the Hamas military brigades "have commanders who
issue their orders on the basis of the political date they receive ft-om the politicians.
There never will be anything without a leadership, but the political leadership is

separate from the military leadership for various security reasons of which you are
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aware. We have suffered many blows from the Israelis as a result of the connection

between the two leaderships."

AMERICAN ISLAMIC GROUP (AIG)

The American Islamic Group (AIG), based in San Diego, California, purports to

be a "non-profit, non-sectarian, religious service institution primarily established to

protect the rights of Muslims and to provide economic, humanitarian, education as-

sistance" to needy Muslims.^
Despite its humanitarian and civil rights-oriented veneer, AIG is in fact, an ex-

tremely radical Islamic organization, dedicated to establishing Islamic States

around the world. The rationale behind AIG's mission is simple: "Since the estab-

lishment of the rule of Allah is the necessary prereqviisite to fulfilling the final duty

of judgement and government, its establishment is, of course, obligatory." ^7 AlG
takes this obligation very seriously, and is working through a number of means, to

promote the creation of Islamic States. An integral element of AIG's work involves

promoting violent attacks on Jews, moderate Muslims, and any other "enemy of

Islam." , ^
On its e-mail postings and in its publications, AIG disseminates communiques of

Middle Eastern terrorist organizations, the most prominent of which are the Armed
Islamic Group of Algeria (known as the GIA) and the Gamaah Islamiyya of Egypt.

AIG distributes its literature and maintains contact with its supporters primarily

via the internet. Its e-mails reach a wide audience through postings on the Muslim
Student Association (MSA) e-mail lists.

The American Islamic Group periodically publishes its radical magazine, Islam

Report, on tiie internet as weU. The stated purpose of Islam Report is to "expose

and analyze threats against Islam and Muslims worldwide."^ In reality, Islam Re-

port is a clearinghouse for AJG's militant Islamic propaganda. It is a vehicle

through which AIG supports some of the bloodiest terrorist organizations in the

Middle East.

One of the most radical groups endorsed by the American Islamic Group is the

GIA, a terrorist organization whose raison d'etre is the overthrow of the "un-Islamic

government" of Algeria—and the establishment of an Islamic State. To achieve its

goal in Algeria, the GIA has slaughtered thousands of Algerians and French expatri-

ates. In just two months, fixjm June through the end of July 1997, GIA slaughtered

over 700 innocent Algerian civilians.^s In August 1997, GIA slit the throats of over

300 non-combatant Algerian men, women and children. The GIA carried out a series

of bomb attacks in France in 1995, which killed seven and iryured over 170 per-

sons.'*o In 1995, the Armed Islamic Group (GIA) joined forces with the Islamic Sal-

vation Front (FIS) in the effort to overthrow the govemment.'*^ Together, these or-

ganizations terrorize the Algerian population.*^

According to the American Islamic Group, GIA is "the only legitimate leadership

of Muslim resistance in Algeria.""*^ The reports of the niunerous atrocities commit-

ted by the GIA—including a particularly gruesome attack in which GIA members
kidnapped seven French monks and decapitated them—appear daily on the Islam

Report. AIG is proud of these atrocities, and commends the GIA for its terrorism

in Algeria.

AIG is also among the most outspoken supporters of Sheikh Omar Abdel Rahman,
the mastermind of the World Trade Center bombing in 1993. Abdel Rahman was
tried and convicted in 1995, for his role in this terrorist attack, and is cturently

serving a life sentence.

Prior to coming to the United States and masterminding terrorist attacks on U.S.

soil. Sheikh Omar was the head of the Egyptian Gamaah Islamiyya, an organization

dedicated to toppling the current Egyptian Government and replacing it with an Is-

lamic government. The terrorists who assassinated former Egyptian President

Anwar Sadat were members of the Gamaah Islamiyya.

3« Islam Report, April/May 1994.
37 Islam Report, April/May 1994.
38 Islam Report, April 1996.
38 Paris AFP, August 7, 1997.
"« Reuters, November 26, 1995.
"i Islam Report, January 23, 1995.
*2 Even journalists are not protected from the carnage. Mourad Si Ahmed, the former head

of the GIA accused Algerian journalists of collaborating with the secular government, and
threatened that those who fight Islam "by the pen" would "die by the sword." Agency France
Presse, January 6, 1995.
« Islam Report on MSA news, "Al-Qital Newsletter," May 12, 1996.
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AIG raises money for Abdel Rahaman's legal defense, posts editorieds on the inter-
net decrying the Sheikh's treatment in prison, and claims Abdel Rahman is innocent
and falsely accused because he is MusUm.*-* According to the American Islamic
Group, the Sheikh's conviction was an attack on Islam.'*^
In 1996, Islam Report carried a communique from the Gammah Islamiyya claim-

ing responsibility for the attack on a Cairo hotel which killed 18 and injured 25.
The attack was revenge against "the sons of monkeys and pigs and the worshipers
of evil—the Jews—and to avenge the deaths of the martyrs in Lebanon."^

In addition to its extremely close ties to the Armed Islamic Group and the
Gamaah Islamiyya, AIG is a major supporter of the Afghani mujahideen [holy war-
riors] in their struggle to estabfish an Islamic state in Afghanistan. Islam Report
regularly features a section entitled "Theaters of Jihad," in which it provides a com-
grehensive and highly sympathetic update of the ongoing military operations of the
lujahideen against the "un-Islamic" government of Afghanistan.^''
AIG has published emails from militant Islamic organizations calling for the kill-

ing of Israelis.''*

In 1996, AIG published an exhortation for Muslims to kill Jews: "O Muslim, slave
of Allah, there is a Jew behind me, come and kill him.''*^
The American Islamic Groiip has asserted that Jews were "not real hiiman

beings," AIG claimed that the "rorah was a forgery, and Jews were the "enemies of
Allah."

"Let us then look to the Jews of our present time. The news of their repeated plot-
ting even on the Torah and Talmud, which they have forged * * * [makes it] pos-
sible for the Jews, the enemies ofAllah, to plot on the basis of the issued rabbinical
order that is found in the forged Torah—which may not be credible." ^^

When Mujahideen (holy warriors) are martyred (die in battle), AIG collects
money, and provides financial support to their families.

" 'Go ye forth, whether equipped lightly or heavily, and perform Jihad and strug-
gle with your money and your persons, in the cause of Allah. That is the best for
you if ye know.' Victory for Mujahideen [holy warriors] will only come for the Al-
mighty, however every Muslim must do his part in support of mujahideen Oper-
ations, in support of Miyahideen Families, in support of Martyrs Families, and in
support of Muslim prisoners * * * send your contributions and Donations in the
cause of Allah the Almighty to: The American Islamic Group." ^i

In addition to direct soUcitation, AIG generates money for Sheikh Omar's legal
defense fund by seUing tapes of his pre-sentencing speech. This excerpt of Sheikh
Omar's speech appeared in the Islam Report with instructions on how to purchase
the tapes. Sheikh Omar's sentiment echoes AIG's beUef that there is a conspiracy
in America against Islam.
"For more than one himdred years, the United States has been waging a war on

Islam * * * America's harm and ill-treatment of Islam is nothing new, and what
we see in this case is the latest of harms to Islam, and the ugliest, most hideous
in its extent and effect. It is a plan put together by America * * * an assault on
the words of Allah * * * What greater aggression there is after that? * * Mus-
lims and others are now aware that America wants to kill Islam and destroy the
Qur'an because all that all have done is preaching Islam * * everyone, led by
America, have united to isolate and weaken Muslims, and the whole plan is for de-
stroying Muslims." S2

THE ISLAMIC JIHAD

From at least 1991, one of the world's most lethal terrorist factions was based out
of the City of Tampa, and a network of think tanks at the University of South Flor-
ida (USF) and operating university-affiliated think-tanks and study-centers. The
terrorist formula was simple and lethal: Use the laws, the freedoms, and the loop-
holes of the most liberal nation on earth to finance, and direct one of the most dead-
ly campaigns of bloodshed in the history of international terrorism. The strategy
was one of absolute legitimacy and secrecy. The method of setting up a terrorist in-

*^ Islam Report, March 27, 1996, Islam Report, April 4, 1996.
•*«Newsday, February 14, 1995.
»« Islam Report, April 20, 1996.
•Tor example: Islam Report, March 13, 1996, Islam Report, March 15, 1996, Islam Report.

May 12, 1996.
*« Islam Report, April 14, 1996.a Islam Report, April 20, 1996.
60 Islam Report, "The Jews of '94 Plot against the Torah," from the Arabic, April/May 1994.
61 Islam Report, "Theaters of Jihad," ApriLMay 1994.
52 Islam Report, January 9, 1996.
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frastructure in the United States was ingenious, involving an elaborate masquerade
of legitimacy, achieved through the gucu-anteed academic and religious freeaoms of
expression, and the inalienable right to free si>eech. Each aspect of their operation,
from establishing decision-making headquarters in Tampa, to conferences where
funds were raised, was protected by a veil of ambiguous connections that called into

play their basic freedoms and inahenable rights.

nie crucible in the elaborate web of networks, fronts and operational gxiises was
Sami Al-Arian, an engineering professor who came to the University of South Flor-

ida in 1986 to teach computer science and engineering. One of Al-Arian's first tasks
was founding the Islamic Committee for Palestine, or ICP (it was also known as the
Islamic Concern Project), a religious charity group that served, ostensibly, as a
clearing house of thought and knowledge to promote Islamic thinking. It also served
as the secret front group for the Islamic Jihad. Al-Arian also served as the adminis-
trative director for the World and Islam Studies Enterprise (WISE), an alleged and
selfnclescribed think-tank on Islamic thought and poUcies that had been amhated
with the University of South Florida for several years. In fact, the affihation was
a full-fledged working relationship, with the USF co-hosting forums, training WISE-
sponsored graduate students, and sharing university resources and libraries.

Al-Arian was also the leader of the Masjid Al-Qassam Mosque, located in North
Tampa, named for Izzadin Al-Qassam, a martyr to Psdestinian nationalism who was
killed in 1935 by British forces in Palestine. In fact, the name Izzadin Al-Qassam
is used by Hamas, the Islamic Resistance Movement, as the title for its murderous
mihtary brigade responsible for scores of suicide attacks inside Israel. Located near
the University of South Florida, the mosque had no official name until 1989, two
years after AJ-Arian's arrival in south Florida. In an internal power struggle be-
tween the traditional leaders of the mosque, and zealous newcomers (such as Al-
Arian and another Palestinian and another WISE director, Mazen Al-Ntyjar) ttuned
violent and involved an investigation by the Hillsborough Coimty SheriflPs depart-
ment. In interviews to local newspapers, Al-Arian declined any link between the
name of the Al-Qassam and the Hamas terrorists, though he did sav that "Al
Qassam was a historical figure that people admired who became a symbol in Pal-
estine of the first to resist and fight for fi-eedom. He was strengthened by reUgion
and devotion to God." While, Islamic studies experts agree, the name "Al-Qassam"
is rare among mosaues, the Al-Qassam mosque in Gaza is a known epicenter for

terrorist activity ana Hamas and Islamic Jihad recruitment.
Mr. Al-Arian was also the editor of "Inquiry," the official ICP magazine which

served as an ideological propaganda arm. Inquiry routinely ran incendiary attacks
on Jews and the United States. In a piece, edited by Al-Arian, the following passage
was included, "The mistake of the Jews of today who occupy Palestine was made
as well by the Roman aggressors of 933 AD is to underestimate the faith in Allah
of our people in resisting all forms of evil, tjrranny and aggression. Our Jihad is the
greatest weapon we have which no nation or Zionist can take away. It is greater
than the Japanese suicide Kamikaze missions for ours is for Allah and He is the
greatest." In another issue of "Inquiry," in an interview, with M.T. Mehdi, a New
York based MusUm leader, the following passage is included: "I said so, in a book
of mine in 1960, that the head of the snake is in America and the tail of the snake
is in Palestine. The Arabs and Muslims for the last forty years have been fighting
the tail of the snake and forgetting the head of the snake, which is America. Of
course, it is not impossible to kill the snake by fighting the tail. I pleaded with all

the Arab leaders, intellectuals, Kings, Queens, President and PoUticians, that the
battleground for the Uberation of Palestine is in America, even before being in Pal-
estine."

The 1994 Spring issue of "Inquiry" carried an advertisement for the "Islamic Fund
for Palestine"—a tax-exempt wing of the Islamic Committee for Palestine organiza-
tion—soliciting donations for Moslems in Palestine facing great hardships from the
brutal Zionist Occupation. According to ICP documentation, in pushing devotees to

donate money to the Islamic Fund for Palestine, the fund would help the famihes
of those who have been martyred (killed in the struggle with and in attacks on
Israeh targets) and those who are detained by Israeli security personnel. Tape re-

cordings of conferences organized by ICP show that funds were solicited in the
United States for the explicit purpose of "sponsoring martyrs." At the ICP organized
Chicago conference held in 1990, one speaker enumerated the "operations"—i.e., ter-

rorist attacks—carried out Islamic Jihad martyrs: "We are giving you a Ust of 16
martyrs. Some of these died in amphibious operations. Some died in assault oper-
ations. The famihes need your assistance. Each martyr needs $1,000. Is there some-
one here to sponsor ten martyrs?"
From the safety of his University position, Al-Arian and colleague, Ramadan

Abdullah Shallah, organized the miiltiple activities of the Islamic Jihad. This in-
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eluded publication and distribution of an Islamic Jihad newsletter called "Islam and
Palestine," which sometimes carried Islamic Jihad communiques in its pages, as
well as interviews with Islamic Jihad leaders. Issues, dated from 1989 to 1^1, in-
cluded a dead-drop maihng address on Cyprus, as well as a post office box in Tampa
also used by the ICP and WISE.
ICPs primary goal was serving as the primary support apparatus for the Islamic

Jihad in the United States. In raUies where militant leaders from around the world
were brought to the United States to deUver fiery sermons and to coordinate terror-
ist strategy, the ICP organized annual conventions and conferences in various U.S.
cities, notably Chicago, St. Louis and Cleveland. An extensive review of more than
40 hours of recordings from five mjyor conferences between 1988 and 1992 shows
that these conferences: (1) Brought into the United States leaders of militant Is-
lamic terrorist groups fix)m all over the world including Egyptian militant Sheik
Omar Abdul Rahman (later convicted in the World Trade Center bombing) and oth-
ers representing Hizzbullah, Sudanese National Islamic Front, Tunisian An-Nahda,
Hamas and Lebanon's Tawheed; (2) Raised money for Islamic Jihad "charities" and
other terrorist front organizations and "tax exempt" foundations; and (3) Presented
ftlatforms for overt and covert calls and plans to commit terrorist acts against
sraeli, Egyptian, Tunisian, Algerian, and American targets.
The rhetoric was voluminous, incendiary, and openly called for terrorist attacks

against Israel and its western backers. Al-Arian together with colleagues Shallah,
Bashir Nafi and Mazzen al Najjar organized the conferences, aligned the speakers,
and recruited and secured visas and other immigration forms needed to bring a lit-

eral who's who of terrorism to the U.S. At one rally, held in 1991 conference orga-
nizer Al-Arian warmed up a crowd of as many as 300 supporters with calls for Jihad
and calls for "Death to Israel." A special guest was Islamic Jihad spiritual leader
Sheikh Abdel Aziz-Odeh, whose very appearance helped raise additional thousands
of doUars for the cause. Other conferences routinely featured open calls for a holy
war to be waged against Israel and the west.
At the Fourth Annual ICP conference, for example, held in 1990, Abdel Azziz-

Odeh delivered these chiUing words, "A struggle of life and death, that we are lead-
ing today, with the forces of arrogance, is manifested in Israel, which has been im-
planted on Palestine. * * * The Jews are not giving up anything * * * They under-
stand only one language: The language of Jihad, and the language of confrontation,
and the language of sacrifice."

Interestingly enough, evidence uncovered at the World Trade Center bombing
trials indicated that Sheikh Abdel Aziz-Odeh met followers of Sheik Abdel Rahman
at New York's John F. Kennedy International Airport prior to the bomb blast to dis-
cuss terrorist acts on American soil. Odeh remains today the only unindicted co-con-
spirator in the deadly February 26, 1993 bombing in New York City.
Two years later, once Al-Arian's activities became the subject of a federal counter-

terrorist investigation, federal officials learned that Al-Arian had placed "numerous"
phone calls from his ICP office to the Iranian Interest Section in the United States
and to the Sudanese Embassy—^both of which countries are on tiie official State De-
partment list of nations supporting international terrorism.^ Al-Arian also made a
series of calls to Siraj El-din Yousif, a Sudanese diplomatic operative in New York
later implicated in and expelled for participating in the second series of attempted
bombings in New York following the bombing of the World Trade Center in lower
Manhattan.^
A review of ICP tapes and publications shows that its activities in the United

States focussed on raising money connected to Islamic Jihad—which was not prohib-
ited W U.S. law until passage of the 1996 anti-terrorism bill—^unless the monies
were foxmd to directly pay for bullets or direct support of terrorist operations as op-
posed to the surrounding tier of support for the social, religious and political institu-
tions of the Islamic Jihad. Perhaps even more important was the central poUtical
role that Al-Arian and his colleagues had in fronting for the Islamic Jihad's com-
mand and control apparatus in the United States. At one ICP gathering, the ICP
is actually identified as the active arm of the Palestine Islamic Jihad in the United
States. In that capacity, Al-Arian and his colleagues coordinated the visits of leading
militant Islamic leaders as well as maintained active relationships with terrorist
leaders and other organizations.
Sheikh Abdel Aziz-Odeh, like Sheikh Rashid el-Ghanoushi, the Tunisian fiin-

damentahst leader (called by some the "would-be AyatoUah of Tunisia") convicted

"Affidavit of William D. West, United States Department oflmmigration and Naturalization
Service, November 17, 1995, United States District Court, Middle District of Florida, Tampa Di-
vision.
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in absentia of attempting to overthrow the government and Sudanese fundamental-

ist leader Hassan TXirabi were all brought to the United States by the ICP and
WISE to speak at such conferences, raise the fervor of the existing militant commu-
nity, and raise large sums of cash from U.S. based supporters. The ICP, under the

guise of being a reUgious and benevolent office, was actually a fundamentalist un-

derground raSroad. Sheikh Odeh, for example, had visited Sami Al-Arian in Tampa
several times, shuttling back and forth from his offices in Damascus, Syria, and the

United Arab Emirates.
Another speaker at the 1991 Chicago ICP conference, and one of the most remark-

able figures in this intricate web was Ramadan Abdullah Shallah, a co-founder,

filong with Fathi Shikaki, of the Palestinian Islamic Jihad. Ramadan Abdullah

ShaUah's meteoric rise to power in the ranks of the Palestinian fundamentalist Is-

lamic movement began in Egypt in 1981, where as a student he joined forces with

another Palestinian, Fathi Shikaki, to found the precursor Islamic fundamentalist

movement of the Islamic Jihad organization. Returning to Gaza, Shallah lectured

at the Islamic University where he developed the reputation as a fire-branding

preacher who captivated his audiences. Shallah obtjiined his masters and doctorate

from the University of Durham, in Great Britain, and in 1991, began his "stay" in

Tampa where he would ultimately become a part-time professor of Middle East

studies at the University of South Florida in Tampa. He also served as an officer,

state corporate records prove, with the ICP, and the administrative director for

WISE. Abdxillah's brother, Omar Shallah, is also no stranger to the dangerous world

of terrorism, eitiier. In 1995, a Palestinian court sentenced him to a lengthy prison

term for recruiting Palestinian youths to carry out suicide attacks agsdnst IsraeUs.

The public links between the ICP and WISE and the true fabric of the Islamic

Jihad's command echelon remained covert until finally exposed following the assas-

sination, on October 26, 1995, of Islamic Jihad leader Dr. Fathi Shikaki in Malta.

Shikaki, the organization's operations chief in Damascus, had run terrorist cells in

the West Bank and Gaza Strip, and had issued tactical directives, often forwarded

from Tampa, to his forces in the field. On Monday October 30, 1995, an Arabic-lan-

guage newspaper published in Jerusalem confirmed that while in the United States,

Ramadan Abdullah Shallah had, indeed, acted as the deputy leader of Islamic

Jihad, serving as the No. 2 man in the organization. Most troubUng to U.S. law en-

forcement officials was the fact that Shallah has been the terrorist group's second-

in-command for an incredible five years before he succeeded Fathi Shikaki in Octo-

ber 1995. It was during that time period, as Islamic Jihad deputy commander, that

Shallah taught at the University of South Florida and served as director for WISE.
Ramadan Abdullah Shallah's masquerade as an academic was shattered when

news cUps showed him meeting the Syrian air jetliner bringing Fathi Shikaki's body
back to Damascus, along with a full military honor guard and announcing him as

the organization's newly elected leader. He dehvereof a fiery attack on Israel and
the United States threatening to unleash waves of terrorism. It was a particularlv

daunting sight to military officers at MacDill Air Force Base, near Tampa, as well.

On two previous occasions, Shallah had, as a result of the respect and status ob-

tained as a WISE official, been invited to brief U.S. Central Command (Centcom).

Following Shallah's ascent to the overt reigns of power of the Islamic Jihad, offi-

cials at the University of South Florida went out of their way to defend both Shallah

and Al-Arian, and to claim that the connection between the University of South

Florida and ICP and WISE was a purely academic one and that no one ever sus-

pected Shallah of being a clandestine leader of the Islamic Jihad. In fact, everyone

began playing a game of chsu-ades. University Administrators preceded that they

knew and saw nothing that would have alerted them—but in fact the University

had been warned during tJie previous four years that something strange and politi-

cally suspicious was going on at WISE. Evidence was actually offered to the Univer-

sity showing that a radical Islamic cell had been implanted in their midst; but the

administrators preferred to ignore the evidence. At the same time, Shallah's boss,

Sami Al-Arian, claimed in a demonstratively false interview that he did not know
about Shallah's background (notwithstanding the fact that Al-Arian and Shallah

were behind the Islamic Jihad apparatus in the United States for at least the pre-

vious five years). Finally, professorial colleagues of Shallah, such as Arthur Lowrie,

a fierce apologist for militant Islamic and Arab extremist, contended that they were
"surprisea" by Shallah's new found employment. The only problem with Lowrie's de-

nial was that Lowrie held views almost as radical as Shallah—and Lowrie had be-

come so enamored of the militant anti-American Arab position that he sometimes

articulated positions more extremist than those held by the extremists themselves.

The uncovering of the Islamic Jihad's Tampa connection opened a Pandora's box

of federal law enforcement investigations into the ICP, WISE and the professors and
teachers working at USF and at the MusUm think-tanks and religious centers. In



115

November 1995, two Florida bank accounts—totaling some $17,000—belonging to

Ramadan Abdullah Shallah were frozen under a presidential order.

On Monday, November 20, 1995, federal officials searched the home and campus
office of USF Professor Sami Al-Arian under search-warrant for such offenses as vio-

lations of federal perjury and other immigration-related infractions. In the affidavit

of William D. West, a Special Agent with the United States Immigration and Natu-
ralization Service (INS), it was revealed that, on applying for citizenship in the
United State, Al-Arian had, in a signature performed under penalty of perjury,
failed to list organizations which he belonged to prior to his arrival in the United
States, and during his residence in the United States, as a permanent resident
alien. In applying for U.S. citizenship, Al-Arian had, under the penalty of perjury,

listed the Islamic Society of North America," the "Islamic Community of Tampa,"
the "IEEE" and the "IEEE Computer Society' as the sole oreanizations to which he
belonged. He failed to list either ICP or WISE, even though Al-Arian had been listed

as the founding officer for both, and both organizations were incorporated in the
State of Florida prior to the submission of Sami Al-Arian's application for natu-
ralization and the INS processing of that form.
A subsequent search of Ramadan Abdullah Shallah's immigration files revealed

additional discrepancies. Shallah had been in the United States on an H-1 tem-
porary specialized worker who would be based at the WISE address in Tampa; Al-
Arian, documents, proved, had petitioned on behalf of Shallah. Another WISE offi-

cial whom Al-Arian petitioned for was one Basheer Nafi, who was also in the United
States, on behalf of WISE, as its "director of research."
Basheer Nafi was no ordinary researcher lending his invaluable knowledge to a

university-allied think tank. Although a professor of Arabic at the USF, Nafi was,
according to reports in the Amman, Jordan, newspaper Al-Urdan, one of the leading
commanders in Islamic Jihad who had not been selected as heir apparent to the
miu"dered Dr. Shikaki. As was the case of Ramadan Abdullah Shallah, one does not
reach the pinnacle of terrorist power without being a major player in that organiza-
tion for some time. Other information acquired by law enforcement showed that
Nafi was indeed a major "player" in the Islamic Jihad organization. Nafi was ar-

rested in June 1996 by U.S. INS agents outside of the International Institute of Is-

lamic Thought in Hemdon, Virginia, for violating his visa-stipvdation that WISE
would be his employer. He was soon deported. (The International Institute of Is-

lamic Thought, controlled by the S.A.A.R. Foundation—a billion dollar Saudi inter-

national conglomerate—was found to be a major source of funds to ICP and WISE.)
Another WISE board member also under federal investigation, and in federal cus-

tody, as a result of government scrutiny of the Al-Arian, ICP, and WISE was Mazen
Al-Njyjar, another University of South Florida teacher responsible for running the
day-to-day operations of WISE. He is oirrently awaiting deportation in immigration-
fraud charges, including perpetrating a fictitious marriage, constructed oy one
Taiseer Abu-Zarka, to an American citizen on the sole grounds of obtaining perma-
nent resident status in the United States. In an immigration hearing held in Jvdy
1996, INS Special Agent William West testified that Al-Najjar was a "mid level op-

erative" in lK)th ICP and WISE, which in turn were deemed "front groups" for the
Palestine Islamic Jihad in the United States.

As a WISE official, Al-Najjar signed many of the organization's checks, including
those paid to Shallah that covered the time of his employment in the USF allied

think tank. Other evidence seized from the WISE and ICP offices in regard to the
Mazen Al-Najjar INS court case include: Islamic Jihad fax communiques announc-
ing the "martyrdom" of a battalion leader in 1992, and claiming credit for an attack
on Israelis; detailed biographies of Hizbollah, Hamas and Islamic Jihad leaders;

and, an ICP draft charter which contained incendiary provisions calling for destruc-

tion of Israel and aggressively confronting the West.
When agents descended on the ICP/WISE office, as well as Al-Arian's home once

search warrants were obtained, they uncovered computer files, bank records, faxes,

internal records and audio and video-tapes. Federal agents cetrried out over twenty
boxes of items from Al-Arian's home, and the ICP and WISE offices. Also seized

among Al-Arian's files was a copy of a sealed complaint of the requested extradition

of Hamas political chief Dr. Musa Abu Marzuk, then being held in detention in New
York City during deportation proceedings. Material uncovered in the search of Al-

Arian's home and office played an instrumental role in untangling much of the intri-

cate web of deceit, covert and legitimate front operations that, for years, had hid
the activities of the ICP, WISE and the Islamic Jihad from public view.

Additional letters and material seized by federal agents from Al-Arian's home in-

cluded a letter in which funds are solicited for the Islamic movement in Palestine.

The solicitation letter states that despite obstacles, the Islamic movement operates
at a time when combined scores of Arab armies fail to accomplish its goals, and the
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Hamas brothers continue improving. This letter also appeals for support for the

Jihad so that the people will not lose faith in Islam.

As a resvdt of the potentially embarrassing disclosiue of Islamic Jihad maintain-

ing a USF-supported quasi-American headqiiarters, there has been an attempt to

down-play the violent reality of the Islamic Jihad as a terrorist organization, and

even to dilute the true connection between ICP, WISE and Islamic Jihad, though

reconk recently released by the federal government indicate that Tampa wasn't just

a convenient "home-away-from-home" for the Damascus-based terrorist group, but

an actual command-and-control headquarters. Khalil Shikaki, the brother of

gunned-down Islamic Jihad commander and one of the founders of the movement,

was also an adjunct professor for the University of South Florida in 1992.

In letters—^released by the FBI—between Khalil Shikaki and Ramadan Abdullah

Shallah, there are references to "Abu Omar," the Hamas nom de guerre of political

chief Musa Abu Marzook. In other internal correspondence released by the FBI,

there are internal letters between Shallah and the United Association for Studies

and Research (UASR), Hamas' strategic arm in the United States. In the letter

Shallah requested, in regard to an ad WISE sent to the UASR, "because of the gen-

eral situation, we prefer not to pubhsh it or take any steps that gives the idea that

both institutions are connected to each other, something that would cause damage
to one or both of them * * * I wish that the contact and the cooperation remain
undisclosed.

Professor Khalil Shikaki possessed such an impassioned voice for moderate poUti-

cal solutions to the Middle Eastern problems that it prompted the USF to finalize

its cooperative relationship with WISE. Yet doounents seized by federal officials un-

covered a wealth of information, including incriminating letters, proving Khalil

Shikaki using Shallah as a courier to ferry information, messages and even oj>er-

ational materials to his brother Fathi in Damascus, head of Islamic Jihad. When
publicly asked however, Khalil always maintained he had no contact with his broth-

er.

THE AMERICAN MUSLIM COUNCIL

Although AMC claims it is against "violence and terrorism," its pubUcations, con-

ferences and internal materials tell a different story. AMC has repeatedly cham-
pioned and supported Hamas and its leaders, routinely declaring Hamas "is not a

terrorist group" and claiming that U.S. efforts to clamp down on terrorist funding

in the U.S. are "anti-Islam." Following the 1995 arrest of Hamas terrorist com-

mander Musa Abu Marzuk, then-executive director Abdulrahman. Alamoudi became
Marzuk's primary defender. "I know the man, he is a moderate man on many
issues," Mr. Alamoudi was quoted in the Washington Post adding, "This [arrest] is

an insult to the Muslim community." ^s Soon, Mr. Alamoudi began organizing

Marzook's defense ftind. In 1996, Alamoudi stated on Arabic television, "I have
known Musa Abu Marzook before and I really consider him to be from among the

best people in the Islamic movement, Hamas * * * I work together with him."^*

The AMC has provided office space to the Algerian Islamic Salvation Front, orga-

nized press conferences for visiting officials of the Sudanese National Islamic Front

(an organization defined as "terrorist" by the State Department Terrorist), lauded

the electoral victory of the radical Islamic Turkish Refah Party known for its open
anti-Semitism and anti-Americanism, championed the radical Iranian-trained anti-

American mujahideen (holy warriors) in Bosnia, portrayed President Clinton's meet-

ing with Salman Rushdie as an insxilt to Muslims comparable to the Holocaust

against the Jews, and attacked the media for exposing militant Islam's repression

of women and their human rights.

CONCLUSION

In December, 1996 and December 1997, the full strength of the radical Islamic

groups could be seen once again—this time at their unprecedented annual con-

ferences held in various cities: Toledo, Ohio; Chicago, Illinois; Detroit, Michigan;

Sumerset, New Jersey; Orlando, Florida; Los Angeles and Ontario, Cahfomia;

« Washington Post, July 28, 1995.
5« Interview with Abdulrahman Alamoudi, March 22, 1996 Middle East TV interview with

Alamoudi of the American Muslim council. Alamoudi: "Yes, I am honored to be a member of

the committee that is defending Musa Abu Marzook in America. That is a mark of distinction

on my chest * * * I have known Musa Abu Marzook before and I really consider him to be from
among the best people in the Islamic movement Hamas, eh * * * in the Palestinian movement
in general, and / work together with him."
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In the end, Islamic radicals have used the United States primarily as a safehaven
to carry out activities that they would be prohibited from carrying out in their
homelands. On the one hand, these groups are fully cognizant of the fact that
should they draw too much unwanted and negative attention to their activities in

the United States, it might jeopardize their status and relative immunity from overt
scrutiny and freedom to operate unimpeded. On the other hand, the very premise
of the Islamic groups' ideological identity is a hatred toward the United States, the
West and to oQier "declared enemies of Islam." This delicate balance between the
two conflicting emotions—torn between the need to keep the U.S. safe to organize
Jihad and the need to carry out Jihad against the U.S.—is the principal deter-
minant of when Islamic terrorism is carried out. When the rage of the fundamental-
ists exceeds the self-restraint, that's when terrorism is likely to be carried out in
the United States.

The very fact that the top terrorist leaders of both Hamas and the Islamic Jihad
radical groups were found to have been Uving in the United States shoiild disabuse
anyone of the notion that militant Islamic organizations are not using the United
States for safe haven. FBI director Louis Freeh testified for the first time on the
record that Hamas raises "substantial cash funds from the United States to areas
in the Mid-East where we could show Hamas receipt and even expenditvu-e of those
fiinds".^'^ Both Hamas and Islamic Jihad have not only raised considerable amounts
of funds in the United States but have also set up operational headquzirters in the
U.S. where terrorist attacks and military strategies have been orchestrated. In turn,
both Islamic Jihad and Hamas have succeeded, in large part, in estabUshing their
support infrastructure because both groups have networked together with other mil-
itant Islamic groups.
The culmination of this pan-Islamic militant partnership may have been seen in

the World Trade Center bombing: Rather than being an attack dominated by the
militant Islamic Jama from Egypt, evidence now shows that the bombing was the
product of collaboration fix)m five different radical Islamic organizations, including
the Geima Islamiya, Islamic Jihad, al-Fuqra, Sudanese National Islamic Front and
Hamas. The scope and breadth of these nulitant Islamic groups should demonstrate
unambiguously that while not coordinated formally on an operational level, the mili-

tant Islamic groups network with one another in a sort of terrorist "Internet". At
virtually every place on the globe today—Paris, Rome, Dallas, New York or Manila,
Peshawar, Gaza, Beirut and Khartoum—militant Islamic groups can network with
one another in receiving or providing assistance, obtaining safe haven, and generat-
ing mutual support for all of their activities.

The absence of a traditional hierarchy within these terrorist groups has now cre-

ated a new terrorist paradigm. In 1995 (April 6) testimony before the Senate Judici-
ary Committee, then-acting director Admiral WiUiam Studdman stated that the "[Is-

lamic] groups are even more dangerous in some ways than the traditional groups
because they do not have a well-established organizational identity and they tend
to decentralize and compartment their activities. They are also capable of producing
more sophisticated conventional weapons as well as chemical and biological agents.
They are less restrained by state sponsors or other benefactors that are the tradi-

tional groups. These new groups appear to be disincUned to negotiate, but instead
seek to take revenge on the United States and Western countries by inflicting heavy
civilian casualties. The World Trade Center bombers are prime examples of this new
breed of radical, transnational. Islamic terrorist."

Attachment 1.

—

The Council on American Islamic Relations (CAIR): A Case
Study of Deception: A Militant Islamic Group in Sheep's Clothing

CAIR officials and AMC have engaged in repeated campaigns to defame journal-
ists and slander writers and officials who speak out against militant Islamic terror-
ism and fundamentalist violence. It is clear from a review of CAIR's statements and
activities that one of its goals is to further the agenda of radical Islamic terrorist

groups by providing political support. By masquerading as a mainstream public af-

fairs organization, CAIR has taJcen the lead in trying to mislead the pubUc about
the terrorist vmderpinnings of militant Islamic movements, in particular Hamas.
CAIR has defended the terrorist regime of the Sudan (which is engaged is a geno-

cidal holy war against Christians), the Hamas terrorist organization and its leader
Musa Marzouk, and coordinated and sponsored visits of known international radical
fundamentalists, including those that have called for the killing of Jews.

5^ Testimony of FBI Director Louis Freeh, March 12, 1996 Foreign Operations Subcommittee
of the Senate Appropriations Committee.
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CAIR has sponsored visits of Islamic extremists in the United States. For exam-
ple, the September 1994 issue of CAIR News reports that CAIR coordinated a series

of meetings for Bassam Alamoush, a Jordanian Islamic militant, with U.S. govern-

ment ofiBcials. At the Muslim Arab Youth Association (MAYA) conference in Chicago

in December 1994, Alamoush called for the killing of Jews. According to a video of

Alamoiish's speech, he said, "Somebody approached me at the Mosque [in Amman]
and asked me, 'if I see a Jew in the street, shotdd I kill him?"' After pausing a mo-
ment with a dumbfounded face, Alamoush answered the auestion to a laughing

crowd: "Don't ask me. After you kill him, come and tell me. What do you want from

me, a fatwa [legal ruling]? Really, a good deed does not require one." Later in the

speech, Alamoush was interrupted by an aide with a note good news * * * there

has been a suicide operation in Jerusalem" killing three people. Thunderous ap-

plause followed his statement.
CAIR has routinely exaggerated or fabricated "hate crimes" against Muslims.

CAIR citicizes "stereotyping of Muslims but its definitions of stereotyping includes

all articles that expose or detail Islamic extremism, discuss terrorism and cite other

issues deemed "offensive" to CAIR. Thus, in the past foxir years, CAIR officials have
attacked as "anti-Muslim" The New Republic, U.S. News and World Report, The At-

lantic Monthly (it had an article about the militant Islamic rule and oppression in

the Sudan) the Dallas Morning News (it exposed the Hamas infrastructure in

Texas), the Reader's Digest (it published an article exposing the repression of Chris-

tians by Communist regime and Islamic extremists) tiie Tampa Tribune (it exposed

the Islamic Jihad infrastructiire in Tampa), the Weekly Reader's Current Events

(its transgression was a story about international terrorism). The Joumsd of Amer-
ican Medical Association (its transgression was an article about the victims of ter-

rorism), the travel writer Paul Thereux (he attacked the fatwa on Salman Rushdie),

Vice President Albert Gore (he used the word Jihad), the Wiesenthal Center (it

showcased Ayatollah Khoumeni's call for the death of Jews), Father Richard John
Neuhaus (he favorably reviewed a book that documented militant Islamic repression

of Christians and Jews), and New York Times columnist Abe Rosenthal (he praised

the documentary "Jihad in America.")
To substantiate its claims about "hate crimes," CAIR publishes annual reports on

alleged hate crimes and discrimination against MusUms. Upon closer scrutiny, a
large proportion of the complaints have been found to be fabricated, manufactured,
distorted or outside standard definitions of hate crimes. The most egregious example
of this is the fact ^at CAIR classified the arrest of Hamas leader Musa Abu
Marzouk and the conviction of World Trade Center bombing conspiracy ringleader

Sheik Omar Abdul-Rahman in its annual survey of "hate and bias crimes" against

Muslims.
CAIR's 1997 report on "hate crimes" goes even further, labelling the death of

Ahmed Abdel Hameed Hamida as a "hate crime." Hamida drove his car into a crowd
of Israelis at a Jerusalem bus stop on February 26, 1996, the day after one smcide
bombing and six days before another. Hamida killed one woman and iryured twenty-

three omer IsraeUs. He attempted to escape on foot but was shot to death by Israeli

civilians. He shouted "Allahu Akbar," (God is Great!) as his car struck the crowd.

There was Uterature from the Islamic Jihad extremist group in the car, and subse-

quent Israeli investigation determined that he had previously made a statement af-

firming his intent to kiE Jews. Hamida was a terrorist; CAIR classified his death

as a "hate crime."

CAIR's head, Nihad Awad has expressed his tacit support for Hamas' military op-

erations, including smcide bombings. In an interview on 60 Minutes (November 13,

1994), he was asked whether he supported the "military undertakings of Hamas."
Awad responded, "Well, I think that s—that's for people to judge there." Wallace
persisted, "I'm asking vou." Awad finally responded, "The—the United Nations
Charter grants people who are under occupation to defend themselves against illegal

occupation."
At a symposium at Barry University (Florida) on March 22, 1994, Awad stated,

"I am in support of the Hamas movement." (Video, Conference at Barry University)

CAIR's founders have close institutional ties to Islamic extremist groups. Nihad
Awad, CAIR's executive director, was formerly editor of the Muslim World Monitor,

the English language newspaper of the Islamic Association of Palestine (lAP), an
organization identified by law enforcement officials as a Hams front. He was listed

in the December 1995 edition of the Arab American University Graduate (AAUG)
News as representing LAP at the AAUG's 1995 annual conference, a year after he
joined CAIR.

Rafeeq Jabar, a founding director of CAIR, is the president of Islamic Association

of Palestine in Chicago. Mohammed Nimer, director of CAIR's research center, was
a director of the United Association for Studies and Research (UASR) in 1992.
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UASR has been described as a component of Hamas. A terrorist operative, arrested
and convicted by Israeli authorities, called UASR "the political command of Hamas
in the United States." (New York Times, "Israel Says That a Prisoner's Tale Links
Arabs in U.S. to Terrorism," February 17, 1993). Musa Abu Marzouk, the head of
Hamas' political bureau who was deported from the U.S. in 1997, was the president
of UASR from 1987 through 1992.
The Islamic Association for Palestine (LAP) where Awad served, has close ties to

Hamas. LAP has distributed Hamas communiques calling for the killing of Jews,
Broduced training videos for Hamas operatives and recruited for Hernias in the
United States. OUver Revell, former Associate Deputy Director of the FBI, has pub-

licly called the LAP a "Hamas front."

CAIR attacked the 1995 Executive Order Freezing Assets of Groups Linked to
Terrorism as directed specificaUv at Muslim groups: '^e've been fearing something
like this for a long time," said Ibrahim Hooper, "because there have been some ele-

ments in the pro-IsraeU lobby accusing Muslim groups of raising money for these
kinds of purposes with no evidence whatsoever of diversion of funds. ("Clinton
Freezes Assets of Mideast Groups Linked to Terrorism," Washington Post, January
25, 1995).

In the October 1997 issue of First Things, the journal's editor. Father Richard
John Neuhaus, favorably reviewed The Decline of Eastern Christianity Under
Islam: From Jihad to Dhimmitude" by Bat Ye'or. The book chronicled the formal
second class citizenship and discrimination against Christians and Jews living
under Islamic rule during the past 1000 years. Father Richard John Neuhaus also
expressed his concern about tne rise of militant Islamic fundamentalism, CATIR
issued a press release calling upon the Catholic Church to investigate Fr. Neuhaus
because he "portrayed Islam as a permanent threat to Western society, used racial
and ethnic slurs against Arabs, offered inaccurate and offensive information about
the spread of Islam * * * and suggested that Christian-Muslim dialogue might be
a 'delusion.'" (CAIR Press Release, (October 16, 1997).
Afler the CAIR press release. Father Neuhaus received a flood of hostile commu-

nications which used terms like "venomous diatribe," "hateful xenophobia," "agitat-
ing for a new Crusade," and "obviously mentally iU." Father Neuhaus commented
that "the attack initiated by CAIR produced dozens and dozens of letters * * * some
of them accompanied by hundreds of signatures of Mushms who claimed to be deep-
ly offended by the review. * * * The campaign obviously had the aim of intimidat-
ing into silence anyone who dares to say anjdhing less than complimentary about
things Muslim" (Fr. Richard John Neuhaus, "Islamic Encounters," First Things,
February 1998).

On August 23, 1996 and December 27, 1997, Washington Post columnist Nat
Hentoff, a consistent and determined spokesman for hiunan rights, published col-

umns criticizing Loms Farrakhan and Jesse Jackson, gimong others, for failing to
speak out against the enslavement of black Christians and animists in the Sudan
and Mavuitania. CAIR's Ibrahim Hooper responded that Jackson and others were
silent "out of reluctance to indulge in politically and religiously motivated sensa-
tionalism that plays on and amplifies existing Islamophobic tendencies in Western
society and accuses HentofT of "unacknowledged political or religious agendas, anti-
Muslim stereotyping or cultural bias" (Letter to ttxe editor, Washington Post, Janu-
ary 17, 1998).

CAIR has sponsored visits of radical Islamic leaders who have issued racist re-

marks. At a May 18, 1997 CAIR fundraiser at Buena Park, California, CAIR fea-

tured former West German ambassador to Algeria and Morocco (who had converted
to Islam). According to a tape of his comments, Hoffinan stated:

"[C]entury old prejudices against Islam * * * are still being reinforced almost
daily through certain media. * * * During all this time of defamation of Islam, as
a religion, our Prophet Muhammad in particular (pbuh) [peace be upon him, the
common Muslim honorific for Muhammad] has been defamed like no other world
personality before him or after him, far worse than people like Stalin or Hitler. And
when Salman Rushdie published his blasphemies against Muhammad, he simply
continued this tradition. And the Western legal system continue [sic] to treat Mu-
hammad as an outlaw."
Hoffoian went on to blame Zionism:
'Today, the defamation of Isleun and Muslims serves * * * a political purpose, be-

cause Israel, and the Zionist lobbies, and media around the world believe that Israel
will fare better, the worse Islam fares. And as long as this is so, and so long as
the most powerhil country in the world seems to act like a dog wagged by its tail,

that is Tel Aviv, our public relations efforts will remain an uphill battle."

CAIR's public statements support the goals of Islamic terrorist groups by charac-
terizing terrorist acts against Israel as legitimate self-defense or acts of desperation
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and despair. As such, these statements serve as the psychological warfare compo-

nent of the terrorist campaign. CAIR disseminates disinformation by denying the

ideological basis of terrorist actions, and the reality of Islamic extremism.

CAIR denies that Islam includes a concept of holy war and that Islamic extrem-

ists advocate violence. CAIR has claimed pubhcly that: " 'Jihad' does not mean 'holy

war* * * * It is a central and broad concept that includes struggle against evil incli-

nation within oneself. * * * There is no such thing as "holy war* in Islam." (CAIR
Publication).

CAIR's Board of Advisors and Directors and featured speakers include known
miUtants and anti-Semites. Imam Siraj Wahaj, a member of CAIR's board of advi-

sors, was Usted by U.S. Attorney Mary Jo White as an "unindicted person who may
be alleged as [a]conspirator" in the World Trade Center bombing conspiracy. Hamza
Yousef, who serves on CAIR's Board of Advisors, spoke at an Islamic convention in

1995: "the Jews would have us beUeve that God has this bias to this little small

tribe in the Middle of the Sinai desert and all the rest of humanity is just rubbish.

I mean that this is the basic doctrine of the Jewish reUgion and that's why it is

a most racist reUgion." (Speech of Hamza Yusuf, Islamic Society of North America,

1995).
Yusuf Islam, who was the featured main speaker at a CAIR fundraiser in Virginia

on November 11, 1996. Islam has previously expressed his views about Jews in a

pamphlet pubUshed by the Islamic Association for Palestine: The Jews seem nei-

ther to respect God nor his Creation. Their own holy books contain the curse of God
brought upon them by their prophets on account of their disobedience to Him and
mischief in the earth. We have seen the disrespect for reUgion displayed by those

who consider themselves to be "God's Chosen People." (Yusuf Islam, Eyewitness, Is-

lamic Association for Palestine, 1988).
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Senator Kyl. Thank you very much, and, again, I thank all three
of you for being cognizant of our time constraints here.

Let me begin, Mr. Emerson, with a question that I asked Mr.
Watson of the FBI after recounting to him the summary by the
CIA just yesterday of the two fatwas that have been publicly dis-

closed now. What is your opinion, based upon your extensive re-

search, on how concerned Americans ought to be about this?

Mr. Emerson. The fatwa issued by Usama Bin Ladin and other
militant leaders was actually not the first one. The first fatwa was
issued last year, and it followed the twin bombings in Saudi Arabia
that killed a total of 24 Americans in 1995 and 1996.

I believe this is very serious. It also shows the global village phe-
nomenon. No longer are Americans protected here. The ability of

Usama Bin Ladin to interfere, inject his hand in the United States
today, is very apparent. In fact, it is believed by law enforcement
that Usama Bin Ladin has a network in the United States in sev-

eral cities and would be very easily able to carry out strikes here
if he so desired. And, unfortunately, if we look at the graph of vio-

lence, starting from 198 1 through the present, we see the migration
of violence going from the Middle East into the West, particularly

into the heart ofthe United States.

Senator Kyl. I might note that our chairmEin, Senator Hatch, has
been instrumental in discussing further Bin Ladin and his activi-

ties here.

Let me just ask you a second question relating to the South Flor-

ida University matter. You indicated that one of the principal per-

sons of interest in that investigation—well, I am not sure you men-
tioned his name, but it is in your statement, Professor Sami Al-

Arian. According to the affidavit in support of the search warrant
for the on-campus office and personal residence, he teaches com-
puter science at South Florida and is considered a computer spe-

cialist. And news articles indicate that he earned his doctorate in

engineering from North Carolina State £ind won honors for his com-
puter work there.

Considering his computer expertise, I am curious whether during
the course of the search warrant executed on his office and resi-

dence, whether encrypted computer files were found; and if so, to

what extent law enforcement was able to decrypt these files, if you
know.
Mr. Emerson. There was a major problem in the encryption or

the decryption of the files that were subpoenaed and retrieved by
the FBI, and that showed one of the major problems faced by the
FBI today in the whole rise of encryption programs. I understand
that not only was FBI personnel unable to immediately unencrypt
it, but it was unable to be solved through other agencies as well,

until finally 8 months after it was finally worked on that the abil-

ity to see what was in the files was solved.

This is a major problem. I can also tell you, based on the docu-
ments with the Mousa Marzook extradition request, that it showed
that the Hamas commanders specifically recruited those activists

not only capable of carrying out violent attacks like killing, but
those that has chemical and biological expertise and those that has
computer expertise so that they could jam the computers and
launch information warfare against their enemies.
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Senator Kyl. Thanks very much. We will get independent con-

firmation from the FBI as part of our written record, but I thought
perhaps you would be familiar with that.

Senator Feinstein.

Senator Feinstein. I notice on the pages where you discuss Mr.
Marzook that he essentially came to this country to get a doctorate

degree in Louisiana. What was that degree in? I am just curious.

Mr. Emerson. I can't recall offhand. I think it was computer
science, but I would have to get back to you for sure.

Senator Feinstein, And then, of course, he went out and set up
the Hamas network.
Mr. Emerson. Well, he stayed here. He didn't get his degree im-

mediately. He kept getting his student visa renewed. And while he
was getting his student visa renewed, he set up the Hamas empire
in the United States, together with other students.

In fact, the whole origin of the radical Islamic network in the
United States originates from graduate students who came to the
United States and stayed. In fact, there is a large network called

the Muslim Student Association, which I wouldn't say is totally

radical, but there are many people who are in that group, as well

as in the Muslim Arab Youth Association, which uses the word
"youth," that are well into their 60's and 50's. It is a radical group
that promotes a radical agenda, and it shows that the use of stu-

dent visas is a major vehicle in the United States for militants to

come and stay here. And once they stay here, you know how very
difficult it is to get them out.

Senator Feinstein. Do you have any other information that you
might be able to provide the committee on how terrorists come to

this country, how they avoid our immigration authorities, and what
devices they use?
Mr. Emerson. I would be happy to provide the committee with

some of the investigative findings that I have acquired in the last

several years about some of the means by which terrorists are able

to evade detection at the Canadian border, especially in the Van-
couver area, how they are able to come up through Mexico, how
they are able to buy credentials overseas, how they are also able

to manipulate American embassies in certain parts of the Arab
world into giving them visas, in part because of the lack of sophisti-

cated systems to check all names.
There are various means by which this country has become thor-

oughly porous to anybody who really wants to get into it. The most
recent case occurred just in the last month and a half or so when
there were a series of radical Islamic conferences held in the

United States, held in Chicago, in Detroit, California, at which
leading Islamic militants from outside the United States exhorted
their followers to kill, openly kill Jews, to condemn the United
States, attack the United States, and these were militants that

ought not to have gotten into the United States. How they did, I

can't explain it.

Senator FEINSTEIN. Thank you very much, Mr. Emerson.
Mr. Ashmawy, I was reading your comments and listening to you

as well, and I just want to say I am really very glad that there are

people like yourself, many people like yourself.
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One of my deep concerns is that I see in this country a kind of

rising bigotry toward Muslims, and I think that is tragic. And I am
just very, very pleased that you were able to set the record

straight, that Islam does not preach this kind of hatred and this

kind of fanatical terrorism.

Unfortunately, you know, in a way, the actions of the few sort

of condition the many, and your being here, I think, this morning
and setting the record straight is a very import£int and significant

contribution. I for one really want to use your statement to send

it out to many of my constituents who write to me and make some
challenging statements. So I am very grateful that you are here

this morning.
Thank you.
Mr. ASHMAWY. Thank you for giving me the opportunity to

speak.
Senator Feinstein. Thanks, Mr. Chairman.
Senator Kyl. Thank you. And, again, I want to commend all of

our panelists here and everyone in the audience for being so coop-

erative £md being concerned about our time constraints. We are

now right at the moment where we have to conclude the hearing.

For the record, I would Uke to submit four other pieces of testi-

mony and two reports. Without objection, they will be submitted.

[The prepared statements and reports are located in the appen-

dix.]

Senator Kyl. Without objection, we will leave the hearing record

open for ten days for submission of our questions or any statements

the witnesses might want to make.
Again, I thank you very much for your presence here today.

This hearing is now concluded.
[Whereupon, at 12:46 p.m., the subcommittee was adjourned.]



APPENDIX

Questions and Answers

Response of Gil Childers and Henry DePippo to a Question From Senator
Kyl

state sponsorship

Question 1. Could you describe for the subcommittee any existing evidence per-

taining to links between the conspirators and countries designated as state sponsors
of terrorism, and the extent that this evidence reveals, or does not reveal, further

evidence of state sponsorship or state acquiescence to the perpetrators' intentions

to bomb the World Trade Center complex.
Answer. As we stated during awe oral testimony, as prosecutors, our purpose was

to present the evidence that had been assessed during investigation of the World
Trade Center bombing relating to the defendants at trial emd their co-conspirators.

No foreign government or agent or official of a foreign government was named as

a defendant or identified as a co-conspirator of the defendants on trial. Accordingly,

there was no proof admitted into evidence concerning any connection between a for-

eign government (or official or agent thereof) and the World Trade Center bombing.

Questions of Senator Kyl to Patrick Colgan

THE conspiracies

Question 1. Please provide a succinct chronology of the conspiracies for which
Sheik Rahman and his co-defendants were prosecuted and convicted.

THE PROSECUTION

Question 2. Please list the defendants in the Sheik Rahman trial. Accompanying
this Ust, please provide, per defendant: nationality, immigration status at the time
of arrest, and a basic description of prosecuted activity.

UNITED STATES CONNECTION

Question 3. How did each defendant come into contact with the other defendants

once in the United States?

SUPPORT INFRASTRUCTURE

Question 4. What type of support infrastructure was in place to facihtate the oper-

ations of Sheik Rahman and his co-conspirators? I am specifically referring to the

means employed by the co-conspirators to facilitate their conspiracies, such as hous-

ing, immigration, financial support, and other forms of criminal activity.

TERRORIST GROUP AFFILIATIONS

Question 5. Based upon your extensive investigation into Sheik Rahman and his

co-conspirators, were any of the individuals prosecuted Sheik Rahman trial mem-
bers or affiliates of foreign terrorist organizations? If yes, would you please inform

the subcommittee of the names of foreign terrorist organizations, the names of the

defendants affiliated with these organizations, and the nature of the affiliation or

involvement of these organizations with these individuals.

(125)
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SUDANESE MISSION

Question 6. Please describe the nature and extent of the Sudanese mission partici-

pation in the Sheik Rahman conspiracies.

Answer. No responses were received from Mr. Colgan.

Questions of Senator Kyl to Dale Watson of the FBI

INFORMANT EMAD SALEM

Question 1. In November 1991, Emad Salem, a 40-year old Egyptian, is introduced

by a FBI foreign counterintelligence agent to two FBI counterterrorism agents who
are investigating the ongoing activities of Sheik Rahman. During his recniitment,

Salem is told that any information he gathers about the Sheik's activities will be
for intelligence purposes only, and that he will never have to testify or make tape
recordings of conversations. Salem agrees to these terms.
At this time, the state trial of El Saj^d Nosair begins. Nosair is being prosecuted

for the November 1990 mvirder of Rabbi Meir Kahane in Manhattan. Within the

jihad community dominated by Sheik Rahman, Nosair is a cause celebre, and his

trial becomes an opportunity for law enforcement to gather information on the
Sheik. Salem begins attending the trial, where he soon meets Nosair's cousin and
aide to Sheik RaJiman, Ibrahim El-Gabrownv. Salem quickly meets other associates

of El-Gabrowny and Sheik Rahman, and within a month is on a trip to Detroit with
the Sheik auid several others. Dviring the ride to Detroit, the Sheik asks Salem to

participate in the assassination of IVesident Mubarak, a conspiracy later aborted.

By me end of 1991, a frequent topic of discussion between El-Gabrowny and
Salem is firearms and explosives. These discussions continue through early 1992
and include visits with the convicted Nosair, where Salem is recruited to help con-

struct a series of bombs to kill perceived enemies of Nosair and jihad. Also in early

1992, the FBI polygraphs Salem on his connection to E©T)tian inteUigence. This up-
sets Salem, who had previously provided this information to his immediate super-

visors.

In June 1992, El-Gabrowny and his cohorts discuss obtaining a "safehouse" for

the construction of twelve bombs for at least two assassinations and "other targets".

Salem is asked whether he can construct detonators, to which Salem responds he
can not. By mid-Jime, Salem is given a loaded handgun with extra bullets by an-

other coconspirator. In early July, Salem is told that Nosair wants to see him again.

The FBI is now seriously considering conducting electronic surveillance.

At this same time, a new supervisory FBI agent in New York decides that the
investigation is serious enough to be treated as a criminal case requiring corroborat-

ing evidence. Salem is asked to make tape recordings for the FBI. Salem says no,

liiat the FBI has broken their promise to him, and that making recordings would
put him in severe jeopardy of his Ufe. The FBI edso asks Salem to submit to a sec-

ond polygraph. Salem does so, but the relationship is then mutually terminated at

the conclusion of the polygraph.
In September 1992, in an attempt to discourage potential violence by the con-

spirators, the FBI issues subpoenas on about twenty conspirators. Also in Septem-
ber, Salem agrees to submit to a third polygraph.
Only one other piece of information is gathered from Salem until subsequent to

the World Trade Center bombing on February 23, 1993: in mid-December 1992, Mo-
hammed Abouhalima leaves a message on Salem's answering machine asking Salem
to call him. Ssdem does not return the call, but does inform the FBI of the call. It

is later determined that on tiiis same day Abouhalima bought smokeless powder
which is found in the conspirators' storage shed in Jersey City.

After the bombing in February 1993, Salem provides information to the FBI on
the whereabouts of Abouhalima, who had fled to Egypt. This information helps the

FBI bring back Abouhalima to the United States to stand trial for his participation

in the World Trade Center bombing. Salem then becomes the key informant for the

FBI in stopping the conspiracy to bomb multiple New York City infrastructures in

June 1993.
The subcommittee understands that the FBI conducted disciplinary inquiry into

some agents involved with Emad Salem, and that action have been taken internally

at tiie FBI in order to avert similar issues with informants from arising in the fu-

ture.

The open record from the Sheik Rahman trial indicates that the FBI conducted
neither physical nor electronic surveillance on those people identified by Salem as

planning bombings and constructing bombs subsequent to the termination of Emad
Salem as a FBI informant. Please detail what actions the FBI did take between
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mid-July 1992 and the date of the World Trade Center bombing on February 26,

1993 to continue gathering information on these conspirators.

FOREIGN TERRORISTS IN AMERICA

Question 2. Per my letter of invitation, please explain the presence, modcdities,

supfHjrting infrastructures, objectives, fundraising and recruitment activities of for-

eign terrorists and their affiliates in the United States, including a discussion of

known or suspected criminal activities. In yoiu" discussion, please specifically discuss

the following information: the physical locations and nature of foreign terrorist oper-

ations in the United States; the criminal enterprises and front organizations used
to raise money; and whether American citizens are targets for recruitment by for-

eign terrorist organizations.

TRENDS

Question 3. What do you see as the trends in foreign terrorist activities in the
United States in the future and how are your individual agencies addressing these
trends?

IRAQI SITUATION

Question 4. During the course of the subcommittee hearing on February 24, Sen-
ator Kyi entered into the record copies of two religious edicts or fatwas and read
into the record the CIA Counterterrorist Center's analysis of the fatwas. Mr. Watson
was then asked to comment upon them. In response, Mr. Watson replied that he
was not surprised such fatwas would be issued; Uiat AJmericans should be concerned
about these types of fatwas and that "we do see, working with our coimterparts at

the agency, increased threats toward American targets, not only military but soft

targets around the world, U.S. businesses, businessmen, -women, tourists, and tar-

gets of that nature"; that fatwas appear to be a trend; and that the FBI was con-

ducting an ongoing investigation into Bin Ladin.
Could you please expand upon these comments. More specifically, please:

1. Provide your analysis of these fatwas.
2. State why you are not svuprised these fatwas were issued.

3. Explain why Americans should be concerned about these fatwas.
4. Explain why these fatwas appear to be a trend.

5. Provide an explanation of the FBI investigations into Bin Ladin, including the
nature and location of Bin Ladin's activities in the United States and abroad.

6. Provide a copy of "A Declaration of War" released against the United States

by Bin Ladin on or about August 23, 1996. Was this Bin Ladin's first fatwa against
the United States?

WEAPONS OF MASS DESTRUCTION TERRORISM

Question 5. Facts made public during the Ramzi Yousef cases indicate that this

World Trade Center 'mastermind' was interested in terrorism involving weapons of

mass destruction. I am concerned with what we might learn from the Ramzi Yousef
cases about the potential for such attacks in the future. Shortly after the bombing
of the World Trade Center in 1993, FBI agents discovered in the storage locker of
one of Ramzi Yousefs co-conspirators all the ingredients necessary for making the

poison gas hydrogen cyanide. This fact is well known. Less well known is that
Yousef told Secret Service and FBI personnel who were accompanying him back to

the United States after his capture that he had indeed originally hoped to explode

a chemical weapon in the World Trade Center; the only thing that apparently
stopped him was lack of funds to finance the operation.

Moreover, the indictment against Yousef indicates that two years after the World
Trade Center bombing—while Yousef was a fugitive fi-om American justice and
planning to blow-up U.S. air carriers operating out of the Philippines—^Yousef was
reportedly mixing chemicals in his Manila apartment. He also had papers in his

possession claiming the "ability to make and use chemicals and poisonous gas * * *

against vital institutions and residential populations and the sources of drinking
water."
These facts—pulled together only after intensive investigation involving two

criminal cases and spanning several continents—seem to indicate a serious intent

and evolving capacity by Yousef to engage in WMD terrorism.

Was there any other evidence recovered during your investigation to suggest that
Yousef was attempting to carry out a chemical attack against the United States?
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Based on all the evidence you collected in New Jersey, Manila and elsewhere, and

based on Yousefs own statements, do you believe he had the intention and had

gathered the technical expertise and equipment to engage in WMD terrorism?

CIA Director Tenet recently testified before the Senate Select Committee on Intel-

ligence that we have seen "growing indications" of terrorist interest in WMD. Direc-

tor Freeh testified that during 1997 the FBI opened over 100 WMD-related criminal

cases—a three-fold increase over 1996. Could you describe to the Subcommittee

these "growing indications"? Does this information—along with our experience with

Yousef and subway gas attack in Tokyo—demonstrate that there is a growing risk

that terrorists will actually use chemical or biological weapons as a means of terror-

ist attack?

COUNTERTERRORISM STRATEGY AND PROSECUTION OF TERRORISTS: THE PALESTINIAN
AUTHORITY

Question 6. The United States has a solid record in tracking down terrorists and

holding them to answer under U.S. law. This includes, most recently, the successful

capture and prosecution of Mir Aimal Kansi, who was responsible for kiUing two

Americans outside the entrance to the CIA. Director Freeh has called this record

a central part of our counter-terrorism strategy and a key deterrent against terrorist

acts.

But there is one area where, inexpUcably, we seemed to have walked away trom

this prudent and effective course. Nine Palestinians, wanted in connection with ter-

rorist attacks in which nine Americans were killed, are presently at large in the

West Bank. Under the terms of the Oslo Accords, the Palestinian Authority is re-

sponsible for extradicting persons wanted in connection with extraterroritorial

criminal investigations. I am informed that Arafat has refused extradition requests

from the Israeli government for persons wanted in Israel. I fiirther understand that

the U.S. government has not requested extradition of these suspects.

I appreciate that the FBI is not responsible for the foreign poUcy considerations

at play here. But I wonder if you could share with us your view of the importance

of ensuring that terrorists do not have a ready safehaven, outside the reach of U.S.

law.

TERRORIST ASSETS

Question 7. In your testimony, you stated that the 1996 Antiterrorism Act was
helpfiil to the FBI because the designation of foreign terrorist organizations gives

the FBI the abihty to seize terrorist assets. What terrorist assets have been seized

under the Antiterrorism Act? Has the FBI estimated the amount of terrorist assets

in the United States and those under the control of U.S. corporations and banks?

If so, what is this amount? How are you coordinating this effort with the Depart-

ment of Treasury's Office of Foreign Asset Control?

LEGAL DEFENSE FUNDS FOR TERRORISTS

Question 8. In your testimony, you noted that "supporters [of Sheik Rahman] used

the internet to solicit ftinds for his defense" as an example of terrorist activity in

the United States.

MOUSA MARZOUK

Question 9. Why was Hamas chieftain Mousa Marzouk not prosecuted in the

United States for providing "material support" to terrorist groups? Can you supply

to the Subcommittee copies of all doamients found on the person of Mousa Marzouk

and his wife? Was there any quid pro quo with Marzouk or any other person or

group connected to him or acting on his behalf in exchange for his deportation to

Jordan? Did the United States agree to drop possible criminal prosecution of

Marzouk in exchange for any agreement by Marzouk? Why did the United States

agree to accept a plea of no contest to the terrorist immigration charge? Did the FBI

develop separate information about the possible involvement of Mousa Marzouk in

violating U.S. laws?

WHITE HOUSE BACKGROUND CHECKS

Question 10. What procedures are in place which enable or reqtdre the FBI to con-

duct a backgroxind check on persons who seek to visit with White House personnel,

including the President and First Lady, but may have ties to terrorist groups or ter-

rorist front groups? Has the FBI ever conducted a background check on persons sus-

pected of having ties to a terrorist group or a terrorist fix)nt group?
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THREATS AGAINST AMERICANS

Question 11. Is the FBI aware of threats against American citizens or exhor-
tations to commit violence against American citizens issued by militant fundamen-
talist organizations based or headquartered in the United States? If so, how many
Americans have been subjected to these threats? What is the exact nature of these
threats?

FOREIGN STUDENT TRACKING PROGRAM

Question 12. In 1995, an INS task force on foreign student controls submitted a
report to the then Deputy Attorney General, Jamie Gorelick, per the concern ex-
pressed to her by Director Freeh about security risks posed by foreign students. Ac-
cording to the report, the "guiding principle to the Task Force s effort" was that "the
American public needs to nave some basic level of comfort in the knowledge that
its government is guarding against the danger * * * [ofl instances where terrorists
and criminal aliens have been linked to studfent visas." In 1996, Congress responded
to this INS report by passing a mandatory law requiring that a Foreign Student
Tracking Program be established by January 1, 1998 and a report on the program
be submitted to this Committee in four years. What is your assessment of tne value
of the national development of this program to the FBI's overall counterterrorism
effort?

Answers. No response to any question was received fix)m Mr. Watson.

U.S. Department of Justice,
Immigration and Naturalization Service,

Washington, DC. May 13, 1998.

Hon. John Kyl,
Chairman, Subcommittee on Technology, Terrorism, and Government Information,

Committee on the Judiciary, U.S. Senate, Washington, DC.
Dear Senator Kyl: Thank you for your letter of March 18, 1998 enclosing addi-

tional Questions arising from my testimony before your Subcommittee on February
24th. Please accept my regrets for the delay in response. The questions and answers
follow.

Responses of Walter D. Cadman to Questions From Senator Kyl

Question (Priority of conducting counterterrorism). Does INS view its role in com-
bating terrorism as a priority responsibility internally, or more of an ancillary
tasking?
Answer. Before last fiscal year, INS did not eniunerate counterterrorism efforts

among its Fiscal Year priorities. However, in both Fiscal Year 1997 and Fiscal Year
1998, counterterrorism has been a subset contained within the larger category enti-
tled, "Interior Enforcement." Thus, while it does not yet stand on its own as a dis-
crete priority, it has garnered recognition within INS as an important program mer-
iting additional attention and better tracking and monitoring systems.

Question (INS Counterterrorism Unit). With the INS acting as the gatekeepers to
this country. Congress recognized in the Anti-Terrorism Act that the INS plays a
critical role in identifying, excluding, and removing terrorists from the United
States. And yet, as I understand it, Mr. Cadman, yotu* position as counterterrorism
coordinator at INS was only just created at the end of last summer; and you appar-
ently do not have a counterterrorism unit consisting of intelligence and operations
personnel that reports to you. What additional resources do you need and programs
do you believe need to be in place in order that the Counterterrorism Unit at INS
can be a truly effective player in U.S. counterterrorism efforts?
Answer. You have accurately depicted the late start INS has had in developing

its Counterterrorism Unit (recently renamed the National Security Unit, or
HQNSU). Since then, there have been a number of heartening developments

—

(1) Staff Resources. I have had detailed to me from the Office of Programs, a sen-
ior special agent and a program analyst. In addition, I have been permitted to select
two senior agents to join my staff, both of whom will enter on duty in the very near
future.

(2) Afore Streamlined Reporting Channels. In an effort to consolidate oversight re-
sponsibility within INS Headqu£u-ters for matters involving counterterrorism, I have
been given supervisory oversight for the three INS special agents who are assigned
fiilltime to the International Terrorism Operations Section (ITOS) at the FBI.

(3) Additional Field Resources. Our Fiscal Year 2000 budget request includes 53
additional special agents to be assigned to Joint Terrorism Task Forces throughout
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the nation. This request has been supported within INS and the Department of Jus-

tice.

There are, however, three other areas in which the progress and development of

our unit has not been as rapid as could be desired:

(1) Responsibility for Terrorist Lookouts. Such lookouts continue to be handled as

a part of the larger lookout system, handled by INS Inspections components. As a

consequence, we find it difBcxilt to coordinate—or, on occasion, to even become

aware of—"hits" that occxir at ports of entry when suspected terrorists arrive fi-om

foreign location.
. , /. , ti^to

(2) Additional Streamlining. Although as mentioned, oversight of the INb agents

assigned to the FBI's ITOS now rests with the NSU, this has not happened with

the INS agents assigned to the CIA's Counterterrorism Center (CTC).

The result in each case mentioned immediately above is a fragmentation and

stovepiping within the INS structure that does not lend itself well to consolidation

and comprehensive oversight of our developing counterterrorism program. I am con-

fident, however, that these matters will be addressed in the near future.

Mr. Chairman, I hope that these responses are helpful to you in assessing the di-

rection of our program. I would like to thank you, the other members of the Sub-

committee, and your staff for the kindness and consideration you showed at the

hearing and, more importantly, for your interest in, and attention to, the signifi-

cance of INS efforts in the federal government's counterterrorism program.

Sincerely, „, ^ ^Walter D. Cadman,
Counterterrorism Coordinator.

U.S. Department of Justice,

Immigration and Naturalization Service,
Washington, DC, August 20, 1998.

Hon. Jon Kyl,
Chairman, Subcommittee on Technology, Terrorism, and Government Information,

Committee on the Judiciary, U.S. Senate, Washington, DC.

Dear Mr. Chairman: Thank you for your letter of March 18, enclosing additional

questions arising from my testimony before your Subcommittee on February 24,

Please accept my regrets for the delays in response. The questions and answers fol-

low.

Responses of Doris Meissner to Questions From Senator Kyl

Question (Priority of conducting counterterrorism). Does INS view its role in com-

bating terrorism as a priority responsibility internally, or more of an ancillary

Answer. In both Fiscal Year 1997 and Fiscal Year 1998, counterterrorism has

been a key element of one of INS' seven agency-wide priorities. Thus, INS treats

its anti-terrorism role and responsibilities as a program that receives ongoing execu-

tive attention and support through agency-wide tracking and monitoring systems

and quarterly reporting and review.

Question (INS Counterterrorism Unit). With the INS acting as the gatekeepers to

this country. Congress recognized in the Anti-Terrorism Act that the INS plays a

critical role in identifying, excluding, and removing terrorists fi-om the United

States. And yet, as I understand it, Mr. Cadman, your position as counterterrorism

coordinator at INS was only just created at the end of last summer, and you appar-

ently do not have a counterterrorism unit consisting of intelligence and operations

personnel that reports to you. What additional resources do you need and programs

do you believe need to be in place in order that the Counterterrorism Unit at INS

can be a truly effective player in U.S. counterterrorism efforts?

Answer. The INS has taken many positive steps towards developing an effective

Counterterrorist Unit (recently renamed the National Security Unit, or HQNSU).
The INS has taken significant steps in the following areas:

Staff Resources: A senior special agent and a program analyst have been assigned

to the HQNSU. One additional senior agent has joined the staff and a third will

be selected in the very near future.

More Streamlined Reporting Channels: Mr. Cadman has supervisory oversight of

the three INS special agents who are assigned to the International Terrorism Oper-

ations Section at the FBI. This has strengthened the program by consoUdating INS

Headquarters oversight of counterterrorism matters.



131

The INS Fiscal Year 1999 budget request to Congress includes a total of 16 posi-

tions (15 agents) and $3,112,000 to augment INS' participation in Joint Terrorism

Task Forces (JTTF). These resources would provide INS representation in additional

JTTF locations planned around the country, as well as to existing task force loca-

tions which require additional INS personnel due to their substantial aUen-terrorist

caseload. If ihe Congress were to provide these increased counterterrorism resources

to INS in Fiscal Year 1999, it woxild enhance INS' role as an effective player in U.S.

counterterrorism efforts. To date, the Senate has not included these resovuxes in our

appropriations bill. However, the House action would provide these resources. I

know that there are areas in which progress and development are still needed, and

I am confident that these will be worked out in the near future.

Mr. Chairman, I hope that these responses are helpfiil to you in assessing the di-

rection of oiu- program. I would Uke to thank you, the other members of the Sub-

committees, and your staff for the interest in, and attention to, INS' efforts in the

Federal Government's counterterrorism program.
Sincerely,

Doris MEISs^fER,
Comissioner.

Response of Omar Ashmawy to a Question From Senator Kyl

FAMILY death THREAT

Question 1. You mentioned in your testimony that prior to the World Trade Cen-

ter bombing, your father engaged in verbal debates with Sheik Rahman at the

Sheik's mosque in Jersey City. Thereafter, his life, and his family's lives, were

threatened. I understand that a death threat in the Muslim community can take

a subtle form, as can its communication to the person threatened. Could you please

explain in more detail how this particiilar threat came about, how it was commu-
nicated to your family, and what actions your family took in response?

Answer. The manner in which a death threat is issued in a Muslim community

differs from the general western concept of a death threat. The difference is particu-

larly evident when the threat is made against another member of the Muslim com-

munity. In this case, the progression of events that make up a death threat is con-

siderably more subtle.

The religious leader who gives the "sermon" at the commxinity mosque will, in one

such "sermon" declare the person who they wished killed a kafr. Kafr, by definition,

is a person who has renounced Islam. Fvirthermore, the kafr has technically re-

nounced all monotheistic religions as well—effectively renouncing God. This declara-

tion has a very particular meaning. Despite it being contrary to the spirit of Islam,

an extremely minute segment of tihe community recognizes a tradition that teaches

to kill such people is not an evil. The western understanding would be that to kill

someone who is kafr would not be considered a sin. This declaration is taken by the

leader's followers to be a sign that it is permissible, if not desirable, to kill the one

declared kafr. Depending on the scenario, this could be considered an order to kill.

Those who would heed such a declaration are part of the minute fi-action of the

Muslim community who are extreme in their beliefs. The vast majority of moderate

Muslims would not even consider such an order.

In this case of my late father, the threat against his life occurred as described.

One of the leaders at the mosque of Sheik Oman Abdel Rahman, in a sermon, de-

clared my father a kafr. While I cannot recall how my father learned of the threat,

I can assume with confidence that it was by word of mouth. My father, while con-

cerned for his safety and that of his family, did not stop defending Islam and its

teachings. My mother and I, believing as fmnly as my father in the true teachings

of our faith, continued to support my father's activities. The concern was real, but

we each beUeved that what we were doing was worth the risk. Therefore, the day

to day activities of our family did not really change significantly although we all

felt a certain level of anxiety. It made the work my father was doing that much
more difficult. It was no longer simply about doing what he thought was right. It

now meant that he had to be willing to risk his Ufe to fight for what he beUeved.

He continued advocating the moderate Muslim voice and defending Islam because

it needed to be done, even in the light of such risks.
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Questions of Senator Hatch to the FBI

Question 1. In recent years, there has been substantial improvement in commu-
nication and coordination between FBI and the rest of the Intelligence Community,
notably on counterintelligence matters, but also on counterterrorism issues.

Do you believe the level of coordination is sufficiently combining resources be-

tween FBI and the rest of the Intelligence Community to match the current terrorist

threat level?

Recognizing the improvement through recent years, do you believe there could be
improvements in communication and coordination between FBI and the Intelligence

Community? Would you have specific recommendations?
Question 2. In the report on the hearing on "Current and Projected National Secu-

rity Threats to the United States" (hearing held on February 1997; report released

late 1997), the CIA was asked, in a written question, "What, if any, influence or

contacts does (Usama Bin Ladin) have in the United States?" CIA answered, "We
are unaware of his (Bin Ladin) having any influence or business contacts in the

United States."

Does the FBI agree with this assessment? Is the FBI aware of any non-bvisiness

influence Osama Bin Ladin has in the United States?

Question 3. In very interesting testimony before the committee, Mr. Ben Jacobsen

of the Peregrine Group of Miami described certain consimier coupon fraud schemes
that had been perpetrated by groups raising iUicit funds that could be used for ter-

rorist purposes.
How carefiilly is FBI monitoring these fraud schemes? Is it aware of the extent

of the networks and the major players?
Question 4. In the same testimony, Mr. Jacobsen sjwke of the case of Adnand

Bahour, of North Hollywood, Fla., who was involved in a coupon fraud—and who
was a nephew of PLO leader George Habash.
Certain terrorists have been known to use family connections, as well as cells, to

further their plans. How does FBI balance legal rights against the need to some-
times monitor family members of known terrorists? Does FBI make automatic as-

sumptions about such individuals?
Question 5. How may agents in the International Terrorism Operations Section

speak Arabic? How many read Arabic?
Question 6. Witnesses testifying before the subcommittee gave a broad conceptual

recognition of the nature of the terrorist threat today.

Does the FBI have a sufficient analysis of the state of the threat to U.S. interests,

including the magnitude of the anticipated threat from international terrorism to

U.S. interests, persons and property at home?
Does the FBI have the names and background of major terrorist groups and the

leadership of such groups; their sources of financial and logisticsd support; the na-

ture and scope of their numan and technical infrastructure abroad and in the U.S.;

and their goals, doctrine and strategies? Does the FBI know the quality and type

of their education and technological training?

Does the FBI know and track bases domestic recruitment by foreign terrorists in

the U.S.?
Answers. No responses were received from the FBI.



Additional Submissions for the Record

Senate Judiciary Subcommittee on Technology, Terrorism, and Government
Information, Senator Jon Kyl, Chairman: Majority Staff Report on "The
Thwarted Brooklyn Bomb Plot: Identifying, Excluding, and Removing Ter-
rorists From the United States", February 24, 1998

Executive Summary

Excluding foreign terrorists from the United States must be a priority for U.S.

counterterrorism policy and practice. In 1993, six Americans died in the World
Trade Center bombing. Two CIA employees were slain that year outside of CIA
headquarters. In 1995, a conspiracy to bomb the Holland and Lincoln Tunnels was
in the works, and the New York FBI and United Nations buildings, but was thwart-

ed. So was a bomb plot in Brooklyn, New York in 1997. Less well known is that

nvimerous foreign terrorist organizations use the United States as a base to raise

money, train recruits, solicit membership, educate students, and obtain weapons, in-

creasing U.S. vulnerability to terrorist acts.

The purpose of this report is to identify the policies and practices the United

States nas in place to identify, exclude, and remove aliens with a terrorist history

or affiliation who seek entry into the United States. Answers were sought from the

Immigration and Naturalization Service (INS), the agency ultimately responsible for

determining the admissibility of aliens into the United States, as well as the State,

Justice, and Treasiuy Departments. The answers are disturbing.

The INS has no articvilated counterterrorism policy. The INS needs to allocate suf-

ficient resoiuxes to its newly created Counterterrorism Unit, responsible for both

counterterrorism operations and intelligence. This unit needs to coordinate informa-

tion received at U.S. points of entry, where the INS remains dependent on a terror-

ist database provided by the State Department and ad hoc information provided by

field agents and inspectors. These databases are checked automatically at border

gates. To date. State s database alone boasts 345 exclusions. Even so, identification

and exclusion of foreign terrorists hangs by the tenuous thread of one dedicated

database from an outside agency, without the built-in redundancy or supplemental

intelligence supplied internally by INS to maximize the technology's effectiveness.

The INS also needs to exhibit real commitment to the Foreign Student Tracking

Program, mandated by Congress in 1996. Oiir academic institutions remain at risk

of being used as a base to educate, recruit, and raise money for foreign terrorists,

and yet the INS remains incapable of acquiring real-time information on aliens en-

tering the United States on student visas. The INS must develop and deplw a com-

prehensive national tracking system which will facilitate student entry and univer-

sity compliance, while providing essential, timely information to the INS.

Removing aliens who seek to conduct their illicit activities here in the United

States is another integral piece of the national strategy to counter terrorism. The
Antiterrorism Act created the Alien Terrorist Removal Court to enable the Justice

Department to seek deportation of those aliens upon whom only classified informa-

tion exists to verify terrorist affiliation, but the Department has yet to refer a case

to it. This failure, in combination with subseauent immigration law changes which

permit similar procedxires to be used during deportation procedures, has the unfor-

tunate effect of calling into question this court's value.

Purpose

Chairman Jon Kyl is conducting oversight of the 1996 Antiterrorism and Effective

Death Penalty Act (Antiterrorism Act) signed into law on April 24, 1996. A hearing

is scheduled for February 24. The impetus for this particular report was the July

31, 1997 incident in Brooklyn, New York in which two aliens were arrested and sub-

sequently indicted on federal charges for conspiring to bomb a subway station in

New York. One of the two suspects, Gazi Ibrahim Abu Mezer had entered the

(133)
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United States three times illegally prior to his arrest at the Canadian border, was
released on a $5,000 bond after the third entry, and eventually granted voluntary

departure. The other suspect, Lafi Khalil, had been allowed to overstay his tourist

visa. This incident highlights the importance of immigration policies and procedures

in the overall U.S. counterterrorism strategy.

The Immigration and Naturalization Service (INS), housed at the Department of

Justice (Justice), plays a central role in U.S. counterterrorism efforts. It is the re-

sponsibility of INS to determine who may enter, and who shall be excluded, from

the United States.' The important question, then, is what capabilities and resources

the INS has in place to identify, exclude, and remove terrorists. As Presidential De-

cision Directive 39 (PDD-39), issued in June 1995, reads: "The Secretary of State

and the Attorney General * * * shall use all legal means available to exclude from

the United States persons who pose a terrorist threat and deport or otherwise re-

move from the United States any such aliens".

The Antiterrorism Act complimented this directive by enacting into law numerous
provisions designed to enhance the ability of the relevant departments and agencies

to prevent terrorist acts and punish those responsible. Several sections of the law

are dedicated to assisting Law enforcement, namely Justice, in removing alien ter-

rorists and modifying asylum and criminal alien procedxires. Taken together, PDD-
39 and the Antiterrorism Act recognized that the INS must be central to com-

prehensive U.S. coxinterterrorism policies and strategies. The purpose of this report

is to explore the extent to which the INS, and those agencies which support its mis-

sion, have effectively developed policies and strategies that implement current law.

The Brooklyn Bomb Plot

FACTS

The Brooklyn bomb plot was aimed at detonating four pipe bombs in the Atlantic

Avenue subway station, which includes a Long Island Rail Road terminal, and a

commuter bus in New York City. The two main suspects are Mezer and Khalil, two

Jordanians in their early twenties with Palestinian sympathies.

The Arrests

On July 30, 1997, Mohammed Mossabbah, an Egyptian, approached two Long Is-

land Railroad Police Department officers at the Atlantic Avenue Station in Brooklyn

where he attempted to inform the officers that something bad was about to happen.

The Railroad poUce officers, having difficulty understanding the informant, took

Mossabbah to tiie New York Police Department (NYPD) where he was provided with

a translator. The NYPD were told that Mezer and Khalil planned to blow up a bus

or subway the next day.
.

At 5:00 am on July 31, the NYPD made a hard entry into the Mezer residence

at 248 4th Avenue in Brooklyn. Khalil was shot and wounded after lunging for an

officer's gun. After Khalil was shot, Mezer attempted to simultaneously detonate his

four homemade pipe bombs, and managed to turn on one of the four switohes nec-

essary to activate the bombs before he was critically woimded by poUce.

During the course of interviews on July 31 and August 1, Mezer admitted to con-

structing the bombs, stating that he had intended them as suicide bombs and "it

must not be my time yet." Mezer further steted that he was sympathetic with, but

not a member of, Hamas. He is missing part of a finger that he alleges was shot

off by an IsraeU soldier. Khalil denied all knowledge of the plot or membership in

a terrorist organization. Both suspects considered the Hamas atteck in a Jerusalem

market which killed 15, including two suicide bombers, to be a heroic deed.

What is thought to be a suicide note was found in Mezer's apartment. In addition,

reams of political literature attecking Israel, and a portrait of Sheik Omar Abdul

Rahman, the mihtant Egyptian cleric serving a life sentence after being convicted

in a plot to bomb the United Nations, the New York F.B.I, building, the Holland

and Lincoln tunnels, and other landmarks.
Also found in Mezer's apartment was a copy of a letter received bv the State De-

partment's Office of Diplomatic Security on August 1, the day of the arrests. The

fetter, written as a message in the name of (Jod, promised suicide bombings against

Americans and Jews anywhere in the world if the United Stetes moves its embassy

' According to the 1996 Statistical Yearbook of the Immigration and Naturalization Service,

142 statutes provide the legislative history of immigration to the United States dating back to

1790. Not until 1891 did Congress pass a comprehensive law to nationally control immigration.

This law also estabUshed the Bureau of Inmiigration under the Treasury Department for the

purpose of administering all immigration laws, including the classes of persons to be excluded

from entry and rules to facilitate land border inspections for "ordinary" travelers.
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to Jerusalem or if American troops are not removed from Islamic land in the very
near fiature. Also demanded was the release of Sheik Omar Abdul Rahman; Ramzi
Ahmed Yousef, infamous for his role in the World Trade Center blast and plotting
to blow up eleven airliners; and Sheik Ahmed Yassin, a Hamas leader jailed in
Israel but released to Jordan on September 30, 1997. The letter concludes by taking
responsibility for the downing ofTWA Flight 800.

Mezer's entry into the United States

On January 14, 1997, Mezer was charged with entering the country without in-

spection. This wais Mezer's third attempted entry along the northwest border from
Canada. The first two entries resulted in voluntary exits at the prompting of U.S.
border patrol. Mezer was held for four weeks on a $15,000 bond at an INS detention
center after the third attempted entry.
On January 27, six months prior to Mezer's arrest for the bomb plot, an immigra-

tion judge held deportation proceedings for Mezer in Seattle, Washington. During
the course of that nearing, Mezer emphatically asserted that although his parents
were Jordanians, he wanted the judge to consider him a Palestinian with Israeli
travel doctunents. He wished to be deported to Canada, which he claimed previously
granted him poUtical asylum and where he had applied for residency. He further
stated that he could never go back to his country, and if he couldn't go back to Can-
ada, he would apply for asylum in the United States. Later in the hearing, the judge
asked the INS attorney whether Mezer had a criminal record. The attorney related
a Canadian conviction for assault and apprehension in the Cascades for alien smug-
gling. Mezer was ordered deported to Canada.
On January 29, the INS filed a motion to reopen Mezer's case because Canada

refused to accept him back and no alternative country for deportation was des-
ignated. In a hearing on February 6, the judge asked Mezer if he would like to apply
for asylum in the United States, to which Mezer said yes, and that he would have
the apphcation completed by February 12. Mezer also requested a reduction in his
$15,000 bond. On February 14, Mezer's bond was reduced to $5,000 and he was re-
leased from INS oistody and given an April court date. His apphcation deadhne was
twice extended.
Not until an April 7, 1997 hearing did Mezer hand dehver his asylum apphcation

to the immigration judge, who scheduled an asylum hearing on the merits for Janu-
ary 20, 1998. During the course of the hearing, the judge advised Mezer and his
attorney of the new law which bars any asylum apphcant who deUberately fab-
ricates an apphcation from any benefits under the Immigration and Nationahty Act.
If the asylum apphcation is withdrawn 30 days before the asylum hearing, vol-

untary departure may be granted for up to 120 days. Within 30 days, voluntary de-
parture is Umited to 60 days, and the apphcant must post a $500 voluntary depar-
ture bond. The judge and Mezer's attorney then discussed Canada's refusal to accept
Mezer, and concluded that the reason Canada would not accept him back was be-
caiise its grant of asylum required that if he left Canada, he would not be permitted
to retium.

Mezer apphed for asylum on the grounds of an "imminent danger of death" if re-

turned to Israel. The asylum apphcation states that Mezer was bom and raised in
Hebron in a family of activists for a Palestinian homeland. Mezer was involved with
a student union and demonstrations on the West Bank, and claimed this resxilted

in numerous arrests, short imprisonments, as well as being beaten, tortured, identi-

fied as a security risk, and, during one celebration, having part of his finger shot
off by an Israeh soldier. He claims he was targeted for harassment by the Israehs,
who repeatedly tried to coerce him into acting as an informant on Hamas. His apph-
cation further states that he was accused more than once by the Israelis of being
a member of Hamas. In his apphcation, Mezer denies the association, but acknowl-
edges he knew some members. He beheved he would be killed by Palestinieuis if he
acted as an informant, or eventually by the Israehs if he refused to cooperate. His
fanuly then sent him to Canada as a student, in the hope that he could start a new
hfe.

A hearing set for June 23 was to consider the asylum apphcation, but Mezer with-
drew the apphcation on June 12 and, according to his attorney, had decided to leave
the United States. Mezer did not show. His attorney said she had received a phone
call fi*om Mezer who told her he was in Canada and asked if there was anytiiing
he could do to get his bond back. The judge responded he might be able to get the
bond back if departure could be verified. TTie judge also decided that the "fair tiling

to do" if Mezer had not really left the countiy, was to grant Mezer sixty days (Au-
gust 23) for voluntary departure. The judge nirther decided that if Mezer was still

in the United States and failed to leave, a deportation order would be entered with
alternative destinations of Canada or Jordan.
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Rather than leaving the coxintry, Mezer moved to Brooklyn. He and Khalil (who

had overstayed his tourist visa) also spent a short time in Greenville, North Caro-

lina in June, where photos were taken of the two with shoulder weapons. The two

also purchased some of the component parts for the pipe bombs in North Carolina.

On July 31, Mezer and Khalil were arrested for the bomb plot, after police were

tipped to the suspects' plan.
t^. . x.

On August 28, Mezer and Khalil were both indicted in the Eastern District of

New York on federal charges for conspiring to use weapons of mass destruction, ^

as well as the illegal use of a firearm. Khalil was also charged for counterfeiting

an alien registration receipt form. The Immigration and Naturalization Service

(INS) charged Khalil with an INS visa overstay violation, as was another occupant

in the apartment at the time of the arrests.^ Intelligence sources state that no infor-

mation existed indicating a link between these individuals and a terrorist organiza-

tion. Only upon the arrest of the alleged terrorists on July 31 did the agenda of the

suspects become known.

AN IMPORTANT CASE STUDY

The Mezer case provides an interesting starting point for exploring how the gov-

ernment is organized to exclude and remove aliens with a terrorist history fi-om the

United States. A review of Mezer's entry into the United States reveals that there

was no way for the government to know of Mezer's terroristic tendencies prior to

his arrest.** Law enforcement had no access to Mezer's asylum application, which

was the only evidence of terrorist affiliation which existed prior to his arrest. More-

over, Meze/s request for asylum enabled him to stay and travel about freely in the

United States (after a four-week stay in a crowded detention facility in the North-

west) while obtaining extensions on filing his asylum application and awaiting sub-

sequent hearings.

Even once Mezer was granted voluntary departure, ^ there was no way to verify

his own statement that he had left the United States (a false statement), since the

INS does not have a system in place which tracks the entry and exit of aliens. As

to Khalil, the opportunity to deport him based solely on his visa overstay existed,

but again the INS has no system in place to track aliens" entry and exit. Even after

their arrest for the attempted bombing, intelligence gathered could not place either

Mezer or Khalil as members or supporters of a foreign terrorist organization, mak-

ing the Antiterrorism Act or any otner means of exclusion useless against them.

In essence, then, the facts of the Brooklyn bomb plot reveal how an alien without

an extensive criminal history oi- affiliation with terrorist activity can enter this

country, make himself anonymous, and attempt a terrorist act. The alien may enter

legally through a tourist visa, as Khalil did, or illegally by walking across the bor-

der, as Mezer did. This case also provides an introduction U> the procedures in place,

and their practical use, when an alien illegally crosses our border.

The Role of the Immigration and Naturalization Service in Identifying,

Excluding, and Removing Terrorists From the United States

identifying terrorists

Introduction

The INS is the United States' gatekeeper, ultimately responsible for defeating ter-

rorist entry into the United States by deeming who may be admitted and who will

be excluded. The State Department is responsible for screening applicants abroad

and issuing visas to those who qualify. WTien a visa-holding alien reaches a U.S.

port of entry, the visa permits the individual to apply for admission to the United

2 Section 702(f) of the Antiterrorism Act gives the Attorney General primary mvestigative re-

sponsibility for all "federal crimes of terrorism." Section 702(gX5) defines a federal crime of ter-

rorism as an office "calculated to influence or affect the conduct of government by intimidatiOTi

or coercion, or to retaiUate against government conduct; and is a violation of • * * 18 U.S.C.

2332a relating to use of weapons of mass destruction." In this case, the prosecutors construed

the four pipe bombs as "weapons of mass destruction."
r ci-

3 In addition, State could nave prepared criminal complaints for both suspects for filing false

statements in a visa application in furtherance of a terroist act. To date, these complaints have

* Mezer entered without inspection over the Canadian border's dense forest, so he was not

subject to automatic review as he would have been at a port of entry. His asylum application

did admit acquaintance writh Hamas members, but asylum applications are not available for INS

review, and most certainly would not be available to INS inspectors.

5 Voluntary departure is a directed departure fi-om the United States voluntarily agreed to by

an ahen without an order of deportation.
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States, where the INS determines if the alien is admissible. The U.S. Customs Serv-
ice supports the INS in its mission, shauing INS' inspection role at points of entry.

INS is also responsible for patrolling over 8,000 miles of U.S. border where no port

of entry exists. This section describes in greater detail the inter- governmental poli-

cies and processes in place today to combat terrorist entry into the United States.*^

The State Department is responsible for denying visas to aliens linked to terrorist

activity. Its Biu^au of Intelligence and Research provides sanitized intelligence and
law enforcement information to consular offices worldwide through the "I'ipofT

database, available through State's Consular Lookout and Support System. TipofF

permits consular office employees to screen visa applicants for terrorist connections
while withholding the background information from the consular employee and the
basis for denial from the applicant. Of significant note is that citizens of countries

covered by the U.S. visa waiver program (which permits participating countries' citi-

zens to seek admission to the United States without the traditional visa obtained
from an overseas consular office run by State), are not subject to a TipofF search
through the normal procedures and policies requiring consular officials to make se-

lective queries to their headquarters when confronted with suspicious visa appli-

cants or nationals of specific countries. As a result, aliens covered by the visa waiver
program are not searched via TipofF until they reach U.S. soil, further exacerbating
the burden on the INS when it comes to excluding terrorists.

At our borders and ports of entry, INS and Customs officisds are cross-designated

to work in tandem processing U.S. citizens and aliens into this country. Inspectors
from each agency thus support the other's mission in stopping the entry of terrorists

and materials that may accompany them into the United States. In other words.
Customs agents are given the authority to check individuals while INS is given au-
thority to check goods accompanying individuals.

The screening procedures available to these INS and Customs officials are critical

to maximizing the ability to exclude aliens who attempt to enter illegally or who
pose a threat to the public safety or national security of Americans. One of the most
significant of these procedures is the automated name check, which submits an indi-

vidual's name to the Treasury Enforcement Communications System II (TECS II),

a database which maintains information on individuals suspected of illegal activi-

ties. TECS II, in turn, houses the Interagency Border Identification System (IBIS),

which is used to facilitate a more confident processing of individuals seeking admis-
sion into the United States. It is through IBIS that TipofF is made available to INS
and Customs officials. IBIS is also shared with other agencies involved with entry
into the United Stotes, such as the Departments of State and Agriculture.
Although INS and Customs remain complementary to each other's mission at bor-

der stations, it is important to understand that their responsibilities diverge after

the initial U.S. inspection.'' For example, in regard to a TipofF hit (potentied positive

identification of a terrorist), agreement between Stete, INS and Customs requires
that only INS, and not Customs, has the authority to take action against an individ-

ual who is reasonably suspected of terrorist activity. Customs, on the other hand,
"is responsible for enforcing compliance on behalf of 60 different agencies with more
than 660 U.S. laws that govern goods and persons entering and exiting the U.S.

*A few of the steps taken by staff to obtain information about the inter-governmental identi-

fication process include: an onsite briefing by the Director of a major port of entry regarding
procedures and tools used in the passenger screening process; an Interpol briefing regarding its

role in using and disseminating intelligence; letters and follow-up questions to the Secretary of
State and the Attorney General; Central IntelUgence Agency and Counterterrorism Center brief-

ings regarding their mission and role in identifying terrorists; INS Intelligence Bureau and En-
forcement briefings regarding use and sharing of intelligence on terrorists; State Department
briefing regarding the development and use of a database designed to identify terrorists at con-

sular offices overseas and at the border.
'INS and Customs mission statements are in the INS/'Customs Unified Port Management-

Joint Implementation Plan, provided to Congress in July 1997 pursuant to requirement in a
1996 Treasury, Postal Service and General Government Appropriation bill. The Plan requires
that Customs' Commissioner to designate a single person to be Port Director at pilot sites, one
on the north and one on the south border, to reduce competition in organization and mamage-
ment amongst Customs and INS officials. The mission statements read:

"uses Inspection Mission: Regulate people, carriers, and goods that cross U.S. borders; assess
and coUect duties, taxes, and fees on imports; prevent and deter smuggling of goods and narcot-

ics; and protect the American pubUc against the entry of contraband and prohibited goods."

"INS Inspection Mission: Determine the admissibility of persons seeking entry in a timely and
consistent manner; deny entry to inadmissible aliens; enforce criminal provisions against those
who conspire to promote illegal entry and stay; and deter future illegal entry and stay in the
United States."
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* * * [where] officials look for contraband, such as illegal drugs, currency, and ex-

plosives, [and] whetiier or not the contraband is intended for terrorism." »

According to a recent GAO study on U.S. counterterrorism efforts,* there are 350
points of entry into the United States. The INS Congressional Liaison office puts
the number at around 300, though it was unable to verify this. Nor could the INS
break down this "rough" niunber into the nimiber of air ports, sea p>orts, and land
ports. The INS does know that land ports of entry cover about 2,000 shared miles
with Mexico, but the niunber of shared miles with Canada is "unknown." Further-
more, the INS does not know the total number of INS and Customs inspectors and
agents assigned to all points of entry as of July 1997, let alone the respective num-
bers assigned to air, sea and land ports.

Ports of entry are defined as a place where an alien is permitted to enter a coun-
try. Technically, there is no presumption of citizenship at a port of entry, therefore

requiring the entrant to be presented for inspection jmd proper documentation. This
is the case at land, air, or sea ports of entry. In practice, however, the large volume
of traffic at land ports of entry (otherwise known as border crossings) has resiilted

in different policies, where inspection is required only of vehicles, and inspection of

persons is left to the discretion of individual INS or Customs officials.

The critical security role of the INS at U.S. borders

As gatekeepers to the nearly 24 million aliens who seek admission to the United
States every year, the INS plays a critical role in combating terrorism. This role is

formally recognized in Presidential Decision Directive 39, which states that the INS
is responsible for excluding those persons who "pose a terrorist threat." Unfortu-
nately, the senior INS leadership has yet to recognize its role as crucial in overall

counterterrorism efforts, focussing instead on the very legitimate policy of faciUtat-

ing entry for the millions of legitimate tourists, businesspeople, and students who
seek entry into the United States every year. As a result, the INS has yet to balance
its poUcy of facilitated entry with an articulated counterterrorism strategy, let alone
allocate the resources necessary to carry out such efforts.

The role ofINS intelligence in identifying terrorists

Intelligence is the basis upon which the United States can act to identify and ex-

clude terrorists from this country. With less than 100 part-time intelligence officers

out of 29,000 employees, the INS has divvied up its personnel resources so that its

Intelligence Division is almost wholly dependent upon intelligence from the rest of
the intelligence community, which it does not routinely receive, and the 1,500 INS
special agents, who are not required to report inteUigence to the Intelligence Divi-

sion. Nor is there a comprehensive intelligence database, although the INS is aware
that such a database would be helpful. Additionally, only within the last few months
has INS made identifying and excluding terrorists an important mission for INS In-

telligence by appointing a counterterrorism coordinator at the field operations level

at me agency^ Washington headquarters. This coordinator acts virtually alone,

without any staff, money, or internal mechanisms in place to share important data
such as Tipoff records and hits.

INS Intelligence field operations fall within the INS Enforcement Division, whose
primary mission is not buttressing our borders against the entry of criminals or ter-

rorists, but rather "to prevent aliens from entering the country illegally and to find

and remove those who are living or working here illegally."'" Intelligence "collects,

evaluates, analyzes, and disseminates information relating to all INS missions, both
enforcement and examination. InteUigence also directs the Headquarters Command
Center, which maintains communications with other offices and agencies 24 hours
a day." '

'

Intelligence agents are ourently posted at 16 Joint Terrorism Task Forces
(JTTFs) (28), the FBI Counterterrorism Center (4), the CIA Counterterrorism Cen-
ter (2) and Interpol (2). There are no dedicated intelligence officers assigned to the

field (other than those assigned to the JTTFs), although most of the intelligence INS

*GAO Report "Combating Terrorism: Federal Agencies Efforts to Implement National Policy

and Strategy," NSLAIK97-254, p. 35 (Sept. 1997).

'°INS homepage at http-y/vrww.ins.usdoj.gov/245.html#250
"Id. Also working within the Enforcement division are Border Patrol, Investigations, and De-

tention and Deportation. Border Patrol is a mobile force of uniformed agents responsible for pre-

venting illegal entry between ports of entry. Investigations enforces immigration laws in the in-

terior, including working on multiagency task forces, inspecting places of businesses for unau-
thorized aliens, and identifying adiens deportable for criminal convictions. Detention and Depor-
tation takes criminals and illegal aliens into custody and facilitates expeditious departure of

those who have exhausted their legal remedies.
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uses and enters into its databases emanates from the field or pwrts. Reld intel-
ligence is usually jpassed to an INS special agent firom another law enforcement
agent for "Lookout '^ piirpoees. Currently, special agents perform double duty but
report any intelligence gained to their field supervisor, not to the Intelligence Divi-
sion. This established hne of communication means that unless the field inspector
or special agent writes an intelligence report or calls attention to particular intel-
ligence, the Intelligence Division will not receive it. If lookouts are posted, they are
usually done regionally through the INS by other agencies or enteral into TECS II.

For intelligence originating outside of the INS, INS Intelligence does not continu-
ously or even routinely receive intelligence community traffic like its parent, Justice,
or colleague, the FBI. Rather, INS reues on cables and specific notices for its incom-
ing intelligence feeds.

Also of note is that INS Intelligence does not have access to statements made dur-
ing the asylum review process, potentially denying those in the intelligence and law
erSbrcement communities critical information which could link applicants to foreign
terrorist activity. Take for example Abu Mezer, whose asyliun application included
a discussion of his relationship to Hamas. Whether or not this information may
have been significant to a determination to grant him asylum, or his true intent for
seeking legal status in the United States, is unknown, but at least it shoiild have
been available in a seciu-e manner to the intelligence and law enforcement commu-
nities.

A case study: procedures at airports

At airports, all individuals '^ seeking admission into the United States must sub-
mit to an initial or "primary screening" conducted by either an INS or Customs
agent. The screening consists of an examination and document check. If the individ-
ual is a U.S. citizen, the inspector has an option to use an expedited process, known
as the accelerated citizen examination or "ACE," consisting of a dociimentation
check but no IBIS database inquiry into names. This is usually done only during
peak arrival times.
AH non-citizens, however, must produce proper doc\imentation and iindergo an

automated name check inquiry. This inquiry is conducted by an optical scanner and
computer, which contains numerous crinunal and intelligence databases. These
databases are checked simultaneously prior to the alien being admitted.'*

If an intelligence record or arrest warrant is on file for the alien, specific instruc-
tions appear on the computer monitor which are only visible to the inspector. The
inspector may be instructed by the author '* of a particular computer record to im-
mediately arrest the individual on the basis of a warrant charging the individual
with violations of law enforced by the author's agency; or, to grant admission to the
individual for operational purposes, such as gaOiering intelUgence on the individ-
ual's contacts and activities while in the United States. On the other hand, the
record's author may request that the individual be detained for questioning, at
which point the individual is immediately routed to "secondary" or advanced screen-
ing. Although the INS states that it has excluded only three suspected terrorists,
State, which supplies the TipoflF database, claims 345 exclusions. INS has admitted
63 exclusions for operational reasons.

Inspectors assigned to primary screening are expected to process one passenger
per minute. This decision to approve entry or refer the individual to secondary
screening for additional investigation must be swift. Inspectors are not required to

'2 The National Automated Immigration Lookout System II (NAILS II) is also available
through TECS II, providing waminj^ information to border and ports of entry officers which is

generally provided by other law enforcement officers. For example, one such TECS II message
reads: "Possible kidnapi'murder threat against U.S. law enforcement agents by the Arellano-
Felix organization * * * in retaliation for the recent loss of a significant drug shipment. * * *

Appropriate U.S. law enforcement personnel should be made aware of the above information to
insure proper safety measures are taken by entities associated with the interdiction of contra-
band Eilong the Southwest border."

'3 INS policy requires all persons between 14 and 70 submit to a name check. Individuals out-
side of these ages are to submit at the discretion of the inspector.

'^Section 432 of the Antiterrorism Act authorizes the INS to broaden the criminal alien iden-
tification ^tem authorized (but apparently not estabUshed) imder the 1994 Crime Act. The Il-

legal Immigration and Reform Act extends the authorization even further. Questions regarding
implementation of this provision were included in an August 1 1 letter from Senator Kyi to the
Attorney General. That letter and response are attached.
"Primaiy authors of computer records in IBIS can be local or state law enforcement, the FBI,

as well as frTTERPOL and the federal intelligence community, including the CIA, State Depart-
ment, and DIA (Defense Intelligence Agency). The primjiry authors must use the INS ana the
Treasury law enforcement bureaus (Customs, Secret Service, IRS, BATF (Bureau of Alcohol, To-
bacco, and Firearms)) as conduits to enter their record into IBIS.
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wholly depend on documents and databases, however, to refer an individual to sec-

ondary. Rather, inspectors may refer an individual to secondary based purely on a

behavioral or oiltural anomaly suggesting that further questioning would be pru-

dent. Inspectors are trained to conduct these examinations.

In secondary screening, senior INS inspectors conduct in-depth interviews of those

referred for fiuther investigation due to a computer response, docimient irregularity,

or other suspicion. No time constraints exist in secondary screening and inspectors

may call upon miiltiple investigative resources '^ during the course of an inquiry.

At major ports of entry, senior inspectors with specialized training in detecting

fraudtilent documentation have access to a forensic laboratory where documents can

be authenticated. If an initial inspection of the documents indicates fraud or mis-

representation, the inspector can seize the questionable documents and refer the

subject to secondary screening for further investigation or action. In many false doc-

ument or altered passport cases, the individual faces immediate return to his home-

land.'"' In aggravated cases, detention will occur pending the U.S. Attorney's deci-

sion whether to prosecute.'* In cases where an individual possesses fraudulent or

incomplete identification and is of no further interest, expedited exclusion takes

place, if possible on the same day using the individual's return ticket.

Technology used to screen applicants for admission.—When an inspector conducts

a primary check of personal information, passport number, or documents, many
databases are simultaneously queried through tlie IBIS. This one initial scan trig-

gers a check in the National Crime Information Center (NCIC) and TECS II. NCIC
queries for wanted persons for whom an arrest warrant exists. TECS II, on the

other hand, is a broader database, created for the purpose of maintaining informa-

tion on individuals sxispected of illegal activities." More specificallv, TECS II cre-

ates, maintains, and receives information on persons entering the United States. It

is used at ports of entry by "Customs and INS officials » * * to alert officials to

Eotential persons of interesf.^o TECS II is housed by the Treasury law enforcement

ureaus^' and shared with the INS.
TECS II, in turn, also houses Tipoff, the aforementioned State Department data-

base created and maintained by State's Bureau of Intelligence and Research (INR)."

TipofT contains unclassified intelligence information regarding specific individuals

which has been gleaned and processed by the INR. Related databases within IBIS

are updated every 24 hours with both Tipoff and INS Lookout information. Lookout

information represents data submitted by INS and Customs employees on new, xm-

usual or dangerous situations which agents may encounter at the border.

If a positive response is received through either the IBIS or TECS II interface sys-

tem, the inspector may take a variety of actions. If a record of an outstanding arrest

warrant flashes from the NCIC, an arrest will ensue following positive identification

and confirmation of the warrant. In many cases, the response may request discreet

action, such as allowing entry of the passenger without arousing suspicion along

with subsequent notification of a particular investigator or agency. Another vari-

ation of a TECS II instruction is to refer the individual to secondary inspection,

where an investigation and interview are conducted by senior immigration inspec-

tors.

In all TECS II responses, the author of the record provides his or her agency af-

filiation and contact number. Although not extensively used, TECS II has the ability

to transmit digitized photographs of people and documents as an attachment to a

positive response.

I*These resources may include the primary authors of relevant computer records.

''Section 422 of the Antiterrorism Act authorized the expedited exclusion of aliens who are

excludable because of misrepresentation or lack of vahd documents. For more information, see

The Exclusion Process" in this report.

'^This is often difficult, however, since the INS suffers from a chronic lack of detention faah-

ties, requiring INS managers to prioritize detainees and candidates for release. The Detention

and Deportation division of INS operates nine detention facihties known as Service Processing

Centers and places detainees when necessary in Bureau of Prisons institutions, approved con-

tract facihties, or State and local jails.

'9 Sources of information for TECS II are: U.S. Customs inspectors; FBI; INS; Bureau of Alco-

hol, Tobacco, and Firearms (BATF); U.S. Secret Service (USSS); Drug Enforcement Agency

(DEA); IRS; International Criminal Police Organization (Interpol); and State and Agriculture

Departments.
20 April 14, 1993 INS fact sheet.

.

2 'The Department of Treasury law enforcement bureaus are: Customs; U.S. Secret Service;

Internal Revenue Service; and the Bureau of Alcohol, Tobacco, and Firearms.
22 Other databases automatically at interface with TECS II are: AVLOS (Automated Visa

Lookout System); NCIC (National Crime Information Center); NAILS II (National Automated

Immigration Lookout System II); CLETS (California Law Enforcement Telecommunications Sys-

tem); and NLETS (National Law Enforcement Telecommunications System).
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Although TECS II interfaces with several other non-INS databases, it does not
provide access to the entire contents of these databases. In this way, basic, specific
information may be reported, but the contributing agency may retain the confiden-
tiality of sensitive details.

Each time an arriving passenger's name is submitted for an automated check
through IBIS, a record of the event is recorded in the database, retrievable at a
later date. This information provides a mechanism to historically track an individ-
ual's entries, and even compare sets of individuals to determine associates of a spe-
cific target or latent trends.
At major airports, private aircraft carrving non-citizens are not usually examined

by INS officials due to lack of resovu-ces. In these instances, U.S. Customs inspectors
will perform IBIS inquiries and inspect personal belongings as well.

A relatively new counterterrorism tool available to 3ie INS through Customs
Places passenger manifest lists fi-om participating air carriers through the Advance
assenger Identification System (APIS). This system resides within IBIS and de-

Eends upon the carrier, while in a foreign country, to obtain the name and date of
irth of passengers travelling to the United States.23 Data is then automaticallv

submitted to TECS II while the passengers are airborne, enabling inspectors ad-
vance notice of wanted persons and lookouts. These procedures increase the law en-
forcement response time if a positive "hit" is received. In many cases, advance notice
enables law enforcement to be present for the arrival of the flight, or, if necessary,
to warn the air carrier of a potential problem. In return for cooperation with U.S.
border security, the air carrier can ensure its passengers of a quicker processing for
admission. The one drawback to this program is that air carriers' participation in
the program is discretionary, thus reducing its effectiveness.
The INS shovild also gain additional counterterrorism benefits from increased

funding provided to its Data and Communications budget from Fiscal Year 93 to
Fiscal Year 97 ($120 million to $349 million) and its Information and Records Man-
agement ($89 million to $170 million). Earmarked at $16 million in the House re-
port and $14 million in the Senate report in INS' Fiscal Year 98 budget is the con-
tinued deployment and development of a biometric identification system (IDENT)
and an electronic case processing system (ENFORCE). 2*

According to an October 1997 Congressional Research Service report on the INS
FY 98 budget: "The Administration requested $18 million to deploy other inspection
lookout systems and related technologies to ports of entry; of^ which, $2.5 million
was requested to develop an automated entry-departure control system to enable
INS to identify nonimmigrants (e.g. tourists and foreign students) who overstay
their visas. The Immigration Act of 1996 requires the development of such a system
by September 30, 1998. Senate report language earmarks $15 million to improve
other inspections-related technologies. Of this amount, $1.5 miUion is earmarked for
an automated entry-departure control system pilot project. House report language
earmarks $13 miUion. Both Senate and House report language earmarks $11.5 mS-
lion to improve joint INS/Customs inspections-related technologies."
Level Two or "Secondary" Screening Procedures.—Once a referral is made from a

primary inspector, there is no time guideline governing a secondary screening. Sen-
ior insi>ectors may need to perform a variety of functions, including forensic exam-
ination of questioned dooimentsps in depth interviews; taking of sworn statements;
or even ciirsory or intrusive searches. Additional databases are also available for
query. The results of a secondary screening can range from an update of INS forms,
to detention for the purpose of an asylum evaluation, to arrest.

Entry and identification documents referred to secondary screening are examined
on-site by inspectors using a variety of forensic tools, such as microscopes and other
visual aids. Also available to verify the authenticity of a particvdar docvunent or
stamp is a photo-phone, an electronic device using a telephone line which transmits
a high resolution image of the document in "real-time" to any recipient with a com-
patible image viewer, often a foreign consulate. The document can then be discussed
and viewed simvdteneously by the inspector and the consulate employee.

Individuals referred to secondary screening for an investigative interview com-
plete a sworn statement, INS Form 1-867, "Itecord of Sworn Stetement in Proceed-
ings" at the discretion of an inspector, unless the person is a suspect, in which case
statements are sworn to as a matter of standard procedure. The significance of this
form is that it contains a sworn statement by the detainee, which could be the basis

23 Airlines are not able to input the name and birth date of last minute travellers.
2* However, many within the INS have no confidence in the capacities of either system or their

full implementation. IDENT suffers from the existence of severaJ different incompatible systems
and ENFORCE has never been expanded beyond a few pilots sites.
^ Not all ports of entry have forensic resources availaole.
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of a criminal charge if perjured; an asylxim claim if a fear of return to homeland
is expressed; or for intelligence-gathering purposes.

Evaluation of Initial Claims of Asylum.—^The exception to expedited exclusion is

if the alien expresses a fear of persecution if retiuned. If fear is expressed, the sec-

ondary screening inspector will document the claim using a standardized INS sworn
statement form. The inspector then may seek additional background information at

which time the detained alien is transported to a local jail or holding facility to

await further interview.

Usually within 72 hours, an INS asylum processing officer will evaluate the appli-

cant in an effort to determine whether a credible fear of return truly exists. The
detainee, as an appUcant for entry into the United States, is not afforded the right

to remain silent and must answer all questions. This process marks the second op-

portunity for the INS to glean important background and affiliation information

about the detainee. If the officer determines at this point that the fear of persecu-

tion is baseless, then a removal order is issued, subject to an appeal to an immigra-

tion judge, to be considered within seven days. Of note is that no information gath-

ered from the ahen during this process is routinely shared with the intelligence

community, thus potentially depriving the relevant law enforcement agencies poten-

tially critical information on aliens seeking entry into the United States.

If the asylxmi officer concludes that the detainee's fear of return is jiistified, how-

ever, the asylum process proceeds. An appearance bond is issued. TTiis bond may
be reduced subsequently at the discretion of an immigration judge. Bond reduction

occurs frequently, unless specific inculpatory information is articulated by an INS
attorney at a hearing to sufficiently oppose the reduction.

INS detention facilities

Section 440 of the Antiterrorism Act 26 required the Attorney General to detain

aliens deportable for criminal convictions fix>m the time of their release from crimi-

nal confinement until their removal from the country. The law also broadened the

class of criminal and removable aliens that the Attorney General must detain pend-

ing a deportation hearing. Recognizing that detention space was inadequate to meet
the requirements of the law. Congress included a provision in the Immigration and
Nationality Act which permitted Qie Attorney General to invoke a transition period

for up to two years, during which certain aliens may be released pending a deporta-

tion hearing. To help ease the transition. Congress increased ftinding for the deten-

tion and removal of criminal and other inadmissible aliens by $470 million for FY
98.27 Of this $470 million, $120 million is imused. For FY 98, the House has ear-

marked this amount for furthering detention resources.

Despite the fact that some of the monies allocated to detention resources went un-

used last year. Attorney General Reno announced on October 31 that more than

111,000 illegal immigrants were removed fiixjm the United States in FY 97, far ex-

ceeding the 68,000 removed in FY 96 and the goal of 93,000 for FY 97. About 50,000

of those deported had criminal records, mostly for aggravated felonies and drug

charges. Justice, along with the INS, considers these numbers to be important en-

forcement milestones, as well as an indication that increased ftinding for detention

space and border technologies are paying off. Important as these milestones are, it

would be particularly enh^tening if INS knew even an approximate number of ille-

gal aliens or overstays currently residing in the United States.^*

INS interaction with other agencies at the border

As a participant in IBIS, the INS routinely shares and has access to the same
intelligence information available to the other participants of the IBIS system, pri-

marily Customs, State, as well as the Agriculture Department which is responsible

for the importation of farm related products. These participants routinely issue look-

outs and notifications to each other of suspicious passengers or cargo.

»Now INA §241(aX2). "Detention. Dxiring the removal period, the Attorney General shall de-

tain the alien. Under no droimstances during the removal period shall the Attorney General

release an edien who has been found inadmissible under section 212(aX2) or 212(aX3XB) or de-

portable under section 237(aX2) or 237(aX4XB) Section 212 deems inadmissible those with a

criminal or terrorist history. Section 237 permits deportation based on criminal or security

grounds.
"From FY 93 to FY 97, funding for the Detention and Deportation program has grown from

$193 miUion to $630 million—an increase of 226%. In FY 96, INS removed over 68,000 aliens

(37,272 criminals and 30,936 non-criminals).
28 One source at the INS states that the Office of Statistics has produced a figure that of the

approximate 4.5 million illegal aliens in the United States, about 45 percent were visa

overstays. However, that figure was not able to be confirmed for this report.
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At ports where there is a large volume of passengers and attendant enforcement
responsibilities, strong working relationships are also maintained with other federal
ana local law enforcement agencies. Sensitive training is also provided by the INS
to members of the intelligence community regarding foreign immigration proce-
dures.
At the present time, there are several overseas posts staffed by INS personnel de-

signed to increase the level of interaction and informational sharing capability be-
tween the INS and the host governments.

Foreign Student Tracking Program
In 1996, Congress mandated that the INS develop and deploy the Foreign Student

Tracking Program. 2' This tracking program was bom out of national security con-
cerns expressed by FBI Director Freeh and former Deputy Attorney General Jeonie
Gorehck in 1995 about the inability of the INS to track foreign students" where-
abouts, covu-ses of study, and sources of funding. An INS task force created to ad-
dress these issues said that the guiding principle was that "the American public
needs to have some basic level of comfort in the knowledge that its government is

guarding against the danger * * * [of] instances where terrorists and criminal
aliens have been linked to student visas." ^o In 1996, this report be«une the basis
for a law requiring INS to develop a national system for tracking foreign students.
This program is intended to eliminate opportunities for terrorists to enter the

United States as students. Also important aoout this program is that it will give
universities and students the advantage of more efficient processing of student visas
and record-keeping, with no new legal requirements imposed. Fimy implementing
the program will result in less cumbersome procedures for foreign students who
seek to come to the United States for legitimate academic pursuits.
While the law required the national program to begin on January 1, 1998, the

INS has only just begun to implement even the pilot program. In response to this
mandate, INS prudently initiated development of a pilot program in preparation for

developing the national system. The INS has had to spend about $3 mUlion on de-
veloping the pilot to date. Another $2 million is required to get the pUot up and
running in the near future, but as of the publishing of this report, INS management
had cut funding to mere "maintenance" of an incomplete pilot, and cut out aU fund-
ing for development of the national program.

State Department role in identifying terrorists

State plays a critical role in identifying and excluding terrorists who apply for
vis£is at consular offices overseas before they reach our borders, as well as providing
the INS with critical information at our borders.

Tipoff

State's Tipoff system may be the single most important tool available to the INS
to identify terrorists. This database ma]kes available the names of aliens reasonably
suspected to be involved in or closely associated with terrorist activity. It permits
INS agents (through IBIS) and employees at consular offices abroad (through State's
database CLASS) to more closely scrutinize individuals prior to granting travel doc-
uments or granting admission into the United States. As a result, Tipoff is a signifi-

cant tool in identifying terrorists, with 248 individuals denied visas and 97 denied
admission or arrested at ports of entry since its inception in January 1987. Tipoff
also provides collateral benefits, including: providing intelligence and operational
opportunities; driving up the cost of organizing and committing terrorist acts; dis-

rupting travel routes and lines of communications; and fomenting paranoia within
related terrorist organizations.

Tipoff contains nearly 40,000 total records on terrorists and related criminals,
with records broken down into categories based on the definition of terrorist activity
in Section 212 of the Immigration and Nationality Act (INA). The criteria for creat-

es P.L. 104-208 §641.
** Foreign terrorists have been able to gain entry into the United States using student visas.

For example, two aliens convicted for their involvement in the World Trade Center bombing con-
spiracies entered on a student visa. One of the convicted, Nidal Ayyad, had an American-earned
science degree which helped provide cover for the purchase of some of the chemicals used to
create the bomb used in the February 26, 1993 bombing.

In addition, some terrorist sponsoring countries fund the U.S. education of their nationals in
the sciences, whose scientific expertise, in turn, is used against U.S. interests. See Washington
Institute Sept. 97 Research Memorandum, "Open Admissions: U.S. Policy Toward Students
From Terrorism-Supporting Countries in the Middle East," which highUghts cases where three
Iranians and one Iraqi known to be educated in the United States returned to their countries
to help develop those countries" nuclear programs.
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ing these records are: (1) reasonable suspicion 3> that the alien has engaged or may
engage in terrorism and (2) sufficient biographical data for positive identification.

The categories are as follows, in order of Qie largest to smallest number of records
(one individual can have multiple records): Likely to engage in terrorism if enters
United States (7,217 records); provides support—safehouse, weapons, money, false

identity, etc. (6,445); solicits membership or terrorist acts by others (5,253); pre-

pares/plans terrorist activity (4,173); intelligence agent (3,528); user of explosives or
firearms (2,647); member of a foreign terrorist organization (2,455); has engaged in

terrorism (2,295); assassin (1,556); additional inteUigence required (1,095); hostage
taker/holder (677); lost/stolen passports in terrorist hands (676);user of nuclear/bio-

logical/chemical agents (562); gathers intelligence on potential targets (454); hijacker

(393); solicitation of funds for terrorist activity (161); representative of a foreign ter-

rorist organization (158); silent hit (125); and attacker of internationally protected
person (28).

One category which the Antiterrorism Act enhanced is "membership in a foreign

terrorist organization." Under Section 302 of the Antiterrorism Act, a new Section
219 was added to the INA permitting State to designate foreign terrorist organiza-
tions for a number of purposes (discussed subsequently in this report), inclu£ng de-

nial of admission to aliens who are members of foreign terrorist organizations des-
ignated as such by the State Department. The value of this provision is that it en-
ables the INS to deny admission, or State to deny a visa, based solely on a reason-
able suspicion that the alien is a member of a designated organization. Prior to this

law, membership in an organization, without reasonable suspicion of associated ter-

rorist activity, was not sufficient to deny admission. In one instance, a Hizballah
member was admitted prior to enactment of the Antiterrorism Act even though Tip-
off had reasonable suspicion of membership but no other activity, giving INS no op-

tion other than to admit the alien.

According to an agreement entered into in June 1991 between INS, Customs, and
the State's INR on the "Implementation and Use of the TipoflF System of Records
at Ports of Entry," the INS works with INR to determine under what criteria indi-

viduals will be listed. The agreement gives Tipoffs three primary objectives:

(1) To alert inspectors at ports of entry to the imminent danger of individual ter-

rorists.

(2) To alert the Intelligence Community that an applicant for admission of inter-

est is seeking entry into the United States.

(3) To positively identify and place the applicant for admission in secondary in-

spection for a reasonable period until a determination can be made regarding the
appropriate disposition of the applicant for admission.
The agreement provides that the INR cull basic information from intelligence

sources which INS and consular offices then check automaticsdly during the course
of processing an individual. This information includes name; date of birth; country
of origin; passport nvunber; and a lookout record number. Only INS, not Customs,
may ^ike law enforcement action when positive TipoflF information is received.

INS maintains a 24-hour duty officer available through its headquarters to be the
single point of contact for TipofF records, the liaison to the INR, and the notifier of
the FBI when appropriate. INR also has a 24-hour duty officer. The INS duty officer

is then responsible for giving directions as to how to proceed with the aUen, without
communicating classified information, to the port of entry INS officers. The INR
duty officer acts as a liaison between INS and the intelligence source of the informa-
tion which Tipoff has summarized, with the intelligence source providing INS with
further necessary information to make a determination on the application for admis-
sion, and the INS providing the intelligence source with the updated information
about the alien. If INS is not advised within eight hotirs of what information the
intelligence source will release to it, the INS may process the applicant for admis-
sion.

At overseas consular offices, staff is prevented from taking any action until ad-
vised by Washington headquarters how to proceed with the visa appUcation. State's

policy is that a decision to grant or deny a visa should be completed within a few
days, although State may take up to thirty days to provide an answer. Under Sec-
tion 412 of the Antiterrorism Act, the consular officer need not advise the applicant
of the reason for a denial if the denial is based on criminal or national security

3
' The standard of "reasonable suspicion" was taken fix)m a confidential task force report writ-

ten in the early 1980s which suggested a border watch list be created to improve national secu-

rity. The task force suggested that the watch Ust database hold names of those who may seek
admission for criminal purposes. The reasoning was that since the database only compiles
names of those who may seek admission, the higher standard of excludabiUty need not be met.
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grounds, thus enabling the intelligence community to withhold frora the alien U.S.
knowledge of terrorist activities.^^

There have been about 5,550 "hits" since 1987 when the database was made avail-

able overseas, but only 791 "true hits" where the person listed matches the person
checked. A total of 248 were actually denied visas, with 40 categorized as soliciting

members or terrorist acts by others; 35 as providing material support; 34 cat-
egorized as intelligence agents and another 34 as hostage takers; 20 as users of fire-

arms or explosives; 16 as preparers or planners of terrorist activity; 13 as assassins
and 12 as "likely to engage in terrorism if enters U.S."; 10 as gatherers of intel-

ligence on potential targets; and seven users of nuclear, biological, or chemical
agents. A total of 225 were admitted, 10 for humanitarian reasons, 100 for foreign
policy reasons, and 115 for operational reasons, which frequently means that the
Federal Bureau of Investigation has requested admission for the piupose of gather-
ing investigative information on an individual and his associates.
At ports of entry, there have been 327 "hits," wititi 226 "true hits" since the data-

base's availability to the INS in 1991. Of the 97 where entry was denied or the indi-
vidual was arrested, 30 were for providing material support; 13 were for solicitation
for terrorist acts and another 13 were because the alien was a user of firearms or
explosives; 10 were for those "likely to engage in terrorism if enters U.S."; five were
"assassins"; and four were "hostage-takers". Also of these hits, 73 were admitted for
operational reasons. Of these 327 total hits, 96 were at JFK and 61 at Miami Inter-
national Airports, with the next largest numbers of hits at the Los Angeles (20) and
Dulles (17) International Airports.

Viper Program
In an effort to further enhance border secvuity and submit aliens to the closest

possible scrutiny prior to entry into the United States, in August 1993, State cre-
ated the Viper Program, an intra-agency reporting program on terrorist activity
overseas. The idea for Viper was conceived after questions were raised about the
entry of Sheik Omar Abdvil Rahman when investigators became aware of his inti-

mate involvement in the World Trade Center bombing of February 1993. Viper en-
siu^s that names of all possible terrorists provided to State are entered, if war-
ranted, into the automated name check system for the purpose of maximal sharing
of the information. Names are provided through both ad hoc and required quarterly
reporting and by overseas consular offices on terrorist activity.

Viper's focus is to report on those posing a ctirrent threat to U.S. interests at
home or abroad. However, information is also gatiiered on those who have engaged
in terrorist activities against U.S. interests in me last 15 years, and those currently
conducting terrorist acts against foreign interests. The criteria for entry into Viper
is the same as for Tipoff: reasonable suspicion and sufficient identifying information.
To date, 17 visas have been denied as a result of the Viper program.

United States-Canada Shared Watch List Program
On May 27, 1997, the United States and Canada signed an "Aide Memoirs" to

share the TipofF information with Canada. Canada now has access to the same Tip-
off information U.S. consiilar offices and ports of entry receive. Canada will also
share intelligence information it gleans with State. The hope is that a wider pool
of intelligence on terrorists" activities will prove beneficial for both countries.

Visa Waiver Pilot Program '3

Created by Congress in 19863'* and implemented in 1988, the Visa Waiver Pilot
Program permits aliens from participating countries to come to the United States
without a visa. These aliens can do so without a visa for up to 90 days, if they travel
to the United States for business or tourism, as long as no visa ineligibilities exist,

such as a criminal record. Twenty-six countries ^5 now participate in this program,

^2 Section 412 of the Antiterrorism Act augments current consular office procedures by not re-

auiring that an alien denied a visa by State, or denied admission or ac^ustment of status by
le INS, be given written notice of the basis for denial. Also excepted from the notice require-

ment are denials of visas, admission, or adjustment based on criminal or security grounos. In
addition, the Secretary of State is authorized to waive the notice requirement for any class of
visa applicant.

33IIRIRA changed authority for the admitting participants into the program from the State
Department to the Justice Department.
3^8U.S.C. 1187 §217.
35 The countries, and the year admitted, are: Andorra (91); Argentina (96); Australia (96); Aus-

tria (91); Belgium (91); Brunei (93); Denmark (91); Finland (91); France (89); Germany (89); Ice-

land (91); Ireland (95); Italy (89); Japan (88); Liechtenstein (91); Luxembourg (91); Monaco (91);

Continued
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and 55 percent (about 12.4 million in 1996) of the business and travel visitors who
enter the United States now take advantage of this program. Both the Czech Repub-
lic and Slovenia are now requesting entry into this program.
According to State, this program affords the government the ability to deny entry

based on criminal or terrorist information without the lengthy and difficult proce-

dures associated with a visa revocation, which requires a decision by the Secretary

of State.

Whatever streamlining this program affords, however, one extremely detrimental
result of this program is that it puts the entire bvu"den for exclusion on the INS by
permitting terrorists to skip an important element of the screening process con-

sulate screening on foreign soil subject to a 30 day (as opposed to one minute at

ports of entry) limit with a guaranteed search in the CLASS database. In 1985, Yu
Kikumura, a major figure in the Japanese Red Army terrorist organization, was ar-

rested on the New Jersey Turnpike at a rest area by a suspicious state trooper. He
was convicted for carrying explosives for an attack on the United Nations which was
to coincide with an attack in Italy that killed an American. Kikiunura entered the
United States by exploiting the visa waiver system, and there is nothing stopping
oUier terrorists from attempting to do the same. This result shifts the burden of

identifying and denying visas, and thus excluding such terrorists, from State to the
INS.

THE ANTITERRORISM ACT

The 1996 Antiterrorism Act was passed in the aftermath of the 1993 World Trade
Center and 1995 Oklahoma City bombings. Its purpose was to significantly enhance
American counterterrorism efforts both at home and abroad. The Act sought to in-

crease the seairity role of the INS by significantly revamping immigration law to

make it more diflfioilt for terrorists to enter and stay in the United States. The Act
also modified asylum and deportation procedures. (Subsequent modifications then
occurred a few months later when the Illegal Immigration Reform and Immigrant
Responsibility Act [IIRIRA] was signed into law.)

The Act also lengthened the long arm of U.S. law overseas by supplementing the
t3rpes of crimes considered terrorist acts and extending U.S. law to acts occurring
abroad. In addition, entire titles of the Act are devoted to reforming death penalty
procedures and expanding ciurent laws regarding mandatory victim restitution. An-
other title is devoted to assisting law enforcement with carrying out its augmented
responsibilities under the Act. Much of this title is devoted to the FBI, which is

given primary investigatory responsibility for all federal crimes of terrorism under
the Act. Here, however, the focus is on two of the Act's most contested provisions:

(1) Uie authorization given to State to designate foreign terrorist organizations and
(2) ^e Alien Terrorist Removal Court. Both provisions were intended to be impor-
tant tools for excluding and removing terrorists from the United States.

1996 enhancements to the exclusion process '^

Technically, excluding terrorists means denying an alien a visa at an overseas
consular office or denying admission at a U.S. port of entry or border. Therefore,

exclusion works in tandem with identification, so that once a terrorist is identified,

State or the INS can then effectively exclude the individual. To date, Tipoff (State's

terrorist database) has helped the INS exclude or arrest 97 terrorists, although INS
claims only three exclusions from FY 94 to FY 97.

Members of terrorist organizations inadmissible

Filling a gap in the law, Section 411 of the Antiterrorism law makes being a mem-
ber or representative of a foreign terrorist organization designated pursuant to INA
Section 219'"' grounds for denying an alien admission to the Unitea States (but not

for deporting an alien). As a resiilt, only designated organizations have their mem-
bers or representatives excluded solely on the basis of their membership. Organiza-
tions not designated, like the IRA, are not subject to this provision. The only excep-

tion is an explicit INA provision stating that "an alien who is an officer, official, rep-

resentative, or spokesman of the Palestine Liberation Organization is considered, for

purposes of this Act, to be engaged in terrorist activity." '8

Netherlands (89); New Zealand (91); Norway (91); San Marino (91); Slovenia (97); Spain (91);

Sweden (89); Switzerland (89); and United Kingdom (88).

^A discussion of exclusion is necessarily interwoven into the section of this report entitled

"Identifying Terrorists," and its subsection on the role of the INS in identifying terrorists, and
thus will not be repeated in this section.

3-' INA §212(aX3XBXi) (FV) and (V).

38INA§212(aX3XBXV).
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As amended by the IIRIRA, the definition of "representative" of terrorist oreaniza-
tion is limited to instances in which the alien knows or shovild have known that the
organization is involved in a terrorist organization. As under previous law, this pro-
vision makes an alien deportable for engaging in terrorist activities. "Engaging" is

defined as providing material support, intelligence or preparation and planning for
a terrorist activity or soliciting fiinds or members for a terrorist organization. '^

Expedited exclusion

The INS did not begin to implement the new expedited exclusion provisions avail-

able imder the Antiterrorism Act and IIRIRA until April 1, 1997.'»o Section 422 of
tlie Antiterrorism Act authorizes the expedited exclusion of aliens who present
fi^audulent documents or lack valid documents, except for aliens expressing a credi-
ble fear of returning their countries. Section 423 compliments Section 422 by se-
verely limiting judicial review of exclusion orders issued under the special expedited
removal procedvires authorized under Section 422. Collateral removed orders in ac-

tions to assess criminal penalties for illegal entry or reentry are precluded. These
provisions are substantimly continued imder the IIRIRA. These laws together also
change immigration law significantly by redefining aliens who enter without inspec-
tion as not admitted, and thus excludable, rather than admitted and subject to de-
portation proceedings.
As of July, 1997, the INS had gathered three months of data on expedited exclu-

sion implementation, including information on implementation of the "fear of re-

turn" provision. Statistics were compUed fix)m 25 of the largest ports of entry and
INS' eight asylum offices. New automated data systems were being designed to
track individuals subject to expedited exclusion. The preliminary data indicates that
1,200 people per week were subject to expedited exclusion fi^m AprU 1 through
June 30. Of these cases, 80 percent were fi-om ports of entry on the southwest bor-
der.*' The INS also reported the following statistics:

Of the reported cases arriving at the 25 largest land, sea and air ports involving
aliens subject to expedited removal, approximately five percent were referred by INS
inspectors for a "credible fear" hearing before an asyl\im officer.'*^

Of the cases involving 25 of the airport ports of entry, about 20 percent of the
arriving passengers subject to expedited removal were referred to an asyliun officer

for a "credible fear" hearing.
Approximately 33 percent of those persons inadmissible under expedited removal

have been permitted to withdraw their applications for admission. The INS may
permit an arriving alien to withdraw an application for admission to avoid the pen-
alties associated with a removal order. Withdrawal is appropriate, for example, if

the arriving alien lacks proper documents innocently rather than through an effort

to circumvent the immigration laws.
About 80 percent of uxe total number of cases referred and interviewed have met

the "credible fear" standard. These aliens were provided the opportunity to have
their asylum claims heard by an immigration judge.
The vast msgority of aliens placed in expedited removal have been Mexican na-

tionals. Of the cases referred for credible fear, the two largest nationalities were
Chinese (17 percent) and Sri Lankan (15 percent). Nationals from 60 countries have
been referrea for a "credible fear" interview.'*^

In addition, the INS "took steps beyond what is required in the statute to ensure
that aliens affected by expedited removal are treated fairly and that their rights are
protected." ** Some of these steps include: asking all those subject to expecfited ex-
clusion whether fear of return exists; permitting "credible fear" interviews to take

Elace after 48 hoxirs in a detention facility to permit the alien time to review "credd-
le fear" process information, and obtain consultation and rest; requiring INS super-

visors to review all decisions of secondary inspectors and asylum officers before uiey

3"Two Ninth Circxiit decisions in American-Arab Anti-Discrimination Committee v. Reno
(1995 and 1997) have circumscribed the reach of this provision. The decisions suggest that
aliens have First Amendment rights of association. See section on "Removing Terrorists" for a
more detailed discussion of these cases.
^On August 1, 1997, Chairman Kyi sought information about the implementation of this pro-

vision. Questions read: "How are those provisions being implemented to expedite the exclusion
of ahens who are excludable because of misrepresentation or lack of valid documents? How are
they applied in this case? Are those who attempt to enter without proper documentation being
excluded at the border? What has been done to educate those patroUing the border about the
requirements of this law and IIRIRA?"

"' INS Fact Sheet, "Update on Ejrpedited Removals" 7/9/97.
*2 All asylum officers xmdergo a three week basic training class. Those handling "credible fear"

and expedited removal receive additional training.
-•3 INS Fact Sheet, "Update on Expedited Removals" 7/9/97.

•Id.
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take effect; and placing those who meet the "credible fear" criteria in removal pro-

ceedings before an immigration judge, in front of whom asylvim and other forms of

relief can be applied.

Expedited exclusion as applied to aliens who enter without inspection

Abu Mezer entered without inspection (EWIs) three times. But despite Section

414 of the Antiterrorism Act giving the INS authority to apply expedited exclusion

provisions to EWIs, the INS has decided not to use this authority. Instead, expe-

dited exclusion is only being implemented at ports of entry. Technically, the

Antiterrorism Act provided that EWIs are removable through exclusion procedures,

rather than deportation procedures. But when Section 422 of the Antiterrorism Act
did not specifically ad(h*ess whether EWIs were subject to expedited removal,

IIRIRA then extended expedited removal to EWIs who have not been here two
years.

Removal pursuant to the Antiterrorism Act

The INS reports it has deported 155 persons for terrorist reasons from FY 94 to

PT 97. So far, however, there have been no removals sought pursuant to one of the

most important and controversial provisions in the Antiterrorism Act, the Alien Ter-

rorism Removal Court, whose purpose was to enable Justice to seek removal of

ahens where only classified evidence existed linking the alien to terrorist activity.

The reasons for the delay appear to be a combination of lingering, and somewhat
unhelpful, codified definitions of terrorist activity; a recent Ninth Circuit decision;

codifed immigration law; and substantial prudence on the part of Justice officials.

Section 401

Section 401 of the Antiterrorism Act establishes a special Alien Terrorist Removal
Court (ATRC) to remove non-citizen terrorists who threaten the national security

of the United States. The law enables the Attorney General to seek recourse to the

court whenever removing an alien on terrorism grounds through the usual deporta-

tion*' administrative process would jeopardize national sec\irity. An alien may be
removed based on classified information ex parte and in camera. The Removal Court
itself is made up of five District Court judges to serve five year terms, appointed

by the Chief Justice of the Supreme Court.

The law provides the Attorney General with the power to initiate removal proce-

dures by fUing an application with the ATRC indicating probable cause that an
identified alien is a terrorist and that recourse to normal removal procedures would
pose a risk to national security. A judge of the special court considers the applica-

tion ex parte and in camera. The hearing itself is pubUc. Classified information sup-

porting the application also may be introduced in chambers and out of the aUen's

presence. Appeals from interim or final decisions are available.

Section 401 of IIRIRA distinguishes between permanent resident ahens and other

aliens by requiring that permanent resident aliens be appointed a special counsel

to examine the classified information on the alien's behalf. This addition was bom
out of caution, since a deportation is a civil proceeding where the derived rights are

statutory and do not require the more extensive procediiral rights constitutionally

required in criminal cases.*^

•"The INS has determined that the ATRC only appUes to cases of deportability, not inadmis-

sibihty. Traditionally, a distinction was made between an ahen subject to deportabiUty (deemed
to have entered the U.S.) and an alien who was inadmissible (seeking entry). The INS concluded

the narrow reach of ATRC Jurisdiction after examining how "ahen terrorist" is defined pursuant
to INA §241(aX4XB), and its updated version, INA §247(aX4XB), neither of which mention a

terrorist ground for inadmissibility, and only the earUer version of the law mentioning a ground
for deportabiUty. In addition, the conference report attached to the Antiterrorism Act which cre-

ated the ATRC only refers to deportation cases. To facilitate addressing the circiimscribed reach

of the ATRC, the INS recently promulgated regulations (8 CFR § 235.8(e)) which extends the

ATRC's jurisdiction to those illegals ahens who enter without inspection.

^Testimony of Seth Waxman, submitted to the Senate Judiciary Committee while he was in

the Deputy Attorney General's office, and during consideration of the proposed Omnibus
Counterterrorism Act of 1995, regarding provisions relating to ahen terrorist removal and fund-

raising for terrorist activities.
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Implementation of section 401

The ATRC has judges*'' and rules** in place, but a year and a half since the pas-

sage of the Antiterrorism Act, the Attorney General has yet to make an application

to it. Ironically, it is Justice that supported the creation of the ATRC for its signifi-

cant, if admittedly limited, use. During consideration of this provision, now SoUdtor
General Seth Waxman argued convincingly for the need for the ATRC:
The existing deportation procedures under the INA were not designed to address

such cases [where only classified information supports deportation based on terrorist

activity], forcing the government to abandon deportation efforts where critical classi-

fied evidence cannot be used due to the absence of protective procedures. I have per-

sonally received materials relating to some of these cases, and I can tell you the
problem is both real and deadly serious. There are deportable aliens in this coxmtry

known to be actively supporting terrorist organizations whom we have not sought

to deport because we simply cannot publicly disclose FISA intelligence and confiden-

tial sources and methods. We have been compelled to allow the naturalization of a
number of known terrorism supporters—because we are unable to use classified in-

formation against them."**
The hope was that, with a definitional change of "engaging in terrorist activity"

in the law, one significant use of the ATRC would be as a springboard for removing
aliens who provide material support to foreign terrorist organizations through fund-

raising here in the United States. To turn this hope into reality. Justice proposed
a change in the definition of terrorist activity under 18 U.S.C. §212(aX3).«' This def-

inition bans "material support" to a terrorist organization, including fiindraising.

But the way the definition is written, the alien must know, or reasonably should
know, that money raised is going toward a terrorist activity. Considering that large,

well-organized terrorist organizations, like Hamas and Hizballah, have substantial

community-betsed charitable social service functions," it is exceedingly difficult to

prove that an alien who raises funds for a terrorist organization hsts reason to know
that particular monies are being funneled directiy into specific overseas terrorist ac-

tivity. The Senate passed the definitional change, the House did not, and the change
dropped out at conference. The ATRC, then, was given a legal framework but was
deprived of the means to make it a robust, working court.

CompUcating using the ATRC as a forum to remove aliens who raise money for

terrorist organizations are the two Ninth Circuit decisions in Arab-American Anti-

EKscrimination Committee v. Reno. '^ This first decision (1995) suggests that the due
process procedures set out for the ATRC can be subject to both statutory and con-

*' Chief Justice Rehnquist appointed the five judges to serve on the ATRC in 1996. The Chief
Judge is the Honorable Earl H. Carroll of Phoenix, Arizona. The other four judges are the Hon-
orable Michael A Telesca of Rochester, New York; the Honorable David D. Dowd, Jr. of Akron,
Ohio; the Honorable William C. CKelley of Atlanta, Georgia; and the Honorable Alfi:«d M.
Wohn of Newark, New Jersey.

*8 0n May 28, 1997, Chief Judge Earl Carroll ordered rules be adopted for the Alien Terrorist

Removal Coiu^ (ATRC). These rules set out the site for the court (U.S. Courthouse, Washington,
D.C.) and procedures for application to the court, motions, subpoenas, use of classified informa-

tion, as well as the content of the required pre-hearing memorandiun. On March 14, 1997, the

U.S. Court of Api)eals for the District of Columbia Circuit issued appellate rules for the ATRC.
Appeals to the Circuit Court may be based on the denial of a removed apphcation, a decision

after a removal hearing, a release or a detention order, or interlocutory (if a dispute arises over

a discovery order).

Security procedures have yet to be adopted. Promulgation of these rules is a joint effort be-

tween the Director of Central InteUigence, the Attorney General, and the Chief Judge of the

ATRC. Justice states that the lack of security procediu^s is not a hindrance to a decision by
the Attorney General to make an application.

*® Testimony of Seth Waxman, submitted to the Senate Judiciary Committee while he was in

the Deputy Attorney General's office, and during consideration of the proposed Omnibus
Counterterrorism Act of 1995, regarding provisions relating to alien terrorist removal and fimd-

raising for terrorist activities.
**> 18 U.S.C. §212(aX3) provides that, if a consular officer or the Attorney General has a rea-

sonable ground to believe that an alien is engaged in terrorist activity, that alien is inadmis-
sible.

siPor more information on the activities of these and other Middle East terrorist organiza-

tions, see the CRS Report for Congress on Terrorism: Middle Eastern Groups and State Spon-
sors, 1997" by Kenneth Katzman (July 10, 1997).

S2 70 F. 3d 1045 (9th Cir. 1995).

51-593 98-6



150

stitutional challenge.'^ The second decisions (Jvily 1997)'* held that First Amend-
ment associational activity such as recruiting members and raising humanitarian

aid is protected activity. That means if an alien provides "material support" to an
"international terrorist and communist organization" which also engages in lawful

activity such as "education, daycare, health care, social security; and cultural activ-

ity such as publications and political organizing,"'' the "lawful" activity shields this

individual from being deported on the grounds of materially supporting a terrorist

organization. The Ninth Circmt thus upheld preliminary iiyunctions against the de-

portation of seven Palestinians and a Kenyan-bom wife in this case, whom Justice

had been trying to deport for 10 years.'*

Newly codifed immigration law also seems to diminish the need for the ATRC.
After the enactment of the Antiterrorism Act in April of 1996, IIRIRA became law,

codifsdng procedures for the deportation of aliens based on classified information.'"'

These procedures basically codified an array of existing case law,'* statutoi^ law'^

and INS regulations.^ These procedures permit immigration judges to consider na-

tional security information offered by the government in opposition to sin ahen's ad-

mission to the U.S. or to an application by an alien for discretionary relief in pro-

ceedings on an alien's admissibility or deportability without the alien being entitled

^Amb-American Anti-Discrimination Committee v. Reno held that there was no statuton' au-

thority for the INS to consider undisclosed classified information in deciding whether an illegal

ahen qualified for legalization under the IRCA. The court also said that the balancing test used

in due process cases suggests that the use of undisclosed information in adjudications should

be presumptively unconstitutional.

**See Arab-American Anti-Discrimination Committee v. Reno, 1997 U.S. App. LEXIS 17533

(July). TTie suggestion of the holding in this case circumscribes numerous provisions of the

Antiterrorism Act by suggesting that non-citizen aliens have First Amendment rights of associa-

tion. Affected provisions, other than the ATRC, are: section 302, providing that it is imlawfiil

to knowingly give, or attempt to give, material support or resources to a foreign terrorist organi-

zation; section 411, which makes a member or representative of a terrorist organization who
solicits funds or members on behalf of a terrorist organization grounds for denying an alien ad-

mission to the U.S.; section 413, renders aliens who have engaged in terrorist activities ineli-

gible for various types of relief from forced removal; section 421, specifically making an alien

deportable on the basis of past terrorist activities ineligible for asylum; and section 726, which

makes it a crime to launder the proceeds from various terrorist-related offenses, including finan-

cial support of terrorists, and makes such crimes predicate offenses to the money laundering

statute.

On August 19, Justice filed a petition for a rehearing en banc in this case, in part on the

basis that the First Amendment holding disregards substantial prior case law. According to Jus-

tice, hundreds of cases are affected by this decision.

"Id. at 4.

**The court also found that aliens' First Amendment rights also siiffered in this case from

disparate impact (others similarly situated were not prosecuted) and discriminatory motive (im-

permissible prosecutorial motive).

"See IIRIRA §304 (incorporated at INA §240).
f^Jay v. Boyd, 351 U.S. 345, 364 (1956). In Jay the Supreme Court held that the INS can

use classified information to oppose an appUcation for discretionary relief in a deportation case.

The Second Cireuit Court of Appeals has already decided that the denial of a withholding of

deportation based wholly on confidential undisclosed information was not a violation of due proc-

ess. U.S. ex rel. Dolom v. Shaughnessy, 206 F.2d 392 (2nd Cir. 1953), cert, denied, 345 U.S.

928 (1953) The Second Circuit reasoned that "Congress intended the Attorney General to use

whatever information he has. To preclude his use of confidential information unless he is wiUing

to disclose it to the alien would defeat this purpose." Id. at 395.

An example of how the INS has been able to rely upon these procedures is when an immigra-

tion judge's denial of asylum and withholding of deportation of Sheik Omar Abdel-Rahman was
upheld by the District Court on the ground that nhere are reasonable grounds for regarding

him as a danger to the security of the United States". Ali v. Reno, 829 F.Supp. at 1436. Accord-

ing to an INS brief, "the authority of the immigration Judge and the Board to rely on undis-

closed classified information under 8 CFR §208. 1(c) and 8 CFR §236.3(cX4) was considered so

incontestable by the District Court * • that the court expressly stated that this was not an

issue before the court because "clearly they could [rely on classified information]. Id. at 1436.
s» INA § 235(c) permits the ENS to use expedited procedures to oppose the admission of terror-

ist for national security reasons.
«0 8 CFR §236.8 are the INS wholly written proceedings created to put § 235(c) (see previous

footnote) to use. The typical (but rarely encountered) scenario might look something like this:

an alien arrives at the airport and attempts to legally enter; the inspector receives an immediate

computer database hit stating reasonable suspicion to beheve the alien is a terrorist; the ahen

is immediately issued a Temporary Notice of Inadmissibility and given five days to respond; the

Notice is immediately sent to the INS regional director, who reviews the petition and accom-

panying classified information, and issues an order of exclusion; the ahen then has an imme-
diate right of appeal to the Court of Appeals. These proceedings are seldom used, however, be-

cause the ahen has the right to withdraw his application for admission and depart before the

proceedings get underway.
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to examine this information.*' This law thus offers an alternative to the ATRC by
not requiring an appUcation process or a summary of the classified information, and
not permitting interlocutory appeals.

Because these procedures afford Justice easier, more efficient processing of aliens

involved in terrorist activities, as well as full protection of the intelligence support-

ing the allegations of terrorist activity, Justice takes full advantage of them, with
the direct result that cases considered for the ATRC are being redirected into con-

ventional deportation hearings.*^ In the past year, the INS has instituted about 20
removal proceedings where classified evidence was presented in camera and ex
parte to oppose discretionary relief

Moreover, Justice has reason to be cautious in bringing a case before the ATRC.
Assuming that the first application accepted by the ATRC will have to withstand
constitutional challenge to the ATRC itself at the Supreme Covu^," Justice wants
to make sure that the first case before the ATRC will not be easily challenged on
constitutional grovmds. As Justice sees it, the wrong case could mean the constitu-

tional nullification of the ATRC.
In part to maximize the survivability of the ATRC and to iiyect efficiency and

common sense into the process of deciding what cases to bring before the ATRC,
in July 1996, Justice set out interim procedures for the implementation of ATRC
actions against alien terrorists. A Task Force on ATRC actions chaired by the Ter-
rorism and Violent Crime Section and overseen by the Deputy Attorney General, is

comprised of representatives of the Terrorism and Violent Crime Section, Criminal
Division; Office of Immigration Litigation, Civil Division; FBI; INS;*'* and the Office

of Intelligence PoUcy Review. Case recommendations may come from the INS, the
CivU Division, other agencies, and U.S. Attorneys' Offices. These cases are initially

evaluated by FBI field agents in coi^junction with FBI headquarters' agents and the
General Counsel's office. They are then forwarded to Justice's Violent Crime and
Terrorism Section for discussion and evaluation.

In essence, the Task Force will not consider a case for the ATRC if an alleged

terrorist alien can be deported by charging him with a basic immigration or criminal
violation; or if the classified information cannot be adequately simunarized without
compromising intelligence sources; or if the matter does not warrant ATRC referral.

Under these standards, the most appropriate cases for the ATRC are those involving

fundraising for terrorist organizations and instances where the alien was involved
in a terrorist act overseas with no U.S. nexus.*' Since both the definition of terrorist

activity and the recent Ninth Circuit decision in Arab-American weigh heavily
against reaching fundraisers, the best first case thus looks like the admitted alien

with strong links to terrorist acts abroad.

«iINA§24(XaX4(B).
^2 Other provision of the Antiterrorism Act also facilitate the ability of Justice to deport alien

terrorists, most noticeably §s 413 and 421. §413 makes aliens who have engaged interrorist ac-

tivities ineligible for various types of relief from forced removal. §421 specificaSy makes an alien

who is deportable on the basis of past terrorist activities ineligible for asylum unless the Attor-
ney General, or her delegee, determines that there are no reasonable grounds for considering
the alien a danger to national security. As amended by IIRIRA and made effective on April 1,

aliens who have engaged in terrorist activities are disqualified from applying for asvlum.
Note that in the case of Abu Mezer: although detained in January 1997, he did not actually

file his asylum appUcation until April 7, 1997. If Mezer were known to have engaged in terrorist

activities, he would have been barred from filing the asylum application imder Section 421 and
been ineligible for various type of relief under Section 413.
^The most likely constitutional challenge to the ATRC will be that the statute creating it

is unconstitutional on its face for faihng to protect guaranteed due process rights, especially as
pertains to the classified information provisions. Although 1956 Supreme Court decision in Jay
V. Boyd held that it is constitutionally permissible for the INS to use classified information
against appUcations for relief in deportation cases, it remains unclear whether that holding will

be extended to cases where the classified information is the basis for the underlying charge that
the alien is a terrorist. A conviction on that charge carries a 10 year criminal "removal" penalty
if that alien attempts to enter the United States subsequent to conviction.

**The FBI and INS are concurrently reviewing these cases. One aspect of the FBI's review
is to assess whether the ATRC candidate should not be brought before the ATRC because of
that candidate's remaining intelligence value. The INS, on the other hand, is reviewing can-
didates for amenability for pubUc proceedings other than the ATRC whereby deportation would
take place on immigration or criminal violation grounds.
^ Section 702 of the Antiterrorism Act broadens the federal jurisdiction over crimes by inter-

national terrorist. Jurisdiction now exists over the crime if the offender uses or facilitates use
of interstate commerce; the offense interferes with interstate commerce; if the victim is a U.S.
citizen or employer; or the offense takes place within U.S. territorial jurisdiction and at least

part of the conduct occurs outside the United States.
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The first fifty cases presented to Justice by the FBI were not accepted for ATRC
filings. Justice is now considering the second set of fifty, including active FISA^
cases.**' So far, at least two cases initially considered for the ATRC have been redi-

rected into traditional proceedings. In one case, the ahen was charged criminally

with possession of a firearm. In the second case, the alien was deported based on
immigration violations.

Removals suspended: political intrusion into counterterrorism efforts.—^An unfortu-

nate example of how poUtics can frustrate counterterrorism efforts is the Attorney
General's Decision, at the request of the Secretary of State, to suspend or drop de-

portation proceedings against nine aliens associated with IRA terrorist activity. Six

aliens haa their cases suspended (five in conventional proceedings vising prior crimi-

nal convictions as proof of terrorist activity, and one where classified information

was to be used), wlule three ahens' cases were withheld hx>m prosecution. The prac-

tical resvilt of the Attomev General's action is that nine aliens associated with IRA
activity, at least five of whom had served sentences abroad for bombings and mur-
ders, are now fi^e to continue their activities here in the United States.^* As one
Irish news release states: "The decision sends a message that America is not just

for the free but a land where terrorists go fi-ee.''^'

The decision was made after Secretary of State Albright wrote a letter to the At-

torney General stating that "the suspension of United States efforts to deport a
small number of individuals who have engaged in activity on behalf of the IRA but
who are now here in the United States could contribute to the Northern Ireland

peace process." This letter was written aft«r Sinn Fein leader Gerry Adams visited

the U.S. on a fimdraising tour in August. Of course, it was not explained how re-

leasing these nine aliens would actuaSy contribute to the peace process. In the end,

valuable INS resources were wasted for a political gesture of questionable merit.

Findings, Conclusions and Recommendations

The INS has the primary responsibility for excluding aliens with terrorist affili-

ations from the United States. Therefore, the failure of the INS to articulate a

counterterrorism strategy is unacceptable. The INS must do so.

INS' intelligence division is poorly structured for the implementation of
counterterrorism policies and plans. Specific appropriations for the staffing of an
INS Counterterrorism Intelligence Unit may be warranted. INS, considering itself a
significant consimier of intelBgence, is critically weak in intelligence gathering fi^m
botii within its own structure and its links to the intelligence commimity. A poten-

tial correction of this problem would be the creation of an intelligence unit at INS
headquarters with a priority assigned to counterterrorism efforts. The Unit's agents

wovdd be required to continue its existing liaison with State for border security, but

should also be charged with gathering inteUigence fi^m INS domestic agents as well

as INS overseas inspectors. Field agents dedicated to gathering intelligence would
be reqviired to relay information directly to headquarters. This intelligence unit

could then be charged with reviewing existing IBIS and TECS II database informa-

tion with its own intelligence for better overall alien information.

In addition, important inteUigence gleaned during "fear of persecution" or asylvim

reviews needs to find its way back into the intelligence community. An inteUigence

retrieval process could be created which maintains the intelligence as classified,

handles it judiciously, and prevents disclosure to foreign governments.
Intelligence gleaned during asylum interviews must find its way back into the in-

telligence community in a protected manner. As in the case of Abu Mezer, arrested

for his conspiracy to bomb Brooklyn transportation sites, the only information indi-

cating terrorist affiliation was located in his asylum application.

Considering the huge volume of traffic across U.S. borders, the development and
deployment of fast ami complete technolc^ies must continue to be sought for the INS
and Customs inspectors who man U.S. points of entry and made avaUable to INS
border patrol who do not have counterterrorism as a top priority, but nonetheless

require access to information that would facilitate terrorist exclusion.

More spedficaUy, the development and deployment of a national entry/exit system

may stiU be a valuable support tool for INS counterterrorism efforts.

««The Foreign Intelligence Surveillance Act, 50 U.S.C.A §81801-1811; 1821-1829. According

to Justice's Violent Crime and Terrorism Section, EISA information could be incorporated into

the prosecution's evidentiary package without notification to the FISA court and without the

ability of the ahen to challenge the information with a motion to suppress.
«^ One source states that there is no second set of fifty cases. Rather, the first set of fifty cases

remains in Umbo.
68 See attached September 29 letter from Chairman Kyi to the Attorney General.
«9 "American supports the IRA," Ian Paisley Jml at Internet (10/9/97).
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The INS must retain as a priority access to database, name check, and forensic

document technology for inspectors at all points of entry. It is especially important
that all points of entry have access to IBIS. Although most INS employees do recog-
nize their important security functions, INS' prevailing emphasis continues to be on
the speed and efficiency of passenger processing. This inherent conflict in primary
responsibilities limits the ability of INS and Customs to implement the
counterterrorism provisions of the Antiterrorism Act and exclusion and removal di-

rectives of PDD-39. The two agencies are highly dependent on technology to quickly
and accurately get the necessary information to admit or refer to secondary aliens
with questionable links to terrorist activities.

In addition, staffing at points of entry, though reportedly adequate, is usually
tightly managed and not sufficient to meet incoming volume of persons or vehicles.

Overload at 5ie primary screening venues during peak arrival times often results
in the accelerated citizen examination (ACE) procedure for U.S. citizens where only
documents, not names, are checked. Also of importance is that detention space is

always at a premium, often forcing agents to detain some but not all individueds
who raise significant security concerns.

Mandatory manifest passenger lists should be considered. Right now, air carrier

participation in the Advance Passenger Identification System (APIS) is discre-

tionary. If INS and Customs were provided passenger lists prior to all U.S. flight

arrivals, partial inspections through database searches of name and date of birth
covild take place in the air for all arriving passengers, thus enabling the INS to bet-
ter prepare for the arrival of aliens who receive a positive hit in TECS II, especially
aliens from visa waiver coimtries who are not subject to consular office screening.
Mandatory reporting may also have the collateral benefit of easing congestion at
ports of entry.

The INS must make both a policy and financial commitment to fully develop and
deploy a national pr(^ram to track foreign students in the manner and time frame
mandated by Congress.
The visa waiver pilot program increases potential U.S. exposure to terrorists by

placing all exclusion responsibility on the INS at our borders, while skipping the
critical visa processing at State's overseas consular offices. The benefits of this pro-
gram, as articulated by State, must be weighed against the public safety
vulnerabilities of the program, as articulated by the INS.
The INS' decision to apply expedited exclusion to aliens who enter at ports of entry,

but not to aliens who enter illegally, is a failiire to implement the will of Congress,
and disregards a tool that could be used to quickly and efGciently exclude terrorists

who gain entry into the United States unlawfully simply by eluding detection at
U.S. borders.

Justice's failure to submit even a single application to the Alien Terrorist Removal
Court is disappointing, and, along with immigration law reforms permitting use of
classified information in deportation hearings where the alien poses a national secu-
rity threat, calls into question the overall utility of the court to coimterterrorism ef-

forts.
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Executive Summary

Six years after revelations emerged that Saddam Hussein sent hxindreds of Iraqi

students abroad to study subjects that wovdd help Baghdad develop its nuclear

weapons program, the U.S. government continues to issue visas to students from

Iraq and the other Middle Eastern countries on the State Department's list of "state

sponsors of terrorism"—Iran, Libya, Sudan and Syria—to study in the United

States, mostly in science-relatied fields and probably with fiinding from their govern-

ments.
Current U.S. visa procedures, which are intended to exclude students fii^m terror-

ism-supporting states who may be involved in terrorist activity or who come to the

United States to study "dual use" subjects (i.e., those that could contribute to their

countries' efforts to develop missiles and/or nuclear, chemical, or biological weap-

ons), are weak and ambiguous. Syrian and Sudanese students are generally not sub-

ject to any special clearance procedures; Iranian undergraduates (and graduate stu-

dents in all disciplines except nucleeir physics and related subjects) receive only an

intermediate security check, not the more extensive background check required for

Iranian graduate students in the nuclear field and nearly all Iraqi and Libyan stu-

dents. Only a very small number of visas have actually been denied to students

from terrorism-supporting states in the Middle East.

In addition, once these students enter the United States they are not subject to

any effective monitoring or tracking procedure, which means that students can de-

clare that they are studying benign subjects such as social sciences and then con-

centrate on nuclear physics, chemistry, biology, and engineering without anyone in

the U.S. government becoming aware of the change. Syrian and Sudanese students

are also ^owed to travel repeatedly outside the United States—back to their coun-

tries, to other terrorist-sponsoring states in the Middle East, or anywhere else

—

without having to obtain a new visa or submit to an updated secvuity check.

Finally, the data on students from terrorism-supporting states in the Middle East

is incomplete, making it diflfiailt to determine whether they present a threat to

Washington's interest in preventing international terrorism and the transfer of tech-

nology to terrorism-supporting states in the Middle East.

To respond to these deficiencies, the United States should tighten its screening

procedures to require a Seciuity Advisory Opinion (SAO), its most in-depth back-

ground check, for all students from states that sponsor terrorism, and deny entry

to such students seeking to study "dual use" subjects that could contribute to their

countries' development of missiles and nuclear, biological, and chemical weapons.

Second, Washington should prohibit Iran, Sudan, and Syria from transfering

funds to finance their students' studies in the United States, as is already done with

students fi:t)m Libya. Third, the U.S. government should quickly and fiilly imple-

ment Immigration and Naturalization Service recommendations for better monitor-

ing and tracking of foreign students once they are in the country.

Finally, Washington should coordinate wi^ other nations that give student visas

to applicants fix)m terrorism-sponsoring countries in order to impede their access to

weapons-related technologies as well as lessen the likelihood that potential terror-

ists will use a student visa to enter a third country such as Canada, as an easier

route to eventual entry into the United States.

I—U.S. PoucY ON Issuing Student Visas

The United States has long been a popular destination for students from around

the world to pursue post-secondary education in fields ranging from Western philos-

ophy to nuclear engineering. After completing their studies, most return to their

home countries and—along with those who choose to remain in the United States

—

make positive contributions to society.

There is the potential for abuse of the U.S. student visa procedures, however, by

states that sponsor international terrorism and actively seek to acquire weapons of

mass destruction and missiles to deliver them. In 1991, for example, UN weapons

inspectors in Iraq discovered documents detailing an Iraqi government strategy to

send students abroad (including to the United States) specifically to study nuclear-
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related subjects in order to develop Iraq's nonconventional weapons programs.^ One
of those students, Samir AJ-Arsyi, received his doctorate in nuclear engineering from
Michigan State University and then retimied to Iraq to head its nuclear weapons
program, known as Petrochemical Project III, under the auspices of the Iraqi Atomic
Energy Commission.^

Similarly, at least three Iranian officials suspected of developing Tehran's nuclear

program aJso reportedly studied in the United States: Reza Amrollahi studied elec-

trical engineering at the University of Texas,^ Mahdi Chamran studied nuclear

physics at the University of California at Berkeley,^ and Kazem Khabir studied nu-
clear engineering at the University of Oklahoma.^ Libya also reportedly sent stu-

dents to study abroad, including to the United States, in order to develop Tripoli's

weapons programs.^
Indeed, the presence of students from Middle East state-sponsors of terrorism in

weapons-relat^ scientific fields may be a useful indicator oi their countries' weap-
ons development plans and/or the status of those programs.'' Yet more than six

years after these revelations about Iraq's strategy, thousands of students from Iraq

and other countries in the Middle East that the State Department has designated
"state sponsors of terrorism"—Iran, Libya, Sudan and Syria—are still studying in

the United States, mostly in science-related fields and some probably with ninding
frt)m their governments.^

STUDENT VISA APPLICATION PROCEDURES

Students enter the United States by filing out visa applications that include their

name, the name of the school they will be attending, their intended area of study,

and certification from their school that they have siifficient funding to cover their

stay in the United States.^ Syrian students submit the applications to the U.S. em-
bassy in Damascus; because there is no functioning U.S. embassy in Iran, Iraq,

Libya, and Sudan, students fix)m these states must apply to U.S. embassies in other

countries.

The State Department conducts a routine check of all visa apphcants to see if the
person has a criminal record or appears on the "alert Ust" of known terrorists. After
this initial screening, security checks on students from each of the terrorist-sponsor-

ing states differ according to their country of origin. Based on State Depairtment
visa issuance procedures, consular officers in U.S. embassies overseas decide which
visa appUcation fix)m students from terrorist-sponsoring states should also be ref-

erenced back to Washington for more extensive name and background checks.

These processes are coordinated by an office of the State Department's Bureau of

Consular Affairs. The first, known as "Visa Eagle," involves checking several addi-

tional U.S. government data bases for the applicant's name and information about
the student's background that may connect them to terrorist activity or nuclear re-

search and development. The other, known as "Visa Donkey," involves checking
even more data bases and the preparation of a Security Advisory Opinion (SAO) on

1 David Kay, "Denial and Deception Practices ofWMD Proliferators: Iraq and Beyond," Wash-
ington Quarterly 18, no. 1 (Winter 1995); "Saddam's Nuclear Weapons Dream: A Lingering
Nightmare," Washin^n Post, October 13, 1991, p. Al.

2 David Kay, "Iraqi Inspections: Lessons Learned," Eye on Supply 8 (Winter 1995), p. 88.
3 "Iran Plans a Vast Nuclear Build-Up," International Herald Tribue, May 15, 1998; "Iran De-

fends Its Pursuit of Nuclear Technology," Christian Science Monitor, February 18, 1993, p. 7.

*"Iran: Prague, Gateway to the West," Intelligence Newsletter, September 2, 1993; "Thinking
the Unthinkable About Iran," Jerusalem Post, April 23, 1992.

^ "Tehran Grants a Glimpse of a Nuclear Site Reborn," International Herald Tribune, May 20,

1995.
6 "Qaddafi's Great Aim for Libya is a Nuclear Capability of Its Own," Christian Science Mon-

itor, November 12, 1980, p. 14. One such student, Haidar Barbouti, came to the United States
in the late 1980s on a student visa to study Uberal arts at Columbia University. While in the

United States, he allegedly coordinated Libya's purchase of "dual use" military technology and
chemical compounds. In addition, U.S. officials have named Barbouti's father Ihsan as the pri-

mary contractor for Libya's Rabta chemical weapons plant; see "Arms Probe Shifts to Dealer's

Son," Newsday, April 21, 1991, p. 24. See also "Barbouti's Son Found Liable in Technology Theft
Scheme," Houston Chronicle, March 6, 1992, p. A23.

' Marvin M. Miller, "The Proliferation Implications of the Education and Training of Foreign
Nationals in DiscipUne Relevant to Weapons of Mass Destruction" (unpublished paper prepared
for the Defense and Arms Control Studies Program, Department of Nuclear Engineering, Massa-
chusetts Institute of Technology, March 1997).

8 Although much of the data in this study is from public sources, some of the information is

the product of numerous "off the record" conversations and interviews with officials from the
various U.S. government agencies responsible for immigration and counterterrorism issues.

Their identities remedn confidential.
^ See appendix.
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whether the prospective student has any known connections to terrorist activity, es-

pionage, or his or her country's nuclear program. Neither of these more extensive

seciuity checks considers the prospective students' ties to their countries' chemical

or biological weapons programs, however. Based on these name and background
checks^and information from other sources (including U.S. intelligence agencies)

—

the State Department informs the consular officer whether to issue a student visa.

The seoiri^ checks require for students from terrorism-sponsoring countries in

the Middle East to obtain a visa to study in the United States range from extensive

(Libya) to non-existent (Syria). The requirements are summarized below:
• Libyan students seeking to studv in the United States are subject to the most

extensive seoirity checks of any of the Middle East state-sponsors of terrorism. An
SAO is required for all Libyan passport holders, persons bom in Libya of Libyan
fathers, and third-country nationals hving or who have lived in Libya for two years

or more since 1981, regardless of their current place of residence. i° For visa applica-

tions indicating an intention to study certain nuclear-related "sensitive technologies"

(but not chemical or biological ones), the SAO includes the applicant's "field of ex-

pertise, educational background, professional employment history, focvis and nature

of past and present study and research, detailed description of the proposed study

or research program in the U.S., and sponsoring institution." ^^

• Iraqi students require an SAO, but there are no additional requirements re-

garding "certain sensitive technologies." ^2 Students from Iraq traveling on other

passports, however, may be able to evade the SAO.
• Iranian students require an SAO if they intend graduate-level study in the nu-

clear field, but not for graduate-level study in any other field, including those which

may be related to chemical or biological weapons programs. SAOs are also not re-

quired at all for Iranian undergraduates, even if they plan to study in the nuclear

field. ^3 As with Iraqi students, Iranian students holding other passports may be

able to evade the more in-depth SAO background check.

Although all applications from Iranian students require a Visa Eagle check,"

there is a significant loophole in the process. After requesting the Visa Eagle, U.S.

consular officers are instructed to wait thirty days for a reply fi:x)m the State De-

partment. If there is no reply within this time, standard procedures require the con-

sular officer to issue a visa. Although this procedure saves the State Department
the trouble of responding in cases in which no security problems are foimd, it cre-

ates the possibility of wrongfully issuing a visa in cases in which Unks to terrorism

are found after the thirty day period—for example, if there is a delay in the trans-

mission of the Visa Eagle request, if the request is lost or stolen, or if the State

Department is simply slow to respond.
• Sudanese students are not subject to any special security clearance procedures

unless they are a government official or member of the armed forces—to whom
Washington generally denies visas. ^^

• Ssrrian students are unique among appUcants from state-sponsors of terrorism

in that they are not subject to any security clearance procedures, regardless of the

prospective student's course of study (e.g., nuclear physics) or source of funding (e.g.,

government funds). ^^

VISA DENIALS AND APPEALS

Despite these security procedures, few non-immigrant visa applicants are denied

entry into the United States because of concerns about terrorism or technology

transfer (see table below).

NON-IMMIGRANT VISAS ISSUED. DENIED, AND REVERSED, 1992-96 1^

1992 1993 1994 1995 1996

Non-immigrant visas issued 5.368,437 5,359,620 5,610,953 6,181.822 6.237.870

Visas denied due to terrorism concerns 28 73 38 79 41

Visas denied due to tectinology concerns 28 10 24 6 11

Terrorism denials appealed and reversed 15 40 8 24 8

Technology denials appealed and reversed 3 4 4 1

10 U.S. Department of State, Foreign Affairs Manual, vol. 9, part IV, September 2, 1996.

"Ibid., August 1, 1994.

"Ibid.
"Ibid., May 2, 1997.

"Ibid.
"Ibid.
"Ibid., February 16, 1996.
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NON-IMMIGRANT VISAS ISSUED, DENIED, AND REVERSED, 1992-96 1^—Continued
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STUDENT VISAS ISSUED, 1991-963

1991 1992 1993 1994 1995 1996 Total

Iran 955 948 835 797 736 518 4,789

Iraq 45 102 84 96 82 58 467

Libya 29 15 20 18 10 14 104

Sudan 302 293 226 193 199 191 1,404

Syria 739 640 488 381 412 343 3,003

Total 2,070 1,998 1,653 1,485 1,439 1,124 9,767

'U.S. Department of State, Bureau of Consular Affairs, "Report of the Visa Office," 1991-96.

In addition, the U.S. Immigration and Naturalization Service (INS) keeps figures

on how many "student admittances"—entering the country with a student visa

—

occur each year. The INS statistics (see table below) indicate that there were 8,492

"student admittances" from terrorist-supporting states in the Middle East since the

Gulf War. Depending on the terms of the visa, some students can enter several

times on the same visa, as in the case of Sjrrian and Sudanese students. Whereas
Syrian students generally receive multiple-entry visas vaUd for two years, Sudanese
students' multiple-entry visas are valid for only six months. Libyan, Iraqi, and Ira-

nian students must obtain a new visa before each entry into the United States.

These figures do not differentiate between students coming directly fi-om their home
countries and those who are long-term residents of third countries. The State De-

partment and the INS were unable to explain the discrepancy between the number
of students from terrorist-sponsoring states actually admitted to the United States

and those provided with student visas, or the sharp increase in the number of stu-

dents admitted fipom Libya, Syria, and Sudan between 1994 and 1995.

STUDENT ADMIHANCES TO THE UNITED STATES, 1991-96*

1991 1992 1993 1994 1995 1996 Total

Iran 709 624 534 600 522 405 3,394

Iraq 51 72 50 72 49 42 336

Libya 19 8 12 12 64 13 128

Sudan 231 218 145 165 944 174 1,878

Syria 560 373 370 384 823 341 2,856

Total 1,570 1,295 1,111 1,233 2,407 975 8,592

*Oata compiled from interviews with Immigration and Naturalization Service (INS) official. Office of Policy and Planning/Demographic Sta-

tistics, January, March, and Juty 1997

WHAT FOREIGN STUDENTS STUDY AND WHO FUNDS THEM

The Institute of International Education (HE), a private organization that receives

federal funding for administering certain student exchange programs, compiles data

on foreign students—including what they study and who funds them—by surveying

students at educational institutions across the United States. Only about 60 percent

of these institutions respond to IIE's surveys, however (exceptions include such

major universities as Harvard and Stanford), and only an estimated 50 percent of

all foreign students provide the needed information. In addition, there are no effec-

tive checks to ensure that students supply truthful information. Nevertheless, the

data compiled by the HE provides at least a partial picture of foreign students not

available elsewhere.

In brief, the most recent HE data (see tables below) indicate that the vast major-

ity of students fit)m terrorism-sponsoring states in the Middle East who responded

to the survery report that they are studying in science-related fields (such as engi-

neering, physical and computer sciences, and mathematics), with a plurality study-

ing some form of engineering.
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DECLARED AREAS OF STUDY FOR STUDENTS FROM TERRORISM-SPONSORING STATES. 1995-96 5

[In percent]

Anas o( Study Iran Iraq Liliya Sudan Syria

Science (total) 71.9 65 47.5 53.9 68.5

—Engineering 30.8 34 21.1 24.6 30.6

—Ptiysical and Lite Sciences 17.1 8 5.3 12.3 7.6

—Health Sciences 13.9 15 5.3 6.6 19.1

—Matt) and Computer Science 8.8 6 15.8 7.1 10.2

—Agriculture 1.3 2 3.3 1

Undeclared 6.3 6 5.3 6.2 2.2

Other 4.9 9 10.5 5.7 7

Social Science 4.8 4 10.5 12.3 1.9

Rne Arts 1.7 2 3.3 2.5

Business 7.1 7 26.3 12.3 10.8

Humanities 1.1 5 1.9 3.8

Intensive English 1.2 0.9 1.6

Education 1 2 3.3 1.6

'Table based on data supplied to author from 1995 and 1996 IK suneys of 1.937 students from terrorism-sponsoring states In the Middle

East.

In addition, a significant percentage of respondents reported receiving fiinding
fix)m "non-family sources" (see table below) which, in countries with authoritarian
regimes and strictly controlled economies such as those in the Middle East, probably
means the student's government or government-funded institutions. Moreover, be-
cause money is fungible and its ultimate source easily disguised, there is no way
to determine whether students who declared their source of funding as "personal/
family" did not receive full or at least partial financing fi^m their governments. The
number of students in the latter category may be higher than reported.

DECLARED SOURCES OF FUNDING FOR STUDENTS FROM TERRORISM-SPONSORING

STATES, 1995-966

[In percent]

Source Iran Iraq Libya Sudan Syria

Personal/Family 71.2 57.9 100 66.3 80

U.S. sponsor 24.2 31.6 18 15

Non-U.S. sponsor (probably own government) 4.6 10.5 15.7 5

«lbjd.

The fact that none of the Libyan students surveyed by TIE reported funding fi"om

a non-family sponsor may be due to U.S. legal restrictions that prohibit the Libyan
government fi^om transferring fiuids to any person in the United States. The same
legal restrictions apply to Iraqi government ninds, however, and yet some Iraqi stu-
dents reported receiving fimds from a non-U.S. sponsor, which was most Ukely the
Iraqi government or a govemment-ftinded institution.'' By contrast, Iran, Sudan,
and Syria are permitted to transfer funds into the United States.^

'See Libyan Sanctions Regulations, 31 CFR Ch. V, Part 550, Subpart B, Section 550-209,
July 1, 1996; and Iraqi Sanctions R^ulations, 31 CFR Ch. V, Part 575, Subpart B, Section
575.201, July 1, 1996.

8 See Terrorism List Governments Sanctions Regulations; Authorization for Government Sti-

pends and Scholarships for Students, 31 CFR Part 596, 61 FR 67943, Fed. Reg., vol. 61, no.
249, December 26, 1996. See also Iranian Transactions Regulations, 31 CFR, Ch. V, Part 560,
Subpart B, Section 560.201 and 560,206. These regulations do not explicitly prohibit tiie Iranian
government from transferring funds to Iranian students in the United States.

1 Torture Tales in Bomb Case Are Challenged," New York Times, August 8, 1997.
2
" 'Dr. Germ': One of the world's Most Dangerous Women," Los Angeles Times, November 7,

1995, p. E6; "Head of Saddam's Germ Warfare Project Profiled," al-Sharq al-Awsat, January 29,
1995, p. 2, in FBIS-NES 95-025, February 7, 1995, p. 48.

Newly codifed immigration law also seems to diminish the need for the ATRC.
After the enactment of the Antiterrorism Act in April of 1996, IIRIRA became law,
codifying procediires for the deportation of aliens based on classified information.^''
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III

—

Conclusions and Poucy Recommendations

Allowing foreign students, including those from the Middle East, to study in the

United States is generally in the U.S. interest. These students usually return home
with an appreciation for the openness of American society and contribute to the de-

velopment of their respective homelands. The overwhelming mtyority of foreign stu-

dents are neither terrorists nor nuclear bombmakers.
The current U.S. procedures for issuing student visas and tracking students once

they are in the country, however, are amorphous, weak, and ripe for abuse. Over
the past five years, Uiousands of students have entered the United States from

countries in the Middle East that the United States has ofiBcially designated as

sponsors of international terrorism. Yet, at any given time, the U.S. government
does not know exactly how many of these students are in the country, where they

are, what school they are attending, what they are studying, and who finances their

studies. By their own admission, a majority of students from terrorist-sponsoring

states in the Middle East are studying science-related fields, and some probably are

being funded by their governments. The United States should be concerned that stu-

dents from terrorist-sponsoring states in the Middle East have relatively easy access

to U.S. scientific information Siat can be used to help their countries develop weap-

ons of mass destruction and missiles to deliver them.
The United States is not the only country, however, that attracts such students.

Ghazi Ibrahim Abu Maizar, one of those arrested in New York in August 1997 for

allegedly planning suicide bombings, reportedly shpped into the United States after

entering Canada on a student visa.^ Moreover, Rihab Taha and Jafar Diya Jafar,

two of the principad participants in Iraq's weapons of mass destruction programs,

received doctorates in Great Britain.^

Although restricting the flow of foreign students to the United States would be

unseemly for an open, democratic society, it would be equally foolhardy to ignore

the risk that identified state sponsors of terrorism may use weak student visa proce-

dvu-es as a means of entering the United States and acqtiiring technologies that

would otherwise be prohibited to them by export-control laws. Moreover, failing to

deal with the small number of states that sponsor terrorism subjects the much
greater number of students from other Middle Eastern states to unfair suspicion.

policy recommendations

To address these problems, the U.S. government should:

• Require that the most in-depth background check, known as the Visa Donkey
seoirity advisory opinion (SAO), he conducted for all students coming to the United

States from the states designated as sponsors of terrorism—Iran, Iraq, Libya,

Sudan, and Syria. Students from these countries should be denied entry to study

nuclear engineering (as is already the case with all Libyan students and Iranian

graduate students) or subjects that could contribute to their countries' missile or

chemical and biological weapons programs.
• Prohibit the governments of Iran, Sudan, and Syria from financing their stu-

dents' studies in the United States, as is already done with the government of

Libya.
• Quickly and fully implement the recommendations of the INS task force to im-

prove monitoring of foreign students in the United States. An INS pilot program to

obtain and maintain data on foreign students in the United States, implemented in

June 1997 and covering approximately .02 percent of the foreign student population

in the United States, is an important start, but it needs to be expanded as quickly

as possible.
• Coordinate with other countries that attract students from state-sponsors of ter-

rorism to impede their access to weapons-related technologies and decrease the like-

lihood that potential terrorist will use student visas into a third country, such as

Canada, as an easier route to eventual entry into the United States.

» Torture Tales in Bomb Case Are Challenged," New York Times, August 8, 1997.
2 "'Dr. Germ": One of the world's Most Dangerous Women," Los Angeles Times, November 7,

1995, p. E6; "Head of Saddam's Germ Warfare Project Profiled," al-Sharq al-Awsat, January 29,

1995, p. 2, in FBIS-NES 95-025, February 7, 1995, p. 48.
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Appendix B.—Legal Authority for Denying Visas to Prospective Students ^

title 8. aliens and nationality

chapter 12. immigration and nationality immigration admission qualifications
for auens; travel control of citizens and aliens

8 uses 8 1182 (1997)

Excludable Aliens

INA 212(a)(3) Security and Related Grounds

(A) IN GENERAL. Any alien who a consular officer or the Attorney General

knows, or has reasonable ground to believe, seeks to enter the United States to en-

gage solely, principally, or incidentally in

—

(i) any activity

(I) to violate any law of the United States relating to espionage or sabotage or

(II) to violate or evade any law prohibiting the export from the United States of

goods, technology, or sensitive information.

(ii) any other unlawful activity, or

(iii) any activity a purpose of which is the opposition to, or the control or over-

throw of, the Government of the United States by force, violence, or other unlawful

means, is inadmissible.

(B) TERRORIST ACTIVITIES.
(i) IN GENERAL. Any alien who—
(I) has engaged in a terrorist activity,

(II) a consular officer or the Attorney General knows, or has reasonable ground
to believe, is engaged in or is likely to engage in any terrorist activity (as defined

in clause iii),

(III) has, under circumstances indicating an intention to cause death or serious

bodily harm, incited terrorist activity,

(IV) is a representative (as defined in clause iv) of a foreign terrorist organization,

as designated by the Secretary [of State] under section 219 [8 USCS @ 1189], or

(V) is a member of a foreign terrorist organization, as designated by the Secretary

under section 219 [8 USCS @ 1189], which the alien knows or should have known
is a terrorist organization is inadmissible. An alien who is an officer, official, rep-

resentative, or spokesman of the Palestine Liberation Organization is considered, for

purposes of this Act, to be engaged in a terrorist activity.

(ii) TERRORIST ACTIVITY DEFINED. As used in this Act, the term "terrorist

activity" means any activity which is unlawful under the laws of the place where
it is committed (or which, if committed in the United States, would be unlawful

under the laws of the United States or any State) and which involves any of the

following:

(I) The higlyacking or sabotage of any conveyance (including an aircraft, vessel,

or vehicle).

(II) The seizing or detaining, and threatening to kill, iiyure, or continue to detain,

another individual in order to compel a third person (including a governmental orga-

nization) to do or abstain fi-om doing any act as an explicit or implicit condition for

the release of the individual seized or detained.

(III) A violent attack upon an internationally protected person (as defined in sec-

tion 1116(bX4) of Title 18, United States Code) or upon the liberty of such a person.

(IV) An assassination.

(V) The use of any

—

(a) biological agent, chemical agent, or nuclear weapon or device, or

(b) explosive or firearm (other than for mere personal monetary gain), with intent

to endanger, directly or indirectly, the safety of one or more individuals or to cause

substantial damage to property.

(VI) A threat, attempt, or conspiracy to do any of the foregoing.

(iii) ENGAGE IN A TERRORIST ACTIVITY DEFINED. As used in this Act, the

term "engage in terrorist activity^ means to commit, in an individual capacity or as

a member of an organization, an act of terrorist activity or an act which the actor

knows, or reasonably should know, affords material support to any individual, orga-

nization, or government in conducting a terrorist activity at any time, including any
of the following acts:

(I) The preparation or planning of a terrorist activity.

1 Title 8 of the U.S. Code gives the government the legal authority to deny visas to prospective

students who may be involved in terrorist activities or who may seek to illegally acquire non-

conventional weapons technology.



163

(II) The gathering of information on potential targets for terrorist activity.

(III) The providing of any tjrpe of material support, including a safe house, trans-

portation, communications, funds, false doomientation or identification, weapons,
explosives, or training, to any individual the actor knows or has reason to believe

has committed or plans to commit a terrorist activity.

(IV) The soliciting of funds or other things of value for terrorist activity or for any
terrorist organization.

(V) The solicitation of any individual for membership in a terrorist organization,

terrorist government, or to eng^e in a terrorist activity.

(iv) REPRESENTATIVE DEFINED. As used in this paragraph, the term "rep-

resentative" includes an oflBcer, official, or spokesman of an organization, and any
person who directs, counsels, commands, or induces an organization or its members
to engage in terrorist activity.

Appendix C—FBI Director's Memorandum on Loopholes in the U.S. Visa
System 1

U.S. Department of Justice,
Office of Investigative Agency Poucies,

Washington, DC, September 26, 1994.

memorandum

To: Jamie S. Gorelick, Deputy Attorney General
From: Louis J. Freeh, Director, Office of Investigative Agency Policies

At your request, the Office of Investigative Agency Policies ("OIAP") has consid-

ered Cvurent procedxires, policies and practices relating to aliens' entry into and
departure fi:t)m the United States," ana addressed ways "to improve the Depart-
ments law enforcement capabilities in these areas." In making this request, you
noted the participation of aliens in two heinous crimes: the World Trade Center
bombing and the killings outside of the Central Intelligence Agency headquarters.

After consulting with the members of the OIAPs Executive Advisory Board
("EAB"),2 I make the recommendations contained herein. The recommendations, if

fully implemented, would require an infusion of funds and personnel.

Visa applications

The members of the EAB stressed the need for coordination and cooi>eration in
determining whether the United States Government should issue a visa to an alien.

In this regard, it was noted tiiat, when agencies provide information to the State
Department which suggests that a visa should not be issued, the State Department
should not specify the reason for the visa's denial. Such information often results

from criminal investigations and, thus, its disclosure could jeopardize them. Accord-
ingly, the EAB recommends, and I endorse, the establishment of a uniform system
for the State Department's communication of visa denials.

The members of the EAB also expressed concern about the Visa Waiver Pilot Pro-
gram, which the United States (jovemment employs with a growing nimiber of
countries. Criminals and terrorists can use that program to their advantage. For ex-

ample, although an undesirable alien may be a citizen of Country A (a country that
does not participate in the Visa Waiver Pilot Program), he obtains false dociunents
demonstrating his citizenship in Country B (a partner of the United States in the
Visa Waiver Pilot Program). Such false documents avert the necessity of his procur-
ing a visa to enter the United States, thereby avoiding any overseas State Depart-
ment scrutiny of his right to enter. Failure to allow that overseas scrutiny shrinks
the United States Government's "window of opportunity" to exclude or detain that
person from a few weeks to iust a few hours.

I recognize the foreign policy and political implications of United States participa-
tion in the Visa Waiver Pilot Program. Nevertheless, in view of the competing law
enforcement interests described herein. I recommend careful review of any expan-
sion of United States participation in the Visa Waiver Pilot Program.

^In this memorandum, FBI Director Lotiis J. Freeh outlined several concerns regarding the
potential use by terrorists of loopholes in the U.S. visa system to gain entry into the United
States. In particular, Freeh cited the need to subject foreign students to thorough and continu-
ing scrutiny both prior to and during their stay in the United States. Subsequent footnotes in

the memo are from the original.
2 The EAB consists of representatives from the Drug Enforcement Administration (DEA),

United States Mtirshals Service (USMS), Immigration and Naturahzation Service (INS), Federal
Bureau of Investigation (FBI), and the Department of Justice's Criminal division.
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The Immigration and Naturalization Service ("INS") has established a pre-inspec-

tion program that currently is used in a handful of countries. The goals of that pro-

gram include preventing "bottlenecks" at busy United States airports, as well as

preventing the entry of undesirable aliens, especially international terrorists and
criminals. Aliens have fewer rights in foreign countries than they have once they

have entered the United States. Thus, a thorough law enforcement program, such

as a vigorous employment of the INS pre-inspection program, can be a valuable tool

for preventing the entry of undesirable aliens into the United States.^ Expansion

of the INS pre-inspection program should be explored.

Immigration issues in the United States

The members of the EAB also made several suggestions concerning procedures

and policies relating to aUens present in the United States.

United States Government agencies cannot presently use protected or classified

information—including sensitive technical and himian source information—in depor-

tation or other proceedings against aliens, because there are no adequate means to

protect that information under existing law. Disclosure of the information covdd

compromise ongoing investigations. There is, therefore, a need to establish a mecha-

nism for in camera, ex parte proceedings relating to the use of protected or classified

information in alien proceedings.'*

A related problem involves deportation appeal procedures. Those procedures often

delay deportation for many years, thereby defeating the goal of expeditiously remov-

ing undesirable aliens. Failure to remove them swiftly from the United States sim-

ply exposes our country to needless risks.

AUens coming to the United States to engage in illegal conduct know that one of

the easiest ways to enter and remain in the country is by requesting asylum. Such
a person entering the United States today either is asked to post a small appear-

ance bond or released into the United States on his own recognizance, and in-

structed to appetir for an immigration hearing at a ftiture date. Any legal proce-

dures devised to address such aliens will fail unless they include provisions for the

detention and removal of the ahen. At present, too may of these aliens simply blend

into American society and never return for their immigration hearing.

Two other categories of ahens require additional scrutiny: those who enter on stu-

dent visas and do not abide by their terms; and, those who enter the United States

and tiiereafter engage in "sham marriages" with American citizens or permanent
resident ahens in order to attain permanent resident status themselves. Ahens
seeking to avail themselves of these immigration privileges should undergo thor-

ough scrutiny at the outset, as well as some form of continuing scrutiny.^ In the

case of student visas, such follow-up investigation would include reviewing the

aUen's academic records.

Investigative tools

The EAB also assessed the need for various tools that can be used to investigate

ahen activities in the United States. At present, some portions of an alien's INS asy-

lum file are not available to other law enforcement agencies. For example, the FBI

has noted that, in terrorist investigations, those unavailable portions of an ahen's

asylum file could prove invaluable. Indeed, those portions could provide sufficient

leads to prevent the commission of further terrorist acts or crimes. Thus, in certain

instances, fiill or expanded disclosure of the contents of an ahen's asylum file should

be considered.
I also note that the Foreign Intelhgence Surveillance Act does not provide for

"roving authority" to intercept communications.^ Such authority would enhance the

FBI's abihty to investigate aliens' terrorist activities in the United States.

I am available to discuss this matter at your convenience.

3 In those instances in which a suspicious alien's is not blocked in the foreign country, the

pre-inspection program allows American law enforcement to use the alien's flight time to the

United States to conduct any additional investigation which could prevent his entry.

* I urge reconsideration of the "Terrorist Alien Removal" legislation that the Department of

Justice nas drafted previously. The core concept of this legislation creates a special court to con-

duct "special removal hearings" directed, against aliens in the United States who engaged in

international terrorist activities. At the hearing, the court would conduct an in camera, ex parte

review of certain types of sensitive, classified information.
s Obviously, the intent is not to harass an alien who lawfully opts either to study in this coun-

try or to marry an American. Instead, the intent is to ascertain which aliens are "sinf these

avenues as a means to remain in tiiis country indefinitely in order to engage in unlawful con-

duct. I recognize that certain legitimate privacy interests are implicated.

«The requirements for sudi authority in criminal investigations are set forth at Title 18,

United States Code, Section 2518 (11).
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Appendix D.—Conclusions of the INS Task Force on Foreign Student
Controls ^

The following conclusions were reached by the task force:

At present, foreign students in the U.S. are not subject to continuing scrutiny,

tracking, or monitoring when they depart, drop out, transfer, interrupt their edu-
cation, violate status, or otherwise violate the law. Schools are not required to notify

INS regarding such key elements of student events.

Presently there is no effective system or process for reporting or madntaining ou*-
rent addresses of foreign students in the U.S.
Weak and ineffective data system or process for reporting or maintaining current

addresses of foreign students in the U.S. where the INS has authority and respon-
sibility. These are: Admission of a foreign student at port of entry (POE) to the
United States; upon change of status to student; and upon application of associated
benefits.

There is no inter-agency data system access between INS, DOS, and USIA in the
current process.

The ciirrent change of status process for aliens within the U.S. fails to apply effec-

tive scrutiny relative to granting of student status.

The current system does not use biometric identifiers to verify true identity of for-

eign students.
The Student/School data system does not provide all the information needed to

effectively monitor and regulate students and schools, and also is not linked to other
related INS data systems.
The INS has no system in place to monitor or audit schools.

Appendix E.—^Authorization for a Pilot Program To Monitor Foreign
Students 1

Omnibus Appropriations Act, 1997—P.L. 104-208

SUBTITLE D—OTHER PROVISIONS

SEC. 641. PROGRAM TO COLLECT INFORMATION RELATING TO NON-IMMI-
GRANT FOREIGN STUDENTS AND OTHER EXCHANGE PROGRAM PAR-
TICIPANTS

(a) IN GENERAL.
(1) PROGRAM. The Attorney General, in consultation with the Secretary of State

and the Secretary of Education, shall develop and conduct a program to collect from
approved institutions of higher education and designated exchange visitor programs
in the United States the information described in subsection (c) with respect to
aliens who

—

(A) have the status, or are applying for the statiis, or nonimmigrants under sub-
paragraphs (F), (J), or (M) of section 101(aX15) of the Immigration and Nationality
Act; and

(B) are nationals of the countries designated under subsection (b).

(2) DEADLINE. The program shall commence not later than January 1, 1998.
* * *

(c) INFORMATION TO BE COLLECTED.
(1) IN GENERAL. The information for collection under subsection (a) with respect

to an alien consists of

—

(A) the identity and current address in the United States of the alien;

(B) the nonimmigrant classification of the aUen and the date on which a visa
under the classification was issued or extended or the date on which a change to
such classification was approved by the Attorney General;

(C) in the case of a student at an approved institution of higher education, the
ciirrent academic status of the alien, including whether the aUen is maintaining sta-
tus as a full-time student, or, in the case of a participant in a designated exchange
visitor program, whether the aUen is satisfying the terms and conditions of such
program; and

^U.S. Immigration and Naturalization Service, "Controls Governing Foreign Students and
Schools That Admit Them," Final Report by the Task Force on Foreign Student Controls, 1995.
The INS convened the task force in response to FBI Director Freeh s 1994 memorandum (see
Appendix B). This is a partial list of the report's principal conclusions.

^This recently enacted legislation authorizes a pilot program to determine the feasibiUty of
monitoring foreign students in the United States.
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(D) in the case of a student at an approved institution of higher education, any
disciplinary action taken by the institution against the alien as a result of the

alien's being convicted of a crime or, in the case of a participant in a designated
exchange visitor program, any change in the alien's participation as a result of the

alien's being convicted of a crime.

(2) FERPA. The Family Education Rights and Privacy Act of 1974 shall not apply
to aliens described in subsection (a) to the extent that the Attorney General deter-

mined necessary to carry out the program \inder subsection (a).

(3) ELECTRONIC COLLECTION. The information described in paragraph (1)

shall be collected electronically, where practicable. * * *

(d) PARTICIPATION BY INSTITUTIONS OF HIGHER EDUCATION AND EX-
CHANGE VISITOR PROGRAMS.

(1) CONDITION. The information described in subsection (c) shall be provided by
as a condition of

—

(A) in the case of an approved institution of higher education, the continued ap-

proval of tiie institution imder subparagraph (F) or (M) of section 101(aX15) of the

Immigration and Nationality Act; and
(B) in the case of an approved institution of higher education or a designated ex-

change visitor program, the granting of authority to issue documents to an alien

demonstrating the alien's eligibility for a visa vmder subparagraph (F), (J), or (M)
fif oflk/*+jon lOlffl^ 1 'ii Oi snicn Act

(2) EFFECT AND FAILURE "TO PROVIDE INFORMATION. If an approved insti-

tution of higher education or a designated exchange visitor program fails to provide

the specified information, such approvals and such issuance of visas shall be re-

voked or denied. * *

(f) JOINT REPORT. Not later than 4 years after the commencement of the pro-

gram established under subsection (a), the Attorney General, the Secretary of State,

and the Secretary of Education shall jointly submit to the Committees on the Judici-

ary of the Senate and the House of Representatives a report on the operations of

the" program and the feasibility of expanding the program to cover the nationals of

all countries. * * *
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Prepared Statement of the United States Customs Service

Mr. Chairman and Members of the Subcommittee, thank you for the opportunity
for the United States Customs Service to submit a statement for the record on the
subject of foreign terrorism in America, and the role the Customs Service plays in

combating this threat.

As the primary border interdiction agency at U.S. ports of entry, the Customs
Service is involved in several initiatives to combat foreign terrorism in the United
States, as well as deter the export of weapons, chemicals, and technology to foreign

terrorist groups and their sponsor nations. These initiatives demonstrate the com-
mitment of the Customs Service to protecting our ports and borders against terrorist

activity. As the Sub<x)mmittee is already aware, terrorist activity includes more than
attacks. It is clear that terrorist groups also conduct recruiting, fund raising, and
material procurement in and fix)m the United States. As described more fully below,

the Customs Service works to better limit terrorists' ability to operate freely across

our borders.
Under the 1996 Omnibus Appropriation, the Customs Service received $62.3 mil-

lion, which included positions, examination equipment and an automated targeting

systiem to support antiterrorism efforts at major U.S. international airports and
combat terrorist activities. The Customs Service has provided the largest inter-

national airports with resources to increase aviation safety, and security against
acts of terrorism. Inspector positions have been assigned to outbound teams with
the responsibility of supporting aviation security/antiterrorism efforts at the highest
threat locations. Customs special agents have been assigned to support outbound in-

spections and concurrent aviation security efforts. These agents are working with
Fol-sponsored Joint Terrorism Task Forces and other agencies to assist in terror-

ism-related investigations which may involve a Customs violation. All newly as-

signed inspectors and agents will receive Antiterrorism/Aviation Safety and Security
training at the Federal Law Enforcement Training Center this spring.

To support efforts to screen baggage and cargo, $35.0 million was specifically ap-
propriated to purchase equipment. Planned use of this funding includes: MobUe x-

ray vans with explosive and radiation detection technology for flie inspection of bag-
gage and small cargo; tool trucks that supply the necessary tools for the effective

and efficient examination of air cargo; mail x-ray systems that screen mail and cou-
rier parcels for bombs and explosives; mail particle detectors that can detect explo-

sive particles; and radiation pagers to address the threat of nuclear terrorism, pro-

liferation, and smuggling. This equipment is currently being delivered to the inter-

national airports. In addition, for joint-use with airport entities, the Heavy Cargo
Pallet X-Ray, capable of x-raying fiill air cargo containers, wUl be field tested in July
1998.
The Customs Radiation Detection Program was developed in concert with the De-

partment of Energy and the Department of Defense. This program is currently being
implemented throughout the United States, and provides the nation with an effec-

tive first-line defense against the smuggling of dangerous nuclear materials into or
out of the country.

Since October 1, 1997, the Customs Service hats made many significant interdic-

tions that support aviation safety and security at international airports that have
received resources under this initiative. Customs has supported anti-terrorism and
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aviation safety and security efforts by: responding to airline requests for screening
luggage and cargo for weapons; working cooperatively with the FBI and airport enti-

ties to assist in effecting three terrorist-related arrests on aircraft; interdicting over
70 firearm seizxires in baggage and cargo; and stopping over 60 shipments of haz-
ardous materials and dangerous goods, which woiild have been placed on aircraft

in violation of regxilations.

To further improve the nation's defenses against terrorism, Customs is actively

participating in Joint Terrorism Task Forces. Sponsored by the FBI, these task
forces are located at 15 sites throughout the United States. Thirteen of these task
forces are staffed with a full-time Customs agent funded under the 1996 Omnibus
Appropriation. Two task forces are supported by part-time Customs agents not fund-
ed under the Omnibus Appropriation. These task forces were initiated by the FBI,
who requested full-time Customs support in the investigation of terrorist activity at
selected cities. Customs agents bring expertise to these task forces in matters of ille-

gal exports, arms smuggling, international money laundering, and trans-border
fraud. These agents can thus assist the Joint Terrorism Task Forces when dealing
with terrorist groups who commit these crimes as a part of their activities. Addi-
tional staffing is available to supplement the task forces fix)m Customs field office

export group agents.

Pursuant to Presidential guidance on this matter, the Customs Service is coordi-

nating its counter-terrorism efforts at the national level. To this end, Customs is

Erovioung personnel to support the FBI. This effort involves the assignment of intel-

gence research specialists and special agents to specific counter-terrorism units

within the FBI. A special agent has been assigned to the FBI Weapons of Mass De-
struction (WMD) unit within the Domestic Terrorism Section. A second special

agent coordinates Customs antiterrorism program efforts with the FBI, other law
enforcement agencies, and provides agent support to the intelligence community.
Customs agents will assist the FBI in operational planning and investigation of ter-

rorist activity, where there is Customs jurisdiction. Customs agents wUl also assist

in FBI foreign and domestic training of law enforcement officers.

In an effort to contribute to the federal government's efforts to deter, disrupt, and
defeat terrorism directed against the United States, the U.S. Customs Service, Intel-

ligence and Communications Division has created a new section composed of intel-

ligence specialists dedicated to uncovering the domestic and international terrorist

financial support networks.
The Customs Service is also currently assigning Customs intelligence research

speciaUsts to support the CIA Counter Terrorism Center, and a special agent is as-

signed to the CIA Intelligence Directorate's Non-proliferation Center.
The Customs Service also seeks to combat terrorism through its investigative ac-

tivity. Customs works to deny foreign states, identified with supporting or using ter-

rorism, the means to subsidize terrorist groups or activities. Furthermore, the Cus-
toms Service actively conducts investigations to counter the proliferation of Weapons
of Mass Destruction, especially as relates to nations which promote terrorism. These
investigations include tJie unlawful exportation and smuggling of Weapons of Mass
Destruction, or the components thereof: The Customs Service vigorously investigates

the illegal export, or diversion, of dual use commodities as defined by the Export
Administration Regulations. The Customs Service is also responsible for conducting
investigations of violations of U.S. economic sanctions, as imposed by the Office of
Foreign Assets Control, which primarily affect nations which have been found to

support or employ terrorism, such as Libya, Iraq, Iran, North Korea, Cuba, and the
Sudan.
The Customs Service is also providing training support to various antiterrorism

and non-proliferation efforts both domestically and overseas. These programs in-

clude Customs antiterrorism training for agents and insi>ectors, the domestic radi-

ation detection program, and several non-proliferation of Weapons of Mass Destruc-
tion initiatives in foreign countries.

To enhance some of the foregoing efforts, $16 million was 8p)ecifically authorized
to further develop the Automated Targeting System (ATS) to identify cargo ship-

ments that may pose safety or security threats. The ATS is a system that is used
to assist in identifying importations which pose a substantial risk of containing
weapons, explosives, or other contraband. The ATS provides a score, based upon nu-
merical weights assigned to specific rules, which assist in targeting high-risk ship-

ments for examination. The funds allocated for a targeting system under the
antiterrorism initiative will be used to identify the architecture that will support the
ATS for the air import and export environment, to build a set of rules that can be
used for antiterrorism, and to procure hardware for airports. A prototype test of this

system is scheduled to take place at JFK International Airport in June 1998.
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Another way in which the Customs Service combats the proliferation of Weapons
of Mass Destruction (WMD) and the threat of terrorism is through the delivery of
international training and technical assistance to foreign border control agencies in
high-threat countries. In cooperation with the Departments of State, Defense, En-
ergy, and the Federal Aviation Administration, Customs has, for many years, been
providing this type of assistance, both in the U.S. and overseas. The Cooperative
Threat Reduction Program, Project Amber and the DOD/USCS Counterproliferation
Program provide training and law enforcement equipment, mainly to the countries
of Eastern and Central Europe and the former Soviet Union, and tifie Anti-Terrorism
Assistance Program provides training worldwide.
The Customs Service has recognized the serious threat posed by terrorism groups,

and is striving to meet the challenges of effectively preventing terrorism activity at
U.S. borders. The foregoing initiatives are yielding positive results in enhancing the
safety and security of the nation from trans-border terrorist activity. The Customs
Service will continue to develop these programs, and additional technology, to com-
bat this threat and fulfill its mission to protect the nation's borders. The Customs
Service would like to thank the Chairman and Members of the Subcommittee for
your interest, and the opportunity to provide you with this information.

Prepared Statement of Brian Michael Jenkins

Today's Senate hearing on terrorist activities in the United States comes at a cru-
cial moment. As we have edged toward military action in the Middle East there has
been growing fear that terrorists instructed by Iraq or some other Middle Eastern
foe, or perhaps individually inspired bv their opposition to U.S. policy will carry out
attacks in this country. Although Saddam Hussein wisely utter^ no public threats,
less constrained extremist elements in the Arab world, some women with support
networks in the United States, have.
The hearing, held five years almost to the day after the World Trade Center

bombing, provides a forum for reviewing the current terrorist threat and for ad-
dressing the diffioilt question of what can be done to improve U.S. efforts against
terrorist support activities in the United States. The answer is proceed with caution.

In the five years since the World Trade Center bombing, there have been more
terrorist bombings as well as several foiled attempts. The terrorist threat is real.
At the same time, it is important to keep it in perspective. An American has a 1
in 12,000 chance of being a victim of ordinary homicide, less than a 1 in 10 million
chance of djdng at the hands of a terrorist. Exaggerating the threat risks provoking
the same panic and alarm that terrorists hope to create.
While the Senate hearing focuses on foreign terrorist activities, we must also bear

in mind that the terrorist threat has a significant domestic component. With the ex-
ception of the discovery of a second bombing plot in New York shortly after the
World Trade Center bombing and last year's imcovering of a scheme to bomb New
York's subways, the remaining successful and foiled terrorist attacks have been the
work of domestic terrorists—^white supremacists, anti-abortion and anti-federal gov-
ernment extremists.
With tension in the Middle East so high, we might easily mislabel a terrorist at-

tack, should one occur, blaming it on foreign rather than domestic foes. In the first
hours after the Oklahoma City bombing, many people were convinced it was another
Middle East attack.

In a nation of immigrants, imported quarrels are nothing new. Along with the
wretched and the poor, we have taken in the firebrands and the bombers. In the
past 25 years, Armenian, Serb, Croatian, Palestinian, Puerto Rican, Iranian, Liby-
an, Chinese, Cuban, and Jewish extremists have all carried out attacks in the U.S.
And Immigrant communities have supported various armed struggles abroad. At the
beginning of this century, Mexican revolutionaries recruited supporters on the
streets of Los Angeles. Fiftv years ago, American Jews actively supported the armed
struggle to create a Jewish state in Palestine. Simply because a phenomenon has
a long history does not make it more tolerable, but it does warn us not to define
terrorism on grounds of ethnicity or national origin.
That said, the principal foreign terrorist liireat to the United States right now

comes from the Middle East: from anger at American support for Israel, from the
hostility of Islamic fiindamentalists who view American influence in the world as
morally corrupting, potentially from Iraq and Iraqi sympathizers. That is not preju-
dice, but fact, which Americans of Middle Eastern origin must understand. It does
not excuse discrimination; it counsels cool rhetoric on aS sides.
Our first line of defense against terrorism is intelligence. As a free society, we

place strict constraints on domestic intelligence gathering—^Americans will not toler-
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ate a pervasive secret police. The intelligence task is rendered more difficiilt by the
trend away from formal hierarchies and toward small ad hoc conspiracies. Despite
these difficulties, authorities have uncovered terrorist plots and prevented a number
of attacks, some of which covild have had disastrous consequences. The existence of
these plots demonstrates that the terrorist threat continues. The arrests hopefully

also \mderscore that inteUigence efforts are succeeding and should be supported.
We must be realistic about what physical seaurity, our second line of defense, can

achieve. Physical security by itself cannot prevent terrorist attacks; it merely dis-

places the risk. We have made progress in increasing the difficulty of attacking cer-

tain targets previously favored by terrorists—notably commercial aviation. Mudi re-

mains to be done in Uiis area. Congress should support the recommendations made
by the White House Commission on Aviation Safety and Security and encoiu-age the
airUne industry to serioxisly approach the problem complementing the improving se-

ciuity technologies with adequately paid, trained, and incentivized personnel. In ac-

cord witii a recent report issued by tne International Institute for Surface Transpor-
tation Policy Studies, we also need to pay more attention to potential terrorist at-

tacks on subways, trains, and buses—^a new combat arena of terrorists bent upon
large-scale indiscriminate violence.

Our third component of defense is an effective response comprising both crisis

management and apprehension of the perpetrators. Tlie World Trade Center and
Oklahoma City bombings prompted municipal governments to plan how they would
respond to large-scale terrorist attacks. The Department of Defense is placing great-

er emphasis on '^ome defense," which will see an increased role for the National
Guard. Coordination between local, state, and Federal authorities foid among fed-

eral agencies wUl be crucial but predictably diffictJt.

As for apprehension and prosecution, that is a success story. Those responsible

for terrorists attacks here and abroad have been brought to justice.

We want to prevent terrorists from utiMzing the United States as a soiuxe of
weapons, mihtary training, and funds for terrorist attacks, but we do not want to

drive their pohtical supporters completely underground. It is not solely a matter of
civil Uberties. Their ability to operate above ground gives them something to lose

if they carry out terrorist attacks here and it facihtates monitoring their activities.

Laws that prevent flexibility could also prevent the U.S. government from some-
times playing a useful diplomatic role in helping to resolve conflicts.

Nortiiem Ireland is a case in i>oint, although perhaps a unique one. The United
States has carefully used its influence to help broker negotiations between the Sinn
Fein and the British and Irish governments. This diplomacy required a somewhat
tortuous distinction between the "political" Sinn Fein and tlie "terrorist" IRA, and
exquisitely choreographed meetings and statements in dealing with visiting Sinn
Fein leaders—subUeties that sometimes dissolved in the old-fashioned ethnic poli-

tics at city level. The IRA's desire to retain political and financial supi>ort fit>m sjrm-

pathetic Americans gave the U.S. government leverage to encourage moderation. It

may work. The lesson: we oppose terrorism everywhere and support for it anywhere,
but we must preserve some room for maneuver.
Our most effective defense against terrorism will come not from more surveil-

lance, concrete barriers, metal detectors or from new laws, but from our own vir-

tues: courage, continued dedication to our ideals of a free society, reahsm in our ac-

ceptance of risk, stoicism in the face of danger, common sense and the skepticism
that comes with it, the avoidance of extremism, humanity and sense of community
too fleetingly expressed when we mourn the victims—in sum, from a true patriot-

ism.

F*REPARED Statement of Kenneth R. McKune, Acting Coordinator for
COUNTERTERRORISM, DEPARTMENT OF STATE

Mr. Chairman, thank you for this opportunity to provide for the record for yo\ir

hearing on foreign terrorist activities in the United States this statement relating

to the Secretary of State's designation of foreign terrorist organizations (FTO). This
statement has been coordinated with the Departments of Justice and the Treasury,

and represents the combined views of the Administration.
The State Department is the lead agency for dealing with terrorism overseas. Un-

fortunately, however, terrorists do not respect international boimdaries any more
than they respect hiiman lives and common decency.
The Antiterrorism and Effective Death Penalty Act of 1996 ("AEDPA") added a

new Section 219 to the Immigration and Nationality Act ("INA"), which authorizes

the Secretary of State, in consultation with the Secretary of the Treasury and the



173

Attorney General, to designate an organization as a "foreign terrorist organization"

if the organization meets certain legal criteria.

The Secretary's designation on October 8, 1997, of thirty foreign terrorist organi-

zations was the ailmination of a massive interagency effort to identify foreign orga-

nizations that engage in terrorist activity and threaten U.S. national security or the
securitv of U.S. nationals. Under the terms of the INA, terrorist activity includes
not only certain acts of violence but also activities which provide material supix)rt

to terrorist organizations, such as raising money, providing tradning, obtaining
weapons or false documents, and recruitment. The designation process was truly a
cooperative project, in which State worked closely with the Departments of Justice
ana the Treasiuy. the FBI and the inteUigence community.
Congress included in the legislation a provision that allows a designated organiza-

tion to challenge its designation in court. The provision also reauires that the judi-

cial review be based solely on the administrative record used by the Secretary in

making the determination. This requirement necessitated that the administrative
records be as thorough and comprehensive as possible to withstand possible judicial

review. Gathering and evaluating information on a large nvunber of terrorist organi-
zations and reviewing the material for the administrative records was a labor- and
time-intensive process involving many analysts and legal speciahsts from several
Departments and agencies. The list of organizations included in the Department's
annual "Pattern of Global Terrorism" was only a starting point. A much more de-

tailed compilation and analysis of information was required for each organization
to determine whether it met the statutory requirements for designation, and to

produce a substantial administrative record that would withstand judicial review.
Following the mandated Congressional notification period, State formally promul-

gated the designations in the Federal Register on October 8, 1997, as required
under the law. But we went beyond that requirement. The Secretary herself made
the announcement at the Depsulment's daily press briefing to help give the designa-
tions a high profile. The major media, including news agencies serving overseas out-
lets, carried the story. The designations were posted on both the State Department
and Treasury Department's internet websites and disseminated by USIA. Officials

from State and Justice appeared on USIA's Worldnet programs to discuss the issue.

State, Justice, and Treasury took exceptional measures to ensure that the designa-
tions were widely disseminated and publicized.

There are three primary legal consequences of the designation of a foreign terror-

ist oi^anization:

(1) It is a crime for anyone in the United States knowingly to provide funds or
other forms of material support to the designated organization;

(2) U.S. financial institutions are required to block the funds of any designated
organization and its agents and to advise the Treasury Department of such action;
and

(3) Aliens who are members or representatives of a designated organization are
not eligible to enter the United States.

It is difficult to quantify the impact of the law and designations after only four
months. Clearly, criminal cases wWch involve the international tracing of funds re-

auire some time to develop. However, there are other aspects to consider—especially
he potential deterrent effects. Congressional passage of the law, the President's

signing it at a large public ceremony, and the process of designating foreign terrorist

organizations were widely reported in the press. For those law abiding citizens who
do not want to contribute to a terrorist organization, the law and publicity sur-
rounding it should deter further contributions or other forms of material support.
Moreover, Justice, for the first time, will not have to prove during a criminal pros-

ecution that the defendant specifically intended that the funds he was contributing
were to be used for terrorist activity. It will only need to prove that a defendant
knowingly provided material support to a designated foreign terrorist organization,
regardless of how he intended the money to be used.

Internationally, passage of the AEDPA and the Secretarjr's designations have had
a substantial impact. Several international fora have begun discussions on ways to

limit the provision of funds and other resources to terrorist organizations. A number
of foreign governments have commented favorably on the Secretary's designation of
foreign terrorist organizations, including Colombia, Israel, Japan, Peru, Turkey,
Spain and Sri Lanka.
The passage and implementation of the section 303 fiind raising provision and the

section 323 material support provision also enhance our efforts to encourage other
coimtries to take similar steps, and some of our friends are taking a fresh look to
see whether they should tighten their own domestic laws and regulations. We have
distributed information on the legislation to our embassies overseas for use with
their host governments. My office and the State Department's Legal Adviser's office
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have given briefings to officials from a dozen or more embassies here as well as vis-

iting foreign officials. We also make a i>oint of discussing the legislation and fund
raising issues during our bilateral and multilateral conferences with a number of
coimtries.

As I noted earlier, the INA permits a designated foreign terrorist organization to

seek, within 30 days of the designation, judicial review of that designation in the
United States Court of Appeals for the District of Columbia Circuit. Only two orga-
nizations, the Liberation Tigers of Tamil Eelam (LTTE, of Sri Lanka) and Qie
Mujahedin-e Khalq Organization (MEK, of Iran), have filed applications for judicial

review. Both cases are ciurently before the court.

The provision of the statute which bases the Court's review on the administrative
record is critically important to limiting the amount of discovery, particularly of
classified information, which a designated foreign terrorist oreanization may obtain
during the judicial review process. The statute also provides uiat the Coiul's review
of any classified material contained in the administrative record will be conducted
ex parte and in camera. This protection was important to the success of the designa-
tion process because it permitted the inclusion of classified information in the ad-
ministrative records of the 30 designated organizations.

For each of the organizations, the Secretary had to rely heavily on classified infor-

mation. Although the State Department often relies on finished intelligence in its

decision-making process, it was the view of the Justice Department that, in review-
ing an administrative record, a Court would want to unaerstand more completely
atiQ underljdng facts and analysis from which conclvisions were drawn. For example,
if a terrorist act was attributed to a particular organization, a Court would want
to know the basis for that attribution. Without the protection of classified informa-
tion from unwarranted disclosure, the Secretary would not have had the benefit of
this information and analysis fi-om the intelligence community to inform her deci-

sions.

In sum, despite the tremendous burden of preparing in advance the required ad-
ministrative records, we believe the AEDPA to be a useftil law. It can be improved.
We are presently engaged in developing possible refinements to the current statute
based on our overall experience during the implementation process and upon Treas-
ury's many years of experience in administering sanctions programs, such as the
1995 Executive order and sanctions regime against terrorists threatening the Mid-
dle East process. A number of suggestions for improvements are under internal dis-

cussion. Once we complete this interagency process, we would look forward—along
with Justice, the FBI, and Treasury—to discuss possible improvements to AEDPA.

Finally, regarding your question concerning the Irish Repubhcan Army, last Octo-
ber, the Secretary took note of the July 19, 1997 announcement by the IRA of an
unequivocal cease-fire, as well as the subsequent decision by the British Govern-
ment that the cease-fire was genuine in word and deed, permitting Sinn Fein to join

inclxisive all-party talks in Belfast. The situation, especially during the past week,
has become very fluid. We are monitoring it very closely.

We hope that this statement will be useful to the Subcommittee and we look for-

ward to being able to work together in our common fight against terrorism.

U.S. Department of Justice,
Federal Bureau of Investigation,

Washington, DC, April 21, 1998.

Hon. Jon L. Kyl,
Chairman, Subcommittee on Technology, Terrorism, and Government Information,

Committee on the Judiciary, U.S. Senate, Washington, DC.

Dear Mr. Chairman: Thank you for providing the opporttmity for the Federal Bu-
reau of Investigation (FBI) to appear before your Subcommittee at the February 24,

1998, hearing entitled "Foreign Terrorists in America: Five Years after the World
Trade Center." I was unable to attend but would like to submit this letter for the

official hearing record to supplement the FBI's testimony.

The bombing of the World Trade Center in New York City five years ago was a
wake-up call to the American people and to law enforcement of the reality of for-

eign-directed terrorism on our soil. The impact of the bombing was felt well beyond
New York City as we all came to realize that our borders were no longer imper-
meable to terrorist attack. In the five years since that tragic day, I am proud to

have been a part of what has been an enormously successnil, multi-faceted effort

to reduce the threat of terrorism and enhance this Nation's ability to prevent and,

when necessary, respond to terrorist acts. Although the FBI's official statement for

the February 24, 1998, hearing record discusses these matters in detail, I would like
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t» briefly highlight three particularly noteworthy programs in which the FBI has
been instrumental.

THE FBI's COUNTERTERRORISM CENTER

One of the most notable endeavors undertaken since 1993 in the war against ter-

rorism is the FBI's Counterterrorism Center. Established in 1996 with the generous
support of congressional appropriations, the Center centralized the myriad facets of
the FBI's Counterterrorism program and focused efforts on three fronts: Inter-
national terrorism operations both within the United States and in support of
extraterritorial investigations; domestic terrorism operations; and counterterrorism
relating to both international and domestic terrorism.

The Counterterrorism Center is an interagency endeavor in which 18 other fed-
eral agencies participate on a daily basis. The FBI has forged stronger working rela-
tionships with these agencies, including the Central Intelligence Agency (CLk), as
a result of the cooperation and shared focus of the Center's participants in combat-
ing terrorism. The establishment of the Center was an unprecedented opportunity
for these 18 agencies to work together for a common good by sharing terrorist-relat-

ed information developed by each agency. I am proud of the successful collaboration
that the Counterterrorism Center represents and of the enhanced capabilities it has
provided in our efforts to combat terrorism.

DOMESTIC PREPAREDhfESS PROGRAMS

The FBI has also established, in conjunction with the Department of Defense,
"Domestic Preparedness" programs to train and equip personnel botii within and
outside the FBI to address chemical and biological incidents, as well sis incidents
involving improvised explosive devices. Over $21 miUion of the FBI's 1998
counterterrorism budget has been dedicated to train and equip local and state agen-
cies to deal with these Weapons of Mass Destruction (WMD).

In addition, over $8 million has been provided to the FBI's National Security Divi-
sion, Critical Incident Response Group (CIRG), and Laboratory Division so they may
train and equip each of our 56 field offices for such WMD incidents. Furthermore,
due to increased funding from the Antiterrorism and EflFective Death Penalty Act
of 1996, the FBI has assigned 175 Special Agents to WMD programs tiiroughout our
field offices. While the focus should clearly be on prevention of terrorist attacks, pro-
visions for response in case of an attack are essential. Domestic preparedness pro-
grams provide that preparation.

THE NATIONAL INFRASTRUCTURE PROTECTION CENTER

Another enormously important undertaking has been the National Infrastructure
Protection Center (NIPC), a government/industry partnership hosted by the FBI.
The NIPC is designed to be staffed with specialists from the FBI, Department of
Defense, other Intelligence Community members, and private industry. The goal of
this group is to provide a broad, cooperational approach to assessing, warning, in-
vestigating, and responding to attacks on this Nation's interconnected and inter-
dependent information infrastructures. The increasingly complex and interwoven
natvire of information systems used in government operations, private corporations,
and satellite and telecommunications systems makes the threat of even a single in-
trusion into one of these systems potentially catastrophic. The NIPC will provide 24-
hour monitoring and connectivity among all levels of state, local, and federal govern-
ment and our private sector partners.

Additionally, in 1995, 'Targeting the National Information Infrastructure" was
added to the FBI's National Secxirity Threat List (NSTL) with the approval of the
Attorney General. This expansion of the NSTL gives our Agents the authority to in-
vestigate incidents affecting information infrastructures perpetrated or coordinated
by foreign intelligence services. This enhances the work of our seven Computer
Crime Squads in our major metropolitan field offices, and the computer investiga-
tive teams in each of our 56 field offices. By establishing the NIPC, enhancing inves-
tigative authority, and dedicating Agents to detecting and investigating information-
based attacks, we are limiting the vulnerability of our Nation's essential infrastruc-
tures.

While the Counterterrorism Center, Domestic Preparedness programs, and the
NIPC have greatly enhanced our ability to combat terrorism here in the United
States, I must stress that our progress will be eradicated should one overriding
issue remain unaddressed.
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THE CRIPPLING EFFECT OF ENCRYPTION

The ability to collect information and evidence that will aid in the apprehension
of terrorists—and more importantly, aid in the prevention of terrorist acts—is criti-

cal to our counterterrorism efforts. Electronic surveillance and lawful searches and
seiz\ires are among law enforcement's most effective tools in gathering this type of

information. The proliferation of technologies that enable criminals to encrypt infor-

mation and communications transmitted or stored in computers or passed across

telephone lines, however, is rapidly destroying the usefulness of these tools.

Recently, the Administration announced a 60-90 day effort to have indxistry come
to the table with government to see if agreement can be reached on how best to pre-

serve tiie ability of law enforcement to access the "plaintext" of encrypted commu-
nications pursuant to court order. If the critical public safety needs to law enforce-

ment cannot be accommodated through this process, then I intend to continue to

press for legislation that requires all encryption products manufactured in or im-
ported into the United States to allow law enforcement access to key-recoverable

plaintext versions of encrypted information.

Currently, encryption products are widely available, and for the criminal user af-

ford a cheap way of ensuring that he can conduct his activities via telephone and
computer without leaving any decipherable trail of evidence. I am joined Dy the en-

tire law enforcement community in contending that non-recoverable encryption is

perhaps the single biggest challenge facing law enforcement. For this reason, I

strongly support the bOl adopted by the House Permanent Select Committee on In-

telligence on September 11, 1997. The Committee's mark-up of H.R. 695 effectively

addresses all of law enforcement's public safety and national security concerns re-

garding encryption products, unlike several bills being considered in the Senate, all

of which will devastate our ability to protect pubUc safety if enacted. If the United
States hopes to continue to wage a serious war against terrorism and drugs, legisla-

tion securing tiie public safety and national security needs in any national

encryption scheme must be passed.
We must remember that Ramzi Yousef, responsible for carrying out the bombing

of the World Trade Center, used his laptop comoputer to store encrypted details of

his plot to bomb United States airliners and flight schedules. Fortunately, the FBI
was able to decrypt this information which wets recovered in the lawful seizure of

Yousefs computer. Had the information been encrypted using a non-recoverable

type of encryption, the plan to plant explosive devices on flights to the United States

might never nave been discovered and thus prevented.

Today, five years later, most encryption products on the market are, in fact, non-

recoverable; law enforcement attempts to decipher the information, pursuant to

court authorization, are unsuccessful. We must recognize the valuable lessons

learned from the World Trade Center bombing and support law enforcement efforts

to combat terrorism. There can be no clearer indication of such support than by pro-

viding law enforcement access to key-recoverable "plaintext" versions of encrypted

information.
In the five years since the World Trade Center bombing, the FBI has made sig-

nificant progress in combating terrorism in the United States; the Counterterrorism

Center, fiie Domestic Preparedness programs, and the NIPC each evidence the great

strides we have made in protecting this Nation from terrorist attack. Unfortunately,

these and other efforts will have been in vain if would-be terrorists are allowed to

utiUze encryption technology with impvmity.
Sincerely yours,

Louis J. Freeh,
Director.

U.S. Senate,
Commtitee on the Judiciary,
Washington, DC, March 31, 1998.

Hon. Doris Meissner,
Immigration and Naturalization Service,

Department of Justice, Washington, DC.

Dear Commissioner Meissner: We are concerned that the INS has failed to com-
mit the resources necessary to develop in a timely way the Foreign Student Track-

ing Program mandated by Congress in 1996, P.L. 104-208 §641. While the law re-

quired 3ie national program to begin on January 1, the INS has yet to implement
even the pilot program. As you are well aware, this tracking program was borne

out of nationsd security concerns expressed by FBI Director Freeh and former Dep-
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uty Attorney General Jamie Gorelick in 1995 about the inability of the INS to track
foreign students' whereabouts, courses of study, and sources of hinding. An INS task
force created to address these issues stated that the "guiding principle to [its] efiTort"

was that "the American public needs to have some basic level of comfort in the
knowledge that its government is guarding against the danger. * * * [of] instances
where terrorists and criminal aliens have been linked to student visas". In 1996,
this report became the basis for a law requiring INS to develop a national system
for tracking foreign students.

In response to this mandate, INS prudently initiated development of a pilot pro-

gram in preparation for developing the national system. Our understanding is that
to date INS has had to spend only about $3 miUion on developing the pilot, and
that only another $2 million is required to get the pilot up and running in the near
fiature. However, immediately prior to Chairman Kyi holding a hearing in the Judi-
ciary Subcommittee on Technology, Terrorism, and Government Information on Feb-
ruary 24, INS management cut funding to mere "maintenance" of an incomplete
pilot, and cut out all funding for development of the national program. It was only
after public discussion by Senators Kyi and Ranking Member Feinstein about this

program that INS reallocated the funds necessary for development through 1998.
We find this record distiirbing.

In that light, below are questions which we believe reqviire clarification. Your re-

sponses wiU be entered into the record of the February 24 subcommittee hearing.
Value ofprogram to counterterrorism efforts. What is your assessment of the value

of this program to INS' overall covmterterrorism efforts?

INS commitment to the program. Have you made the commitment to continue full

funding for information technology development and the program support of this

system necessary for implementation and deployment?
Status of national development. Considering that this Congress appropriated near-

ly $4 billion to INS this past year, can you tell me the exact funding levels commit-
ted for development of the pilot in 1998? For the national development of the pro-
gram in 1998? Through 2001?
Request for demonstration. Please make available an operational demonstration of

the currently developed prototype for our staffs.

Sincerely,

Jon Kyl,
U.S. Senator.

Rick Santorum,
U.S. Senator.

U.S. Department of Justice,
Immigration and Naturalization Service,

Washington, DC, August 20, 1998.

Hon. Jon Kyl,
Chairman, Subcommittee on Technology, Terrorism, and Government Information,

Committee on the Judiciary, U.S. Senate, Washington, DC.
Dear Mr. Chairman: This is in response to your March 31 inquiry regarding your

support of the Immigration and Naturalization Service's (INS) efforts to develop an
effective foreign student/exchange visitor monitoring and reporting system as man-
dated in Section 641 of Public Law 104-208. As steted in our July 16 letter to you,
the INS implemented last year a cooperative interagency pilot initiative in partner-
ship with the U.S. Information Agency (USIA) and the Department of State (DOS)
for monitoring and reporting on F academic students, M vocational students, and
J exchange visitors. "The pilot is known as the Coordinated Interagency Program
Regulating International Students (CIPRIS). Phase I of the CIPRIS pilot was imple-
mented in April of last year, well before the statutory start date of January 1, 1998.
Subsequent major operational enhancements to the CIPRIS pilot were developed in
September 1997 and April 1998 respectively.

When it commenced in April of 1997, the CIPRIS pilot was in Umited operation,
enabling the 21 pilot schools to create an initial student record electronically and
immediately transmit it via the Internet to the INS' CIPRIS system. By early April
of this year we successfully implemented a fiilly functional pilot electronic tracking,
screening, and reporting of students and exchange visitors by the pilot schools to
INS' CIPRIS system through deployment of the Phase III CIPRIS pilot enhance-
ments to all the pilot institutions, the USIA, the INS Texas Service Center, and our
Port-of-Entry at Atlante-Hartsfield International Airport.
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There was a very brief period in which the fiill funding necessary to continue
operational support for iiill enhancement of the pilot and funds to continue to de-

velop requirements for a national CIPRIS program had to be identified. The CIPRIS
contractor support for program and national development was interrupted for only

a brief period. Funds, however, were allocated to support fiill pilot enhancements
and continued development of the functional requirements for a national system.
Our July 16 letter addressed your March 31 questions. The same basic informa-

tion follows, with additional clarification of INS' Fiscal Year 2000 funding plans for

CIPRIS. As mandated by the lUegal Immigration Reform and Immigrant Respon-
sibility Act of 1996 (IIRIRA), the Fiscal Year 2000 budget will include a provision

to begin collecting a fee for this program. The fees collected will fund continual im-
plementation of the program.
Question 1. Value ofprogram to counter terrorism efforts. What is your assessment

of the value of this program to INS' overall counter terrorism efforts?

Answer. The INS msiintains various databases relating to the entry, exit, and im-
migration status of foreign nonimmigrants such as visitors, students, temporary
workers, and diplomats. These systems are integral to our mission of maintaining
control of our borders. A peripheral benefit of Uiese systems, in concert with the
databases of other government agencies, is the tracking of the movements and ac-

tivities of persons who are subjects of law enforcement or national security interest.

There are diverse reasons for tracking the educational activities of foreign students.

Among those are non-proliferation of sensitive scientific information and prevention
of the release of such information to terrorist supporting states or states which may
be regarded as real or potential military rivals of the United States. A system such
as CIPRIS, if instituted nationally, woiild increase our ability to track such data ef-

ficiently and improve our ability to implement laws or policy which restrict the
availability of such information.

Question 2. INS commitment to the program. Have you made the commitment to

continue fiill funding for information technology development and the program sup-
port of this system necessary for implementation and deployment?
Answer. The INS is identifying funding options for Fiscal Year 1999 to continue

planned development and is in the midst of developing the Fiscal Year 2000 budget
estimates. As mentioned above, we expect the program to be funded through fees

as mandated in IIRIRA beginning in Fiscal Year 2000. At this point, we beUeve that

the phasing in of CIPRIS will reach completion in 2002.
Question 3. Status of national development. Can you tell me the exact funding lev-

els committed for development of the pilot in Fiscal Year 98: For the national devel-

opment of the program in Fiscal Year 1998? Through 2001?
Answer. For Fiscal Year 1998, the INS is providing $3.2 million for the full fund-

ing required for program support, operation and maintenance of the pUot, as well

as to support programmatic and Information Technology functional requirements for

national development of the program. For Fiscal Year 1999, as noted previously, the

INS is identifying funding options to continue development. Beginning in Fiscal

Year 2000, the system should be self-supported through fees.

Thank you for your continued interest in this important program. Should have
any further questions or concerns regarding this or any other matter, please do not

hesitate to contact me.
Sincerely,

Doris Meissner,
Commissioner.

Islamic Information Center,
Phoenix, AZ, May 22, 1998.

In the Name of Allah, Most Gracious, Most Merciful.

Senator John L. Kyl
U.S. Senate, Washington, DC.

Dear Senator Kyl: We Muslims are very concerned and are therefore writing

to request your assistance in correcting a terrible injustice which has been per-

petrated against miUions of law abiding citizens who hve in the United States.

In reviewing a statement made by Mr. Steven Emerson, a known opponent of

Islam, to the Senate Judiciary Subcommittee on Terrorism, Technology and Govern-
ment Information, we detected several gross inaccuracies about Islam and Muslims.
If left without correction, this false information could lead those who m£ike policy

decisions to reach many wrong conclusions about Muslims.
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As was the case following the Oklahoma City bombing, Mr. Emerson has distorted
the facts and made numerous false statements; which leads us to conclude that Mr.
Emerson is being less than just when it concerns the Muslims. It concerns us that
his comments are being taken seriously without being verified for accuracy. Why
were Muslims singled out as they were; and why wasn't an Islamic organizations
such as ISNA, ICNA, or the American Muslim CouncU invited to present balance
to the hearings. Omar Ashmaw/s comments about "moderate" versus "extreme"
Muslims in no way represents the Muslim body within the United States.
We recognize that there are fanatics in every segment of society who will use reli-

gion as an excuse to justify their hostility, yet, this fact should never be used as
an excuse for denying justice to others. Anyone knowledgeable about Islam knows
that it is forbidden to kill innocent men, women, or children, and that the punish-
ment for this is Hell. The ideology of Islam is the same as the ideology and teach-
ings of Abraham, Moses, and Jesus, you will find this for yourselves if you read the
Qur'an. The same message was preached by all of them, "worship one God, the Cre-
ator of the Heavens and Earth, and associate no partners with God."
We also recognize that it is important to the security of the United States that

proper intelligence information is gathered, that it is the responsibility of those
gathering such information to ensure that it is acciu-ate, and that misinformation
should not be used in such a way as to injxiry the innocent. Mr. Emerson made false
and inflammatory statements following the Oklahoma City bombing which resiilted
in assaults on innocent Muslims, an innocent Muslim died, and others were terror-
ized. This occxirred because of one man's hatred and the unwillingness of others to
search for the truth.

We strongly request that our enclosed write-up be attached as an addendum to
the hearings. As you will surely agree, a just and balanced approach is clearly the
best way to ensure the safety and security of every citizen within the United States.
We also urge the Senate to involve a recognized Islamic organization the next time
a hearing touches on Islamic issues.
On behalf of the Public Relations Subcommittee of the Islamic Information Center

in Arizona, and all the Muslim constituents in Phoenix, thank you for your assist-
ance.

Gamal M. Hegazi.
Ammar Halloum.
David Hadley.
Hafez Turk.
Aneesah Nadir.

cc. Senate Subcommittee members.
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